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PHONE PHREAKING

Phone color boxes were not only one of the most outstanding and
;?ublicized features of the 1960s Hippie-Yippie movement, but arg|
% iascinating to many "straight" people even today. You can _thank
Bell for most of this fascination because Bell turned itself into a
huge, highly secretive organization that permeates everyone's exis-
tence. Penetrating its deepest secrets was tantamount to a iree
% pass to the land of Oz. Deleating the clutching grasps of the goons
it employs to protect its security was tantamount to out-jousting
the black knight. To many, it was such an exhilarating challenge!
4 that they would spend enormous parts of their lives dedicated tot
the quest. ‘
The term "Bell” is used here as a generalized phone company name
= is NOT an abbreviation of any specific local or Long Distance
& ) phone company. 1 prefer the term "Bell" over "Teleco," and.
"ssell" is used in honor of the inventor of the telephone. The use of
Pbone color boxes to obtain free or low cost phone calls is known as,
'ohreaking” (PHREAK = PHone fREAK) or "phone boxing." 4 '

& Phreaking hit its k in the 1960s with the advent of some of its
most colorful and legendary characters (Capt. Crunch, Abbie Hoff~
man, Cheshire Cat, etc.), and the Yipple publishing enterprise;
nown as TAP. For more historical information on phreaking, see,:
"SECRETS OF THE LITTLE BLUE BOX", ESQUIRE, Oct. 1971, and
“THE FIRST COMPUTER FREAKS", E, June, 1983. &
3 St : 3 Y

i The phone boxing movement went thru two step-down periods and’
i one step-up period. The first step-down period came in the early.
= 1970s when many of the groupies and me-tooers of the spirited six-!
% wies movements drifted into conventional lifestyles. In fact, about
590% of the seli-—eproclaimed hippies and yippies of the early '60s
2 turned legit by 1976. This also resulted in much lessened publicity’

for the movement and their outrageous activities. TR
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The second step-down period started about 1978. Many of the re-|
Hmaining bard-core phreakers turned to microcomputing. Radio
< Shack, A_lele and Commodore. came out with their:primitive proto-
gtypes. hey were great hardware and software challenges, ant, in
« those early days, their modems were in little use and also primitive. |
i 11 took some time for phreakers to move up the learning curve suffi-|
’ecéemly enough, and for the development of more sophisticated com-
ﬁf;uters and modems, before attention was again seriously turned to
*“™-eaking. G ; S
% There was also the factor that Bell developed sophisticated counter-

ﬁ‘ moasures to stop three of the most costly phone boxes, the red,
% tite and black boxes. Many carefree phreakers soon found their

¥ asses in jail charged with such things as "theft of service" and "pos-.

_ & sassion of burﬁlary. tools" (color boxes). Phreakers got so paranoid
that they would only operate from payphones, college dormitories,

3 or” other' facilities where pinpointing the culprit was difficult at
ghnest - then only for short periods of time! 3

X

The advent of ESS over the old-style crossbar switchin
% gave Bell awesome powers to quicrdy detect and apprehend
#ers. With ESS, Bell could automatically scan thousands o
¢ lines for cheating, and, once cheatjpg was discovered, could auto-
¢ matically print out both origin and destination phone numbers,
@ names and socations within seconds. 51

1
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‘B The step-up in phreaking started in about 1980. The phreakers
& were then prepared to engage in computer wars with Bell or any-
2 one else they wanted to mess with. ‘Phreaking then metamorphised
~ Binto far more diverse and complex sorts of cheating, madness and
% mayhem. No longer was it primarily and adolescent game although
most of the CAUGHT phreakers were quite young - some preteen!
~ & No lonqer were phreakers content in just beating Bell and gettin
@ free calls. Now, they went for the jugular! With new and powerfu
. ¥ capabilities that governments, phone companies, corporations and |
institutions were slow to counteract, phreakers penetrated large
& computer systems. In the process, they ripped-off $ Billions, des-'
@ troyed businesses, compromised national secrets, etc. That's not
§ 10 say that all or even most computer phreaking was vicious or
@ harmful - most was not. See our COMPUTER PHREAKING ($15)
t for more information on computer phreaking.

Lost in all the computer phreaking smoke was the continued and in-

i

creasin %hone phreaking efforts. Phone phreaking increased be-
¢ cause of these reasons: :
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(1) Color box phreakers were coming up with new boxes, new cir-
cuits and new techniques to beat Bell's countermeasures. Small
microcomputers, particularly the TI-99/4A were adapted to per-
form as color boxes. Sophisticated software techniques were de-
veloped. The view of the law here is clear. If one is caught with a
device solely dedicated to robbing Bell, he can be charged for "pos-
session of burglary tools." However, if one is caught with a small
computer that has countless legal applications, unless it can be
clearly shown that the computer is used for ghreakln (ex: caught
in the act), then police authorities cannot LEGALLY charge a per-
son with "possession of burglary tools" for possessing a computer.

(2) The break-up of AT&T lead to real or imagined decreases in
Bell security. In fact, new phreaking techniques have been develop-
ed that take advantage in differences between AT&T, MCI,
SPRINT, and others.

(3) The advent of the phone credit card opened up a goldmine for
phreakers. The only obstacle was discovering viable credit card
numbers. At one time, Bell handed out phone credit cards like
candy. Getting valid numbers was no problem - and . still is no
frob em! Despite dedicated FBI efforts to stop Bulletin Boards
BBS) from publishing these numbers, many still do either inadver-
tantly or purposefully. $ Billions have been stolen from Bell just
due to their stupidity of issuing phone credit cards!

Unfortunately, TAP did not survive far into this upsweep. In mid-
1984, after fpublishing 92 issues, TAP was put out of business. From
the best information we have, TAP was apparently penetrated by
the combined forces of the FBI and Bell, its subscription lists com-
promised, and its headquarters_set on fire as a cover up. Member-
ship scattered. The problem with TAP was that it was a wide-open
organization, mostly of former hippies and yippies, and left itseif
vulnerable to penetration. Although TAP operated on the bare’
edggs of illegality, apparently above-board legal action could not
be brought against it. We all have the right to Freedom of Press -
just as long as we don't offend any big-shots! ;

We have heard that TAP will begin publishing again in the near
future, and that they will publish a book on, "The Best Of TAP."
We don't know anything specific about where, when, how and how
much. We are working on verification. When verified, we will let
you know, provided that you supply us with a #10 SASE.

We have all 92 issues of this uncopyrighted publication. Although §
TAP was about 75% devoted to phone phreaking, it described many
other technological defeats from ATMs to weapons. The left-wing §
slant in many of its articles did offend our conservative tastes.
However, for its shear gaul and detail of technological defeats, it
was a real inspiration and one of several of our best sources for the
survival information that CONSUMERTRONICS CO. publishes. We
will sell you TAP back issue copies for $2 each, or a copy of all
TAP issues for $150. Sorry, we have no index of back issues.

But all is not lost! Just before TAP was assassinated, on Jan. 1984,
2600 was born. 2600 is published by 2600 ENTERPRISES, P.O. Box
762, Middle Island, NY 11953. It's two BBS numbers are 201-366-
4431 and 516-751-2600. 2600 is sort of the yuppie version of TAF.
On one hand, 2600 is not as explicit as TAP and contains very few
glans and schematics, and it is not as funky. On the other hand,
600 is better organized, better formatted, is much easier to read,
and has substantially more information. ;

2600 is also totally dedicated to phone and computer technology
and phreaking, as opposed to other forms of phreaking and to survi-
valism in general. From our point of view and that of about 90% of
our readers, because of 2600's lack of general survival information
and how-to-do plans, and the many other forms of creating mischiei,
mayhem and madness, 2600 is a poor replacement for TAP. But,
from the point of view of readers who are focused into phone and
computer phreaking, 2600 is a good replacement for TAP and im-

roves upon TAP In many respects. as it may, CONSUMER-

RONICS CO. will continue publishing its 70+ hardhitting how-to-
do publications on virtually every form of survivalism and techno-
logical defeats. WE ARE ALWAYS AT YOUR SERVICEL

One publication that we advise that you AVOID is COMPUTEL,
6354 Van Nuys Blvd., No. 161, Van Nuys, CA 9140l. COMPUTEL
spent about $100K over a two year perioJ placing its display ads in
national electronics and computer magazines. The display ads prom-
ised that for $!4, you would receive a year's subscription to their
We did. So did a number of our readers. To
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w Yoltage Requlator LM-100, or LM=-300
o $i0k | B g038(top)- Op-Amp 741CV (National, Signetics, etc. )
S f 8 101112 14 Oscillator 8038CC (Intersil)available from
=i o S, 8k 1L : Polypaks, Babylon & others,
3 =l < .01 2k Battery-Eveready 411 or 417 15 volt.
-3 T Capacitors are in Mfd. except 47 pf.

y . . . .01 mfd. caps are polystyrene or mylar.
S stlated e.?tl;lier, Blue Bolxes Balre u;gd to obtiam free ll;eD phol;'ie call: bg manhxepx;l'll:tmgBI;AF All capacitors are 15 volts or greater.
signaling. e most ar Blue Box circuit we've been able to find is t ew Blue - - Y
Bors The Intersil 80J8CC Function Generator is the basis of this MF generafor. By vary. Licdes=small-signal matched germanium,
ing the external resistor, we change the frequency of the 8038, Distortion is about 1%. OF silicon. o

The diodes route the power supply voltage for diﬂyerent tones. Double-pole switches are Pots=- 25k, 10 or 20 turn trimmers .
available, and they eliminate the need for the diodes. .

es.
ies«i'ent current is a?out 45 moan (ma;inly idusltgogl'use 8(385)4 lso pzwef i; kfept OFF unlt‘iel
the box is used. Tuning is easy. e plugs in in the socket, a ine-tunes t| ’
#1 bank of irequencies.8 The #]1 8038 lps then removed, and the #2 8038 is installed in the NEw BLUE Box
#2 socket. Frequencies of bank #2 are then fine-tuned. After all frequencies are set, one
plugs in both 8038s and is ready to go.
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There are two basic ways of dialing a phone: (1) Rotary dial. (2) | The easiest means of prototype construction is with wirewrap on
& Touch-Tone. Aside from the two electronic methods used to trans-| | perforated board. Mistakes can be easily corrected, modifications
% late your dialing efforts into actual numbers, there is no difference; | can be easily made, and construction can be done compactly. The
B in the effects that they have on the phone system. + | trimpots shown in these schematics should be 10- or 20-turn CER-
‘ ' MET pots. Avoid wirewound pots - they are too temperature sensi-
There are two basic types of telephone offices thru which all calls | tive. Don't try to skimp by using single-turn pots or one trimpot
are switched. The first is the Central Office (CO). The wires from [ to serve all frequencies as.fine tuning and insensitivity to vibration
r telephone go to your Jocal CO. From there, if your call is a- ] are critical. All resistors should be metal-film (not” carbon), be- §
ocal call, it is swit:hed to the destination phone if served by the: ] cause metal-film resistors have better temperature stability.
f same CO, else to another local CO that serves the destination § Capacitors shown in pf should be polystyrone if at all possible. The
mobr;e then to the destination phone. The three-digit call prefix de- | banded end is the negative end. If not polystyrone, use mylar or
H the CO that serves the destination phone. More than one CO' | mica capacitors wherever possible.
§ . .n occupy the same building. The number of COs in your communi-- .
ty is equal to the number of three-digit prefixes your local Bell | Most of these designs require CMOS IC, because CMOS draws far
N serves. . less current than TTL, and CMOS can be operated over a much
i . greater voltage range. CMOS circuits are static-sensitive. One
For LD calls, your call is switched to a Toll Office (TO). The TO | should ground himself to earth ground thru a 1.0 Meg resistor
B connects distant COs to each other. Most COs have 3 Centralized | (NEVER DIRECTLY CONNECT YOURSELF TO GROUND). All in-
# Automatic Message Accounting (CAMA) system. TM'CAM,‘\ equip- | puts to any CMOS device MUST BE CONNECTED - to an input, to
3 ment records your number, the date and time, the destination num- | ground or to +V. Any non-terminated inputs will cause circuit mal-
ber, and the duration of the call (after call completion). This is. | function. All outputs'need not be connected. .
N used for billing purposes. . ‘

: . g 'mag' seem silly to use a voltage regulator with battery power, but
§ The CO relays the LD number to the TO. The TO contains a sender, | CMOS oscillator frequencies, and some other components, are sensi-

§ which sends by whatever route is easiest a series of Multi-Frequen-"| tive to voltage level and tone frequency stability is critical. If
N cy (MF) pulses to another TO in the area that you called according ] one uses fresh alkaline batteries only, he can Egt away without volt-
4 to the area code dialed. These pul$s are picked up by the sender, | age regulation. Else, voltage regulation must be used.

# in the distal TO, which translates the three-digit prefix and con- .

N nects you to the CO dialed. This CO then translates the remaining | We also strongly recommend using sockets for two reasons:

# digits of the phone number and connects you to the line you dialed. 1) They make fine-tuning and repairs much easier.

2 2) Between box applications, one should pop some of the ICs out
1 When the destination phone is answered, a signal is returned all the | of their sockets to prevent unauthorized people from using the box
4 way down the line to your local CO to say that the call was complet- | and-or making hostile accusations based upon circuit design.

3 ed. Then, when either you or your friend ("phriend") hang up, anoth-

R er signal is sent to your local CO to say that your call was complet- T :
j ed. gCAMA then sends all this information to the billing office. . HE M..ENACE OF ESS
¥ Since AT&T broke up, LD calls are billed by your LD Bell billing § Electronic Switching System (ESS) is definitely the future wave in
i office, and local calls by your local Bell billing office. the Bell systems! The “Electronic® really stands for "Computer-

: Contt,rolled.“u lisa mens/ceht%ggt Bmi phone and computer phreak-
X — e ers but to all citizens. Wit , Bell will have total computerized
oo, e e T pis, s e, | Comeol f YOUR phone Tines ot ony will Bl have = Fecord o
: ! : ! q ' . u make, of every local a ree” call. An
f ?:; :1‘1\:; "tip" refers to the green wire, while “ring" refers to the'} yith massive computer memories, tremendous speeds and voice re-
| red wire. N _ ﬁognntlmdgqihnoéogy, th&e futu;e ‘)Iortendsl that Bell may also soon
St L R LA i ave a digitized recording of all actual conversations made b
Consumertrom_cs Co. phone - recallable within segconds to any hooked-up computer termiZ
2011 CRESCENT DR., P. O. DRIVE 537, nal or printer anywhere in the world! .
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As it is, at least four Government agencies,
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wave phone transmissions to pick out conversdtions based upon cer-

nded to a question from your Mom with, "I'll kill time by watch-
ing _President Jones...", the “kill" and the "President" could trigger
a Government computer to lock in on and then record your entire
conversation and create computerized files on you (and your Mom) -
files that would automatically be transmitted to Government intel-
ligence agency computer systems under terrorist headings. And
you wouldn't even know about it! Your file could then get mixed
up with that of a real terrorist, and transmitted to thousands of law
enforcement entities. Before you know it, a Swat team is butcher-
ing you and your kids!! It doesn't take much imagination to figure
out how gravely dangerous this situation is rapidly becoming!!

One of our most popular publications is the VOICE DISGUISER ($7).
It's clear that many Americans are waking up to this menace!

[ Soviets and per-.
haps a few other countries, can scan most of the country's micro-

tain words and phrases spoken during them. For example, if you res-!

PHONE LINES ARE NOT PRIVATE - USE YOUR HOME PHONE TO
THE BARE MINIMUM - NEVER FULLY IDENTIFY YOURSELF

ary menace. This menace is real and today! And don't phone us -!
always write. ;

Since ESS can record every key that you press, it will also record;
every foreign tone that you "play" over the phone. If you decide to|
:ntertain your Aunt Mildred from Marfa, TX, with your rendition of
Mozart, send her a cassette tape by mail! '

ESS also permits immediate call tracing. For example, if you were’
to place an anonymous tip to your local police, all they have to do
is tap a button on their console, and presto!, within three seconds,,
they have your name, address and phone number on a CRT or rﬂn-
ter! Long gone are the days when some hapless servant of Bell had.
to rush up and down mainframes to record activated steppers!’
Long gone are the days that your private call was hidden among
the tons of wires hidin§ other people's calls! LonF gone are the:
days that a pennyless, iree-spirited hippy could call home to Mom
from the corner payphone.

ESS will make placing phone calls much faster, will cut down enor-
mously on fraudulent calls, will permit direct dialing overseas, and
will provide a myriad of other nice phone conveniences. But ESS
can ge too easily corrupted and abused by those in power, and like;
creating super humans from recombinant DNA experiments, this
technokgy is just too risky to our ﬁiva and freedom. NOT ALL!
TECHNOLOGY IS GOOD, AND THERE IS NO MAJOR TECHNOL-
OGY EVER INVENTED THAT WAS EITHER FREE FROM CORRUPA
TION OR FREE FROM DEFEATS!

PHONE COLOR BOXES

Blue, Black, and CF

RED BOX

The Red Box is an electronic device that mimics the pulsed beeps
produced in payphones ("fortress phones") when one drops coins in-
to it to make a phone call. The objective is to make free payphone
calls. The Red Box may be an electronic oscillator that produces:
the right tones, or a high-grade taperecorder in which previously re-:
cordeg tones are played back. For recording, the taperecorder is|

The four major phone color boxes are the Red,
x:

acoustically coupled. N
phreaker answers, the phriend deposits coins into the phone while!
‘he ohreaker records the beeos. The nhriend can't hear the beeps
because the earpiece is muted during coin deposits. Later, t
hreaker plays back these sounds to simulate his own coin deposits.
Rlote, that Red Boxes only work on single-coin-slot payphones - not.
on the old ones that have three round coin slots at the top.

on the payphone mechanism as most people believe, but by a smalli
relay which reverses the direction of the wheel that the levers,
cock. In other words, when a coin is dropped by the operator, it'
pushes a plastic vane lever which cocks a wheel. The coin then:
drops into the drop chute, and the signal goes thru a 70 msec delay
to allow the coin to clear the mechanism. Then, a unijunction tran-
sistor (UJT) circuit pulls in a relay solenoid, which unwinds the|
wheel until it returns to its start position. The number of times’
the relay ticks, while pulling the wheel, is the number of beeps. If
the wheel went five notches forward, a switch drops, programming
the unit to do 35 msec beeps (quarter). However, regardless of the
coin used, the first beep will be delayed 70 msec to permit the coin
to clear the mechanism. .

See the figures for the precise waveforms. These beeps are critical.
If not precisely produced, fraud will most likely be suspected! If a
taperecorder is used, it must be a high quality one that runs 7.5 IPS
or faster.

OVER THE PHONE - NEVER SAY ANYTHING CONTROVERSIAL,.
SUBJECT TO MISUNDERSTANDING OR IN JEST - NEVER USE:
WORDS LIKE "KILL," "ROB," “DRUGS," ETC. - USE A VOICE DIS-
GUISER IF AT ALL POSSIBLE!! Paranoia is fear over an imagin-;

connected directly to the phone line to record the coin sounds - not !
A phriend calls from a payphone. When the:

The tones' intervals are not generated by the coins pushing levers:.

- -,
I§ ms | 0ms[35]|35 )35 |ssfss fas|ss]ss] .}
Qo .
i okl |
=} 70 msec] 80 msec|| 80 msec, | 80 msec' :
a ' . ; ‘
§ 70 msec 4 : PAYPHONE . ¢
3 2 Teec| 30 msea ' TONES}

PHONE COLOR

\Vheuou drop in more than one coin, the beep-combinations are ap-
pended to each other, as far as waveforins go, but the total number
of beeps indicate to the operator the total number of nickel-units
deposited. For example, if you deposit a quarter, two dimes and a
nickel, the quarter waveform will be produced first, then the wave-
forms for two dimes (four, 80 msec beeps), then one nickel (one, 85
second beeg. The operatoc@will count 10 beeps, indicating a total
c . B

deposit of ents .
COUNTERMEASURES

Bell has implemented these countermeasures: .

(1) ANALYSIS OF COIN DEPOSIT WAVEFORMS: Most amateur®
phreakers build oscillators that produce pulses of constant width,

and frequency may not be frecise enough. Thus, the poor attemp:

to simulate the guarter will immediately reveal that the pay?hone

is being boxed! However, if the beeps are almost perfectly replicat-

ed, this contermeasure is avoided.

(2) COIN SENSE RELAY: Bell operators can inspect the coir
sense relay's pull-in current. This relay is activated by the plastit
vane which senses the presence of monezé The coin sense relav
cannot be made to activate anywhere in the system, except by the
actual contact of money with this vane. However, Bell can't use
the relay to verify money deposited until the operator drops the
money into the phone's cache. Since all of the money is droppe:
the same time, all one needs to do to beat this countermeasure i<
to actually deposit one coin (or slu&) because even a nickel deposi
activates the relay the same as $10 in coins! Further, since the de
posit for the first three minutes is automatically dropped and doe:
not go thru the vane-relay mechanism, no seed coin need be deposit
ed to use the first three minutes.

When one makes a LD call from a R:y hone, the operator come:
on to tell him what to deposit for t D call. She then returr:.
the initial quarter. This resets the coin relay in the open positior
and removes the relay from the circuit. After one has made hi
Red Box beeps, the operator need only to check relay continuity 1.
verify if money was actually deposited. If the relay circuit is stii-
open, she will suspect boxing.

(3) DIGITAL OUTPUT: We have been told that Bell is upgrading it
payphones to provide a silent digital data output to tell its comput
ers precisely how much money was deposited. This is in addition t
the coin beeps. When phones are boxed, only the beeps resuit. The
absence of the digital output will alert Bell to boxing attempts.

(¥) ACCOUNTING PROCEDURES: Each call that is made from =
gayphone requires the deposit of a certain amount of money

hese recorded deposits are accounted for at the billing office on :
monthly basis, and a computer printout results. The computec
amount then is compared to the actual amount collected from ti-.
payphone. When a payphone starts Poing short, Bell immediate:
checks to see if it is because of an electromechanical failure in th:
phone, operator error, data processing problem, external theft c:
internal theft. If Bell concludes that the shortage is due to exter-
nal theft, or finds slugs or tampering evidence, it then more closz-
13' scrutinizes activity at that phone to determine a fraud pattern

hreakers, like everyone else, tend to develop habits, certain loce
tions may be favorite hang-outs for "phreaker types," and certai:
payphonés get the reputation of being easier to rip-off (the we-
gets arouncf). Bell security and the police will then stake out :-
phone. The clever phreaker always avoids predictable behavior, re
petition and “popular® phones. .o

(5) INCORRECT TONES: Some payphones use a dual tone (17"
Hz and 2200 Hz), but most still use only (2200 Hz). The presence

a dual-tone where not appropriate will trigger suspicions. Sir.
most payphones still use 2200 Hz only, if one doesn't know, it's sa.
er to ﬁ? with the single tone. One can tell if a payphone is dual :
single by having a phriend call him from it. Have him deposit coir:
(or slugs). The phreaker will hear the tones and be able to tell.

Continued On P. 7}
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;S; PROGR AMM ABLE BLUE BOX‘ CONSTRUCTION:  All ICs, except the SR, use only +9 VDC. The N

SR l.;zdusesv ‘-!3 VDC9 VBSéh ﬂ'}?\e s;s and Vee of thge:logills sll:oullg lt:e
@ This box has excellent stability with voltage and temperature.” It, | 8r . Is +7 YDC. nput to one unu should be
® uses 9 common ICs-and two 9-vglt alkaline bgtteries. Qtﬁeescent cur-, 3{"““‘“’.‘" The lli'EP ,'; r&eeded although it d:gs usehpower -ata
B rent is about 25 ma, use current is about 30 ma. This Blue Box is! || Blance it can tell if the data has been accepted or when memory is
a ﬁpabée é:é Eocligcing a&ls DlJFd eci’ot:les. bOthgs codes, such‘agh CCD%! Clear.

[ an , can inclu just by adding input switches an

] i i i i _- ] CALIBRATION AND USE: There are a few methods that can be
) fgg;&:"pirtncag::lodes, and wire up the respective outputs of the ana R m?,i alibratlel ttr\\ies bol’-" A DIP sw;t%!b ‘é" tl’f a :ded o ;L\e_outp#t :
@ When a key is pressed, the diode matrix in Fig. | produces a bin- § %’ to pull these lines up to + this Is used, set the &
5 ary code on l!inespA-D, c’orresponding to the key g|:sresged. Note that | SWitch to the code for the desired key (ex. "0101" for Key 3. ThenQ
® ‘he code "0000" is not used here, it Is reserved for 2600 Hz. When- [ Press the SEIZE Key to enable the oscillators. One can also wire. ¢
B:ever a key is pressed, the S Line also goes high, indicating a valid || Up @ 1€-pin plug that can be used to replace the SR. Connect the

i

: % ~ input pins to their respective outputs and substitute this plu for,®
» % (;-'ni;:‘geslﬁnlg; A-D and S go into the 2519 - a hex 40-bit Shift' § the S, When 2 key is pressed on the keyboard and the SE ZEBKWH
3 Register (SR). Only five of the six SRs are used. The input of the | 1S held, thegesg ed tfqne Is lheard. b ing the CLEA .
2 6th. should be grounded. The S Line also goes to a debouncing cir- E.nTo “sﬁet desired "'Stbg Oy ot e el e K R K.l?géfa
2 cuit and schmitt trigger composed of the two inverters and associat-’ ter the desired numbers by pressing t D Pl e
2 ed parts. The NAND gate takes either the signal from the schmitt’ LED should light each time a key is pressed to signify acceptance oi|.,
@ rigger or the syst lock and tes the clock signal for the ] that entry. Next, call an 800 number and press the SEIZE Key forle
@ JOBBCT O the system, Clock and generates the C 8 . | about one second. When "Ker-chunk" is heard, one counts three!®
@ SR. This is a neg.-going pulse of about 20 usec. Each time a key is; ds. th ces SEND. Out comes the merry tune! '@
% pressed, the data at the input to the SR is shifted in. An LED lights' § S€cencs, then pres - Out comes the merry : '\
9 Whenever a key is pressed to indicate this. , The DEL Key is used when it is necessary to separate sequences g
8 " When all numbe v d. and ishes to send t the| |} of numbers, such as for overseas calls (ex. to call "044 1 246 8000",im
s Ky 1 I N i e FlinFlos (FF) formees ter "KP 011 044 ST* then press the DEL Key and re-enter "KP.®
% SEND Key is pressed. SEND triggers 2 Flip-Flop (FF) formed by! | Shter pr y er

044 1 246 8000 ST"). When the SEND Key is then pressed, the ﬁrst’,
sequence will be sent out, then the box will halt. Press the SEND m
Key again, and the normal sequence will be sent out.

PROGRAMMABLE BLLTJETab'i'

g two NOR gates, and it does four things. -It inhibits the, input cir-,
g Cuitry from the keyboard so no more numbers can be‘*ghtered; it
@/™ngs the recirculate line of the SR high so the data ¢sinot fost:
@ e it is sent, it enables the output circuitry by way’e& the EO!
@ line, and it enables the system clock to shift out the data. R
o When data is shifted out of the SR, it appears on output Lines’
. * 3

@ A-D. In Fig. 3, these go into two groups of analog switches. Each;
g group contains 16 switches. A binary code at the input of these
switches connects the corresponding output to the Z input of the.

@ 4051s (ex: if the code "0011" is present at the input, output Line 3:
& Is connected to Z). This places the correct resistor for the desired,
3 tone in the circuit. Line O is used for generating the 2600 Hz tone.;
@ Each shift of the SR thus places data at the input of the analog
g.sw.xtches and selects the proper resistors for the two oscillator cir-

‘cuits. The outputs of the oscillators are summed thru the two 3.3
B Kohm resistors and sent to the phone earpiece. The tones are gat-
ed ON and OFF by the NOT-EO Line. When all. the tones are sent,
the S Line goes from high to low and resets the send and clear FFs.

A few additional operational details:

The CLEAR Ke trig.g:rs its own FF (formed by the other two
NOR gates), and s the same things as the SEND Key with two
exceptions: The recirculate line of the SR is held low, thus clear-
.ing memory and the two oscillators are not enabled so no tones are’
oroduced. |

The DEL Key is used to delimit between sequences of numbers..
When pressed, it clocks the SR without pl.acmﬁ‘:ny data on its input.
lines. This fools the circuitry into believing that all. the lines have

sent. .

The 2600 Hz tone is generated by pressing the SEIZE Key. This
.@ is the only key that does not use the common bus. When pressed,-it
W gnables the oscillators. And since the only data at the input to thel
a log switches is "0000" when MF tones are not being sent, the
@ op oscillator generates 2600.
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D . AUTOMATIC BLUE BOX,
The Automatic Blue Box is similar to the Programmable Blue Box,
except that more than one phene humber can be stored in it. In.
this version, five 10-digit numbers can be stored. Each number is

* produced automatically from the touch of a single key. Quiescent:
current is 40 ma, and it uses a single 9-Voit alkaline battery.

NUMBER ENTRY: Assume that the box has been cleared and a "1*
(high) is in all 64 bits of each register. The switch enabling the key-
board is closed. Now press KP; lines for the 1100 Hz and 1700 Hz
go low. A “0" (low) is placed on Pin 15 (Data In) of IC-9 and 12, but
the data is not entered yet. At the same time, Pin 4 of IC-5A and’
Pin 13 of 1C-40 go low which drives Pin 11 of IC-14C low. This, in
turn, makes Pin 10 of all the SRs low thru IC-4A and IC-16B. This
uts the SRs in data entry mode. Meanwhile, charﬁs is leaking off
3 thru R14 and, after about 9 msec, QD goes high and NOT-KD"
goes low. This delay is to allow for contact bounce in the keyboard
switches. QD high drives Pin 2 (Clock Input) of all of the SRs high.'
The data present at Pin 15 of all of the SRs is now entered.
NOT-KD' ‘went low after 9 msec which, thru IC-6A, ICs-17A-F,
and ICs-21E-F turns ON the output amplifier (LM336), gli_vin an’
audible click and lights the pulsing %ate indicator LED. The LED
sta*s lit 3s long as any ke( is depressed. '
he schmitt triggers (ICs-18E-F) may be 4047s or 74Clés. The:
4031 SR, unlike other CMOS ICs, has a large clock input capaci-,
tance (Pin 2), so it works better when driven by more than one inver~
g buffer output.

RUN MODE: Assume that two 10-digit numbers each with a prefix
of KP and a suffix of S have been entered into the SRs. 1 will first

50 msec, this turns the cl

set the RUN latch and turn OFF t

KRB TR T SN GO, Ty, ]

IO AT TIN T TR T S

ON (IC-23, Pin &), and driveés Pin 1 of
IC-6A high which turns ON the output amplifier and the P-gate indi-
cator. @y

A total of 24 digits have been entered into the SRs, Since these:
are 64-bit SRs, the data is 40 bits awa* from appearing at the out-
put. The two NAND gates (IC-5B and IC-4D) see all "I"s at'the Q;
output (Pin 6) of the SRs. This thru IC-15D. IC-15B then selects
:hbee gi -speed clock, so, at a rate of 1280 Hz, data is stepped thru.

S. .

After 40 clock cycles, two things happen, either of which will re-
%eh?:fock. The "End of Register”
{EOR) counter (IC-19) has reached a count of 64 (it also counts
when numbers are entered), placing a hiih level on Pin 6 of IC-14B.
Also, the K1+K2 detector corrl?osed of the 3 NAND gates (ICs-
2C-D and IC-3A) has detected KP1 at NOT-Q output (Pin 7) of the
1100 Hz and 1700 Hz SRs. This places a high level at the other in-
ut (Pin 5) and the NOR gate IC-14B. The negative-going pulse at
in 6 of the reset generator (IC-22) triggers a 2 msec ougmt ulse
at Pin 10. This resets the RUN latch, the EOR counter (IC-19), the
divide-by-128 counter (IC-2C), and turns OFF the clock. All this
happens in 81.25 msec, 50 msec delay before the clock turned ON.

plus 31.25 msec to shift 40 hjts thru at 1280 Hz.

Now, to play the numbers back. The next press of the RUN Key
gets the first number. KP of the first number is at the output of
the 1100 Hz and 1700 Hz SRs. The output of the K1+K2 detector is
high, making trigger input (Pin 6) of the reset generator low but
this doesn't do anything. The reset generator is negative-edge-
triggered. Let's press RUN again. Again, we get the 50 msec de-
lay before the clock turns ON. The "No Data Detect" gates see
data present at the SRs so the DS selects the low-s; ock. Pin
13 of the NOR gate (IC-15C) goes low and Pin 12 of the same IC-is
also low because i takes 63 clock cycles before Pin 3 of 1C-20 will"

< o .

describe the 1-of-2 Data Selector (DS) composed of NAND gates,
1Cs-3B-D, and invertir;ﬁebuﬁer, 1IC-16C. 'Two clock rates are used:

Ep high. IC-15C then drives one input of all the output NAND gates
1280 Hz supplied bJ oscillator 1C-23; and 10 Hz at the output ieh

-1A-D and ICs-2A-B). Pin 7 of the SRs IC-9 and IC-12 are

: s L also high so the output of NAND gates 1C-1C (1100 Hz) and 1C-2B
(Pin 3) of the divide-by-128 counter (IC-20). The 1280 Hz clock (1700 1-?2) ® low which turns ON the 1100 Hiz and 1700 Hz tone gen-
goes to one input of the DS (Pin 9, IC-3D), while the 10 Hz clock erators. amplifiers and the "P" gate Indicator are also

goes to the other i?ut (Pin 12, IC-3C). The control si*nal appears
at Pin 4 of the NOR gate, IC-15B. When the control voltage is low,
the output of the DS (Pin 4, IC-3B) follows the high-speed clock.

. V;hea this pin is high, the output of the DS follows the low-speed
clock. . Mt o-

e output
ON so we have 18‘6 msec of KP as per specs. KP is 100 msec be-
cause of the 50 msec delay before the clock starts running (the
reason for the 50 msec delay). Therefore, R2 and C2 should be chos-
en to give a 50 msec delay. - o o .

- .
. Now, press the RUN Key. IC-4B's Pin & immediately goes high uT ' -
and sta’ys high for 50 msec, and the output of the NOR latch com- A OMATlC BLUE ng LOGIC BOAR!
pose of ICs-13C-D goes high which sends Pin 3 (IC-14A) low. After B A - .
{ —— A —— rerve :
;'5‘.3 ... TONE GENERATOR
3 1C5A
e erore o] L -
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5-1212, waiting for the LD
sounds to come on, then whistling. :

3260 B The 2600 Perfector can also be used in conjunction with the pink noise countermeasure des-

cribed earlier. A 3000+ Hz oscillator is similarly built as the Perfector, but tuned to a
3000+ Hz frequency. The output of the Perfector is connected to one end of a 500 ohm
trimpot; the output of the 3000+ Hz oscillator is connected to the other end. The pot's
_center tap is connected to_the phone's mouth piece (which is about 400 ohms). The pot's
starting position is at the 3000+ Hz position, and then gradually adjusted until the optimum
2600 Hz and 3000+ Hz mixture occurs.

{ réATE
% — e
- -y ¢ LEAR

L-\kl —ep RON

7 Pn 3 o !C-2 gs hih 0 fter Ns d. is turns o enera-!
7 tors and clocks the SRs to the next number. After 50 msec of silence, Pin 3 of 1C-20 goes'
S —— low for 50 msec, and we get 50 msec of tones for what.ever digit is after KP and so on for
. N each digit until KP of the next number is reached. Then the K1+K2 detector output,
Y Y10 which went Jow after KP of the {irst number was shifted past, again goes h:f , triggering
—_ | N the reset generator which stops the clock and resets everything. A second press of the
— ¥ —{ RUN key plays the second number in the same way. After the second number is played,
— ol 3100 there are 40 bits of no-data so the “No Data Detect" selects the high-speed clock, which
. : o rapidly (31.25 msec) recirculates KP of the first number to the output of the SRs and
| g everything stops. The box is now ready to replay the first number.
ap) e | f——n00 CLEAR MODE: When the CLEAR key is pressed, Pin 1 of IC-13A goes high. This is one in-
Ll 7 ut of the NOR latch composed of ICs-13A-B. This drives Pin 3 of IC-13A low which, thru
%) Wy A rC-QA and ]1C-16B drives Pin 10 low for all of the SRs. This changes the SRs from the recir-
ga>< ;o o ;:ulg:e(Pmo%e ltg ltlsmg)data ﬁnt;y "‘;'hm.t hﬁ\t lg‘el ssg,me time, h‘eh% gther ?ut?ﬁ\ oih _tt;‘e NOe%
: - at in - oes high. is u I1C- causes t to select the high-s
0 =3 ~{—L, ‘ 1500 clock. The 'slizs6 :rle ngow clo«széceclil astRl' 28% Hz w;‘t: ':'hoe%rqlnputs (gin Ig)SaR“ high. l‘}' il.'» oa%s
i ’ N Yo a "I" into a ocations of a s. Since t -Q is used, ti s are all cleared.
3'm ™ el | After 64 counts, the EOR counter goes high (Pin 3, IC-19), and resets the CLEAR NOR
%= m Jatch. The box is now ready to accept new numbers.
8.
- @ This device allows one to practice whistling at 2600 Hz - the highest "E" on a piano. When
; ooxod ;l;roperly fine-tuned, a chirp results at the end of whistle. Adjust oscillator ifrequency to
m 500 Hz or less with Cl bygassed. Adjust center {frequency to 2600 Hz. Increasing C2 to
g 20 uf restricts bandwidth (BW) from 6% to 2%. Bell BW is tggicall 4%. LD Information
6 3 can be practiced with by dialing any existing area code plus
27
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2600 WHISTLE PERFECTOR (WHiTE BOX5

‘Transistor- Hep 54, 2N2222, or SKX20 or equivalent ' Capecitors- 15 volt or greater
Tone Docodor- NEG6T by Signatics, hm:ﬂmcsw. Foatztors- 10%, 1/2 walt

P Y A

BLUE BOX
The Blue Box is an electronic device that simulates the tones gener-
ated during LD phone calls. Bell still uses in-band signaling in
Amany places to determine when trunk lines are free. When one
Ndials a LD phone number (whether rotary or Touch-Tone), the CO
3 interprets the signals dialed to determine the destination. It then
B searches the relevant trunk lines for one that is not busy. A trunk
gline that is not busy puts out a steady 2600 Hz tone. When the CO
#finds such a trunk, it latches onto it and terminates the 2600 Hz
g non-busy signal; it then sends the called number or a special rout-
Hing code to the destination TO. If the CO can't find a trurk, it sig-
R nals the caller with a 120 Hz busy signal. »

d The tones it uses to send this information are the Liulti-Frequency
4 (MF) tones. An MF tone consists of two tones from a set of six mas-
;-\;gnes which are combined to produce any of 12 distinct tones.

dime rates while R2 controls the quarter rate. These rates can be
adjusted with no effect on the numbers of pulses produced, which
remain constant. :

ionally, one can hear these trunk tones, but they are usually
g fiitered out. These tones are NOT the same as Touch-Tones. See
the Table below for the specific trunk tones.

Continued Next Page|

This circuit does not produce the precise quarter pulse train as
shown earlier. ~To produce. this unique Bulse train, another
XR-2240 is required to produce the initial 70 msec delay and 70

ULTIMATE RED BOX RR-2740 0 produce four 35 msec ON, 35 mset OFF pulses.

This circuit uses' an XR-2240 programmable counter-timer. This§"™ —— —

Red Box is different than the older versions, which produced ai . efer.

“time window" in which the user would adjust to allow the required} . * . Momeniary

f number of pulses to fit in. The Ultimate Red Box version actually Pusthuitons
counts to I (nickel), 2 (dime) or 5 (quarter) as required and will-not}| .owma 8

Yermit truncated pulses to occur, a%c_i incorporates the dual tonesl| - i i

B 1700 Hz and 2200 Hz. (Most phone¥ in the country will still res- 13
pond to 2200 Hz). - —

To fine-tune the two oscillators, disconnect one at a time by re- ' ‘Eio:E\llﬂ'

< 16
§ moving one end of its 15K collector resistor, and then tune the oth- “13=7 %1 18
3 er osciilator (Q2) for its proper frequency (1700 Hz) with a frequen- wxd s "
cy counter. Do the same with the other oscillator (Q2) to derive 2 ¢ 1
§ the 2200 Hz. Of course, it's not easy to determine the pitch of an 5 o 12
B oscillator that gates ON and OFF without using a storage scope, so 3?‘- S8 u
A tune by connecting the appropriate 15K resistor to +V instead for a T g
g steady tone. : sexo e 0
This circuit works well on +9 to +18 VDC. Tone frequencies are de-

d termined by the resistances to Pin 13. R1 controls the nickel and ' ' ANA

N I S GE S EEER DEMD SIS SANS SNt ANE ]

§ Resistors - 1/4 watt, 10% ] - Grocmd (Nogative ead of © wolt bettary)
Op-Amp - 741CV (National, Signetics, etc.) I or equivalent,
Capacitors are in mfd. Values above . 5 mfd Pots- 50K, small 10 or 20 turn trimpots.

LMY NPN Transistor
are electrolytic, 15 volts or more. Observe Timer- XR-2240 made by Exar.

| | v oo
Ve
proper polarity in these units. | Pushbuttons - Small, momentary, s.p.s.t. | "'6%, + or & @; e~l¢
Diodes - Small-signal silicon, 1N814, 1N4001, l Good units made by Alco, Grayhill and C&K. | ¥ View Bottom View




8 BLACK BOX

.The basic Black Box is shown in (A). When the switch is opened, cur-
rent and sound can only pass thru the resistor and capacitor. The
purpose of the resistor is to provide enough current so that the
.phone mouthPiece can be powered enough to be heard but not
.enough to tell Bell that the phone is in use. The purpose of the
\capacitor is to block DC while permitting the AC voice wave to be
transmitted. Although a 0.5 uf capacitor is usually adequate, if
one has a bass voice, 1.0 uf works better to allow less attenuation
of the lower frequencies. A non-polarized capacitor should be used,
rated at least 150 volts. When the switch is closed, the phone acts
normally. To perform the riel:‘g-stop function, the switch is closed
and the phone 1s quickly picked up and hung up. Then the switch is
opened and the conversation can take place without having it inter-
rupted by rings.

The circuit in (B) is from ABBIE HOFFMAN's STEAL THIS BOOK,
no longer available anywhere. Except for the use of the 100 uf
capacitor ‘and the 10 ohm resistor, (B) is identical to (A). The pur-
pose of such a large capacitor is to act as the "ring-stopper” when
one picks up the phone for the first time. This saves the step of
picking up the phone fast and quickly hanging up. The 10 ohm resis-
tor is used to safely discharge the capacitor when the switch is
switched back to "Free." (B) has three disadvantages over (A):

(1) A non-polarized 200 Volt, 100 uf capacitor is much larger
than a 200 Volt, 0.5 uf capacitor. .

. (2) A 100 uf capacitor is easier to detect by Bell than a 0.5 uf
apacitor.

p?3) One could make the bad mistake of lifting up the phone in
the “Free" position to receive an operator-placed LD call. :
forces one to do a quick pick-up-and-drop to stop the ringing, and is
rno;: conducive to developing the habit of determining which calls
- to box.

)

SONONONOR®"

.(C) is identical to (A) except that two 52 Volt zeners, wired back-
to-back, are also placed in parallel. The phone is picked up after
the switch is opened ("Free"), and the ringing voltage avalanches
one of the zeners. The surge makes the line voltage sharply drop,
which stops the avalanche and the ringing. The two zeners are
much smaller than the 100 uf capacitor, the resultant surge is

much sharper, and they are more difficult to detect.

(D) uses a PushButton (PB) ring-stopper and a battery to power the
mouthpiece. The PB switch provides manual control over the surge
required to stop ringing. e starts with a sharp tap, If that
doesn't stop the ringing, increasingly longer taps are applied. The ®
purpose of the battery 1s to provide more power to the mouthpiece 8
to increase conversation volume. Note that the 6 Volt battery is in
series with a 240 ohm resistor. This provides 25 ma of voice cur- ¢
rent. A 9 Volt battery (360 ohm resistor) or a 12 Volt battery (480 ®
ohm) can also be used. Do not use a DC power supply driven by an.=
AC voltage as severe hum can result.

. M

& (E) is a Black Box using a 56 Volt zener and a diode in series as the @
ring-stopper. In the "Normal" position, the ring-stopper and the RC g

4 ic are out of the circuit. When the switch is thrown in the "Free"|g

position, the Tip and Ring will momentarily be shorted together to, ®

e stop the ringing. This circuit requires observisg line polarité'. In =
®m phones correctly hooked up, the Ring is red and positive. heckl.
: anyway. ::
2 (F) is a variation of (E) to produce greater volume. A 1.0 Kohm pot. .
® is used to vary voice volume. The 10 Kohm current-passing resistor @
S is not required. ~ S - .
] : . ‘"
® (G) is (E) but with an answering service connected. Please note that:

®
B only answering devices equipped with A and Al terminals can be B
m connected this way. Only the better machines have these terminals,
@ marked. If not clearly marked, check out the schematic to deter-*
= mine if and where they are at. b

wei

% (H) is another Black Box, this one with a built-in LED Snoop Lite.
[
: (1) is a Black Box that is the same as (F) except a full-wave bridge:
‘@ rectifier is used. The purpose of the bridge rectifier is to permit
= the device to work regardless of Tip and Ring polarities. ;

o

9 (3) is a another working Black Box. Little is known about this one.

g
{

=(K) is a table that describes the Ring-Tip voltages for variou
= phone conditions.

! NOTE: Bell phone circuits normally operate from 48 VDC batteries;
mand use a lOg VAC, 20 Hz ringing current. On-hook voltage should-g
® be 48 VDC. Ring voltage should be the 105 VAC superimposed on|®
9 the 48 VDC. Off-hook voltage should be 6 VDC. H

u : o . . =
® Because there are substantial variations nationally in these voltages,'.
: one experiments with the optimum Black Box configuration. Usual-'®@
m 1y, the further one is from the CO, the less these voltages are. Byi.
@ measuring for the 48 VDC, one can estimate line resistance. If the.g
IIOIOI.i.l.l.l.l'l.IOIOIOIOIQIOIOI’l.l.l..gl,-

-
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voltage is nearly 48 VDC, the 10 Kohm resistor should start at 12- g
15 Kohms. If the line voltage is low, 8-9 Kohms is used. P
3
To check out the Black Box, one lifts the receiver to his ear. A nor-i,}
mal dial tone should be heard for the "Normal" switch setting.i <
S\vnchmF to "Free" should result in a 1-2 second dial tone followex!
by the line clearing with the usual soft white noise. If it takes
more than 2.5 seconds to clear, it means that the Box resistor is
probably 1-2 Kohms too small because Bell's relays are behavin
marginally. If the phone doesn't clear at all, the resistor is proba- -
bly at least 2 Kohms too low. g

3
s

To static-check a manua! ring-stopper, one picks up the receiver as
before and clears the line by switching to "Free.” He then hits the
ring-sto PB switch. Dial tone should result, and the line should
clear again. If not, the circuit Is wired wrong. -
For a dynamic test, a phriend calls the phreaker from a LOCAL
payphone. When the phone rings, he switches the Box to "Free"
and taps the manual ring-stopper PB (if the Box has a manuai).
The phone should stop ringing. He then picks up the phone and
answers it and talks to his pfitiend for a few minutes. He then gets
the phriend to hang up first. When the phriend hangs up, the
phreaker should hear the return of the phriend's coin and no new
dial tone. 1f the phriend's coin is not returned and a new dial tone
comes on, the Box didn't work. If it didn't work, it could mean bad
wxrméebut it usually means that the ring-stopper surge is too long er
that Bell has installed some super-sensitive equipment on his line.

[Py

Also note that Black Boxes (as well as Blue Boxes) will not work -
where ESS has been installed because ESS does not permit a direct’
connection between the origin and destination phone except during ;.
the period that the Rhones are answered and billing is in progress. '

In the ring you hear is one that is computer-generated by your &
local CO. S . by
When youg Se statt. to ring, 105 VAC (20 Hz) is superimposed
across g ~

B~ «DC Tip dnd Ring lines. In the zener ring-stopper,
when -the cu.ibined: voltages exceeds 56 volts, the zener conducts *
more and more until enough current flows to signal the CO to dis- .
connect the ringing (within & few milliseconds of the first ring -
pulse). In some cases, the zener voltage may be too low so that®
when it does avalanche, it will stop the rinEing but it won't conduct

enough current to signal the CO. This problem is corrected by us-

ing a higher voltage zener, perhaps at 70 volts.

OHONOUOHOEONORONORCEGIONOROET

To notify the destination equipment that it is about to receive rout-
ing information, the originating end first sends a Key Pulse (KF
tone. The digits are then sent. At the end of sending the digits
the origination CO sends a STart (ST) tone. Thus, to call 914-359-
1517, the CO equipment sends, (KP}+9143591517+(ST) in MF tones.
When the customer hangs t(lg, the CO again sends a 2:07. Hz tone t
signify a disconnect at the destination end.

NOTE: Each dual-tone lasts exactly one second with exactly on-
second pause between each dual-tone. And both tones in each duz’
tone must start and stop simuitaneously. MF tones start three s-
conds after "offing" the line. In modern systems, pulse shape .
trapezoidal - not square or sinusoidal.

To use a Blue Box, one usually starts with a call to a Black Boxer

phone, service call number, recorded message number, toli-fre..

number, or distant directory assistance (NPA-555-1212, NPA -.
Area Code). 800 numbers are preferred since Bell started supervis-

ing LD directory assistance calls, and Bell flags directory assis-
tance calls over three minutes, longs "Supervising” simfly means:
that, when the call is answered, the TO notifies the local office toj
begin billing. If one "offs" a line that has "returned supervision 1o
him," he will be timed out by his local CO, and he will lose the: cir-;
cuit within 15-30 seconds. .

Just when the call is answered, one pushes the 2600 button on his
Blue Box. This makes the destination CO equipment behave as ii
the call had been hung up, thus leaving the trunk to the destinaticn,
hanging open. Injecting 2600 Hz for this gurpose is also known as,;
"offing." The phreaker then has about 10 seconds to enter in thef
number he wants to dial (in MF tones: (KP)+Number+(ST)). The cog.
equipment acts as if this call was a normal one from another CO?}
and processes it. Since there are no USUAL billing records of,,
these MF tones (except on toll fraud detection devices!), the user is§
not billed for the call. When the user hanﬁs up, the CO equipmenti.
simply records that he hung up on a free call.

COUNTERMEASURES }

Bell first discovered that Blue Boxes were being used in 1961,
implemented countermeasures in 1964. These countermeasuresy
have steadily increased in sophistication and areas covered sincey

then.
Continued

Next Page.
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primary thing checked for is the presence of a pure 2600 Hz tone | ation of call, and perhaps the phone conversation itself! In some
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The Cheese Box is simply a conference line, or loop around. They

are very popular with bookies for bet-placing by phone. Their

clients call one number, the bookie calls another, and they are con-

nected together at a third remote location (the Cheese Box). The
lice  won't find the bookie or client at either number. Cheese
xes not only effectively eliminate call tracing but ther‘ are easy

to build, and they still work! Care is taken so that p

don't exceed three minutes.

Bell-installed loops are limited because they often disconnect after
' certain time, the numbers must be called in a certain order, and
chey are often monitored and sometimes even charged. The
Cheese Box can be extended to many lines, thereby creating confer-
encing, will permit either line to be called first, and it will stay on
indefinitely. And the Cheese Box is FREE!

Phone voltage is normally about 45 VDC. When the phone rings, an
additional ring voltage of about 90 VAC (20 Hz) is received by the
called party. In (A), the zener diodes conduct if the voltage rises
greater than 56 volts. As discussed under Black Boxes, the zeners
act as a ring-stopper. So one can call and his call will be automati-
cally "answered.” He then holds on (without being billed or timed)
until someone else calls in to the second phone connected to the
Cheese Box. The second phone is then similarly answered, and the
two phreakers are now connected together and can talk to each oth-
er. If the calls are from payphones, upon their completions, the
coins wéll be returned because Bell won't detect that a connection
was made.

The ca%acitors prevent the DC voltages on the lines from interfer-
ing with each other. Two are used since a DC connection to either
side of the phone can affect each other. The zeners must be proper-
ly installed. If not, no dial tone will result.

(B) is a three-phone Cheese Box. (C) is a four-phone Cheese Box. .’

Phreakers normally like to include Cheese Box options with their
Black Boxes. ’

Although the Cheese Box is not a Call Forwarding device, it can be
used in that manner. For example, a Cheese Box could be set up us-
ing pheones registered under ficticious names. The phreaker could
call a second party, stating, “As soon as 1 hang up, call XXX~-XXXX."
The phreaker hangs up and dials YYY-YYYY, hooked to XXX-
XXXX with a Cheese Box. The second party hangs up and calls
XXX-XXXX. There might be several reasons for doing this. One
reason would be to prevent the second party from tracing the
ghreaker's origin phone number, which would be impossible in the
ew seconds it would take him to instruct the 'second party. Anoth-
er reason might be that others will engage in the conversation at
the Cheese Box location in a three-way conference. The disadvan-
tagie of the Cheese Box in a Call Forwarding application over a
Call Forwarding device is that the Cheese Box may require a prior
instructional phone call.

CLEAR BOX

As explained earlier, the Clear Box is a box used to defeat the type
of payphone used in Canada and rural areas. In this type of pay-
phone the call is connected thru first, and you can hear the called
party. However, the phone mic. is shorted out until you deposit
the correct amount (you can make free calls to weather, 911, and
some others). -

The Clear Box consists of a 4-transistor amplifier and a telephone
suction cup induction pick-up. The induction pick-up is wired to
the OUTPUT of the amplifier, and a mic. to its input. The induc-

tion pick-up is attached to the rear of the phone. When the called -

party answers, the phreaker speaks thru the mic., and his voice is

inductively coupled to the phone so that he can be heard. This

type of payphone does not time out but will stay on indefinitely.
he primary dlsadvantage with the Clear Box is that the volume is
usually low and distorted.
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The White Box gives you a better understanding of how Touch-Ten-
phones work, and you will also be able to use tones in payphone
that turn OFF their Touch-Tones after you dial your number. In a:.
dition, there are phones airports, hotels and at bank machine
which have no dial on them‘and automatically dial a g:e-programm
ed number (usually a service number). These can accessed -
someone with a White Box to enter a number or numbers befor
the pre-programmed ones starts to dial, thus gaining control of t-
phone to dial other numbers - even LD numbers. some phones
after the pre-programmed number is dialed or completed, or =
error message ends, the phone reverts to a normal dial tone whic:
makes it accessible to boxing. Before White Boxes, phreakers use
to tap out the new number, using the S;lunger, in the same mann:
that a rotary dial works (ex: 9 taps = #9).

Portable dialers costs about $30. Good ones that remember 99 aur
bers, are password protected, and are smaller than a calculat:.
cost about $70. Often, they are available from LD services for le:
when you sign up for them. You can build your own for much less.

Tones made by Touch-Tone phones are not single tones, but du
tones. That is, just as in the Blue Box, two tones are mixed togett
er (Touch-Tones use different tones than Blue Boxes). They ar
usually referred to as Dual-Tone Multi-Frequency (DTMF) phone:
The normal Touch-Tone phone dials 12 dual-tones, but is capable
dialing up-to 16 thru internal modification.

The power required by a wired keypad is about 25 volts, but th:
will operate well at as little as 15 volts, and work fine with twe
Volt batteries. They are designed to operate with high-impedar
phone-type speakers (earpieces) and phone lines, and they do r
work with standard 8 Ohm speakers. However, an 8 Ohm speaker
required to obtain satisfactory voice volume. To match the keyp.
to an 8 Ohm speaker, one needs an audio transformer. The smai
1000-t0-8 Ohm audio transformet~from Radio Shack is recomment
ed (#273-1380). They are about $2 each. Buy a handful becaus
they are very handy for all sorts of audio projects - particuiariy

‘Bhone circuits - includinE our TELECORDER device, see TELE.

HONE RECORDER INTERFACE, $7. You will also need two
Volt alkaline batteries and battery clips, a small 8 Ohm speake:
and a small case to assemble these all into.

SILVER BOX

The Silver Box, as stated earlier, is a lineman's handset c-
REMOBS (Remote Service Observing Systems). They allow Bell em
gloyees and phreakers to use the sgstem to tap phones. By using :

ilver Box and an ordinary Touch-Tone phone, one can dial directl:
into the RECEIVE ONLY portion of any customer's line (the mouth
piece is disconnected). Silver Boxes work as follows:

Dial the number of a REMOBS unit. Bell apparently puts them i
the 555 information exchange (XXX-555-XXXX). A tone will thet
be heard for about two seconds and then silence. It is then neces-
sary to key in, with a Touch-Tone, a 2-5 digit security code, holc-
ing each digit down at least one second. If the code is not entere
within 5-6 seconds, the REMOBS will disconnect, and must be dia:

ed again. If the code is properly entered then another tone wiil ¢
heard. Any 7-digl11t customer number can then be entered {zt

REMOBS can only handle certain exchanges which are prewired £:
it' I't_nd) usually one machine can't monitor all of a multi<C:i
ocality). '

The REMOBS will then connect up to the customer line. Th:
phreaker will hear the low level idle tone. As the monitored par*

dials, the phreaker will hear the number being dialed and the entir

conversation! At no time will the monitored party be aware thc

he has been tapped - there are no messages, clicks, strange sounds
etc.! When the Fhreaker is done listening to Customer A, he car
key in a single
code), which disconnects him from the monitore
wants to quit, he keys in a single "disconnect digit," which discor-
nects him from the last line being monitored, and disconnects him

from REMOBS so that REMOBS can be reset and be ready for ;

another caller.

e

'reset digit" (usually the last digit in the acces:. -

: - lire and returns -
him to the tone so that he can dial Customer B. When the phreaker *



One method that foils Biue Box scanner detection is to add
some "pink" noise to the 2600 Hz tone. The relevant pink noise con-i
sists of frequencies above 3000 Hz; usually 3150-3500 Hz are used.
The pink noise makes it up to the local CO, where the Blue Box de-|
tection is taking place, but is filtered out by the time it reaches!
}hle destination end as LD lines are actually 300-3000 Hz bandpass’
ilters. :

Since the CO fraud detection devices look for pure 2600 Hz on-i

g !‘y, the pink noise will prevent detection of the boxing effort. The:
O also looks for pure 2600 Hz. The reason why both offices look:

8 for a pure 2600 Hz tone for fraud detection and switching is that if:
) they allowed tone mixtures, music from a stereo could accidentally
4 terminate one's LD call - not to mention trigger a raid on his home! |
The Blue Box is modified.to add a 3000+ Hz frequency, which is
g mixed in with the 2600 Hz tone in any proportion, using a trimpot.
The trick is to create the optimum mixture of 2600 Hz and 3000+
Hz so that only the CO is affected. The mixture starts with a maxi-|
g mum of 3000+ Hz component so that the line is not "offed.” Then;
the relative proportion of 2600 Hz is increased until the familiar)
"ker~chink" sound is heard followed by the soft noise that comes:
from an open LD line. At that proportion, carefree Blue Boxing
may be possible. . :

Centinued From P. 9
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(2) ACCIDENTAL: Keep in fnind, that Bell sometimes discovers
boxed calls purely by accidefit. Bell personnel have the LEGAL
right to eavesdrop on .Privaté conversations, purportedly to "test
d the quality of the line. , the next time you tell your girlfriend
on the phone how you would like to prove your love for her and you
hear a strange giigle, you will know at least what the hand of one
¥ Bell employee is doing at that moment!

# (3) LONG CALLS: If the phreaker uses a payphone, and his call is!
¥ no Jonger than a few minutes, he usually gets away with it. And,
d there are even rumors of certain special test numbers that hook in-,
to trunks thus avoiding the need for 2600 Hz and the risks of
§ detection. i
Probably the most effective way that phreakers defeat the pen-
§ alties associated with this serious crime is to operate in pairs from!
payphones. Phreaker #1 boxes his call, then immediately hands
3 over his Blue Box to Phreaker #2, who promptly disappears into the
crowd. If Phreaker #1 is then caught, he simply states, "What's go-i
ing on? Some guy I don't know just now asked me to hold this.
4 phone for him." %ince no box will be found on Phreaker #1, it willi
impossible to prove that he boxed the call. Phreakers have been
known to use this technique to test the limits of Bell security.

(4) OUT-OF-BAND SIGNALING: Besides the in-band detection!
schemes, Bell has also begun to gradually redesign the network us-
ing out-of-band signalling. This is known as Common Inter-
oflice Si &C.IS). Since this signaling method sends all of;
the signaling information over separate data lines, Blue Boxing is'
impossible under it. CCIS is still not totally implemented, and, un-
til it is, some Blue Boxing will take place. Still not converted is
Canada, WATS numbers and rural areas. |

(5) ACCOUNTING METHODS: Another method that Bell uses to
detect Blue Box fraud is that, by its very nature, it means that the

hreaker must ﬁet the TO to switch him from an "unsupervised"
&ree) fine to a supervised” line. Upon offing an unsupervised line
§ to dial a supervised one, a record will be generated of the call.

Therefore, a supervisory record generated by an unsupervised call
can be easily flagged as Blue Box fraud! Only the dumbest phreak-l
ers Blue Box from their homes. .

- - BLACK BOX|

The objective of the Black Box is to obtain free LD phone calls, but;
it works differently than the Blue Box. When you call someone LD.‘
{ you are billed from the moment they answer. The CO knows that
you answered an incoming call by a certain amount of DC current
that flows thru the phone. The objective of the Black Box is to
eliminate the off-hook current tq stop the billing but still permit
enough current to allow talking, .

i
1
i

Black Boxes are the simplest to build. The simplest ones consist of
a toggle switch, resistor ahd capacitor wired in paralle! with each’
other in place of a section of the green or red line. The toggle
switch has two positions, "Normal" and "Free." The “Normal* posi-!
tion shunts the RC network. Normally, the switch is in the "Normal".

sition. When a phriend calls, the phreaker, who has the Black.

X, swi‘tjhes to the “Free" position and picks up the phone..

Switching to the “Free" position must be done either before or with-:
in 1/2 second of off-hook condition. If later than 1/2 second, bill-:
mF will have started and the call will be terminated automatically.
After finishing the phone call, both parties hang up, and the switch
is toggled back to "Normal." ;

} Some operational quirks and problems:

(1) The call must NOT have been placed thru an operator. I so,
§ one is at risk of discovery. This leads to a dilemma because, unless

one is absolutely assured ahead of time that a phriend is calling dir-
ect, he wouldn't know prior to activating the Black Box whether or!
not the call was placed by an operator.

|EHONE COLOR BOXES

-

The most popular method is for the phriend to call LD, using
the operator, Person-to-Person, and ask for a special name. The;
call is refused and hung-up, an& the name alerts the phreaker to ex-
pect an immediate LD direct call from his phriend. In fact, this
technique is widely used by many folks to signal a called party. For
example, when a travelling salesman arrives at a destination, he ‘
calls home Person-to-Person. If he asks for one name, it means all
is fine. Another means car trouble. Still another means iliness. I
In fact, the person asked for can be a cipher for a sentence-.
long message, phone number, etc. I've heard of one case that,!
whenever salesman "Bob" goes on a trip, he calls his wife "Sue"'(
back collect, Person-to-Person. Not only is this call free, but from!
the voice he call tell whether Sue is home. He then asks for a ficti-
cious name that, when decoded, reveals the exact phone number
that Sue needs to call him back direct on at a much cheaper rate.
For example, the name, "Dr. David L. Tyler, II," decodes to the;
area code, CO number and the last four digits of the phone number’
where Bob is at. The "Dr.” means that the CO number is the
fourth highest CO number in that area code ("Mr." is hi t, "Mrs."
is second, "Miss" is third). The “D" in "David, the "L" in *L." and
the “T" in “Tyler" are .the first three di’gits of the phone number.
The total length of the name (11) minus 5 is the last digit (6). The'
“[I" means the second area code in his list. Since Bob and Sue have:
identical lists of area codes and their CO numbers, Sue can deter-
mine the area code and the CO number from the "[I" and the "Dr.,"
and the last four digits from the name itself! .
Another method used to assure a phriendly call is to have the
calling party sing or whistle into the line while it is ringing. The
called party then picks up the phone on "Normal" and hangs it up
within 1/2 sec. - while listening for this signaling. Ringing may|
stop. Or he may use a phone tgr to listen in on the unanswered:
line. Knowing that it is a phriendly call, he then toggles to *Fr- ™
and quickly lifts 'up the phone ta?Pm - \Y
Another method is to install an inﬁmty-bug;like device that willi
automatically alert the called party of the phriendly call (thru an'
external LED or buzzer) to box the call. In the March and April
1984 issues of RADIO ELECTRONICS (two-parts.series) are the
plans to a device that, among important legal uses, can be applied
as such a device. The RE device can also permanently put an end
to unwanted phone calls - regardless of the source! e way the!
RE device works is that when a permitted Eart calls you, he uses‘l
a tone generator or whistle to signal the RE device. Your phone!
then starts to ring as usual. However, if he does not produce this:
tone within 10 seconds, your phone never rings and he is automati-:
cally hung up on. You also have the option of switching this device
ON or OFF as you please. i

(2) The Black Box only works where crossbar switching is still be-:
ing used. It does not work where ESS is used, because, under ESS,
there is no direct hookup between the caller and the called party
except during billing. Although ESS is being implemented national-'
ly, it will be beyond the year 2000 before completed. Youcan tell
iésgou have ESS by Bpickin up your phone. If dial tone is immédiate,

is installed - Black {and Blue) Boxes are useless. If dial tone.
takes about 1/2 second to come on, they should still work.

(3) The "Free" ition tends to terminate all local calls. Thus,!
local callers might have to phone again. i
b L. !

(4) Calls longer than 15 minutes are especially risky. Bell especi=!-!
1y screens long-duration calls for legitimacy. Ceoele ‘d]
(5) If one has extension phones, all of them must have Black Boxes]
connected to them. And they all must be simultaneously switched
into the "Free" mode for "Free" use.. If even one is placed in the!
"Normal" mode during a boxed call, b¥ng svill automatically begin. .
- i

(6) One advantage with the Black Box is that it allows one to moni-
tor his phone lines while not alerting folks who may be using it un-
known to you - such as tappers, phone company pc_ersc?nnel, etc.

COUNTERMEASURES §

As we stated, the implementation of ESS, line scanning for inappro-
priate low resistances and AC voltages, and analyzing calls based
upon their longevity are methods that Bell uses to detect Black
Box calls. In the scanning method, OFF lines are scanned to detect
any unexpected activity. In fact, Blue and Black Box scanning are
usually combined functions. - When a Black Box is suspected, the se-
curity procedures used are about the same as those used for Blue
Boxes with the addition that the detector may force the off-hook
condition to automatically start billing. -

Also, one result of Black Boxing can be the appearance at the CO of
a phone continually ringing. Ringing that persists for more than a.
few minutes is also investigated as a Black Box call. Most Black!
Boxes built today have ring-stoppers so checking for long rings is
easily defeated. .

Continued Next Page
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MISCELLANEOUS CIRCUITS|

Described below are a number of miscellaneous phone circuits. For
many more, refer to TELEPHONE AC RIES YOU CAN]
BUH{D, 1976, and MORE TELEPHONE ACCESSORIES YOU CAN
BUILD, 1980; both by Jules Gilder, Hayden. You can also refer tof
many phone projects described in RADIO ELECTRONICS and the
now defunct POPULAR ELECTRONICS over the years. Wé also

fg;c)mgly recommend our TELEPHONE RECORDER lNTERFACE

'SECRET EXTENSIONS!

Bell tests for how many extensions you have on your line by measur-
ing the capacitance of the line thru each phone's ring circuitry.
You may not care for Bell to invade your privacy this way. The sol-
ution is to wire two back-to-back zeners or a transient suppressor
in series with the ring circuits in all of your extensions. Avalanche
voltage should be at least 52 volts. Choose devices with low capaci-
tances - no greater than 50 pf. Your extensions will then appear as
open-circuits to Bell, but will still respond to the 90+ VAC ring

voltage.
1 T ] [ -1 | = N 238 R -
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BASIC LINE RELAY]

The Basic Line Relay allows you to remotely perform and control
functions. Let's say that you're called out of town to do a demo for
your bra company, and there's nobody to feed your goldfish! You
call your home, and by doing so you activate this device. It then!
dispenses food so your fish don't starve. The relay activates only|
during ring, so the number of relay closures or total duration of clos-,
ures 1s depended upon the number of rings of the phone. !

THE TELESWITCH'

Granted, the Basic Line Relay may be overly simple. Your fish
might get too much food if others call and activate the relay. The
best way to prevent this is to add to this circuit a timer, a tone de-
tector, or numb_er-of-rmis detector (counter) so that only you will
know how to activate the line relay. .

The TELESWITCH uses the timer approach. The 7555 timer ICs
shown are low-powered CMOS versions of the common 555 timer.

Two 555 timers or (one 556 timer) can be used in its place. Prior|
to ringing, output pins of both IC1 and IC2 (Pin 3) are low. Ql, Q4]
be

and Output Relay are OFF. Cl is charged up to +V, which can
9-18 VDC. R3 is selected for the desirgd ri.np time before activa-
tion begins. P1 is adjusted to the réquired %N time (IC2) of the
function desired.

FUNCTIONAL USE: The objective of this circuit is to not activate

IC2 until the phone rings for a certain period of time, perhaps after

’ 10 or 20 rings. When the phone starts to ring, the first ringin
pulse pulses thru C2, which shorts Cl to ground. The dumping o

)C.l triggers IC1 ON thru Pin 2. Output Pin 3 then goes high. Vﬁxen
Pin. 2.goes high, it turns ON Ql,.which turms OFF Q2, thus remov-

nr;ge?te ejholn acrossi tlhn;u;‘ s;a Cciéoxi C3. C3 then charges up thru

d closures of t elay thru R3 until the thre:
’ vo?tage is reached (1.1xR3xC3). Y shhold

"'o uTRuT

— THE TELESWITCH)
Su!e 200V \ )
ard FUNCTIONAL

% KNOWLEDGE + PRACTICE = SURVIVAL!' =
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COMMENTS: The TELESWITCH is not foolproof. A persistent call-
er can activate the circuit function. That, in itself might be useful.
If someone is using the phone to harass you, it's likely that he will
Hring persistently. The output relay could automatically activate aj

recorder to record all persistent callers. This could be used in con-
junction with a hook-up to record while the phone is still ringing.

his could reveal comments the harasser makes to himself or others
between rings - comments he would believe to be unheard.

R

TESTING: You can get yayr phone to ring by picking the receiver
up and dialing your number. Hang-up just as nn?ing egins. Your
g one should then start rin irbg. ou can also build a ring simulator
y rectifying and filtering 120 VAC, then switching it at 20 Hz us-|
ier:ls a high-voltage transistor. A 536 dual-timer IC can be easily wir-
so that its first section produces a square wave (2 seconds ON, 3 {3
seconds OFF), and this square wave gates the 20 Hz oscillation of <
its second section. By doing this, you.can fine-tune the TELE-}
SWITCH to ignore all call attempts up-to a certain number of rings. |

C5 tops off its charge during rings. The high output of Pin 3 of IC1
turns Q3 ON which shorts C4 to ground thru R8 to remove almost g

all residual charge on C4. When the threshhold voltage is reached, |

IC! times out - Pin 3 drops to zero, which triggers IC2 at Pin 2 to|}

begin-timing. A zero at Pin 3 of ICl also turns Q3 OFF, which al- §{
lows C& to charge up. When IC2 is triggered ON, its Pin 3 goes S
high, turning on Q4 and thus the Output Relay. The required func- \
tion is performed thru the contacts of the Output Relay. C& charg-'}:
es up thru R7 and Pl, and when it reaches its threshhold voltage, f/
Pin 3 of IC2 goes low, Q4 shuts OFF and so does the Output Relay. .3,

i1

‘11f the phone is not rin&i;g after function completion, C2 and Cjﬁig

slowly discharge thru After about 10 seconds from the last ¢

ring cycle, these charges will be low enough that the ringing from =/
a new phone call will again trigger IC1 ON. If the phone continues ¢/
to ring after function completion, the charge of C5 prevents QU{
from being pulsed ON again, thus Pin 2 of IC] can't be retriggered
ON until the ringing stops for about 10 seconds. This prevents un-
wanted multiple activations due to a continuous ringing.

EXTRANEOUS CALLS: On the other hand, you don't want other
calls to your home or business to trigger the function. Since almost
everyone hangs up by five or six ring cycles, the circuit must time
beyond that amount. When calls consisting of the usual few r
occur, ICl is triggered ON as before and its Pin 3 ‘Foes high. Unless!
enough rings occur to charge C3 to the threshhold point, IC1 won't!
i time out. Recall that ICZ is activated only after .ICl times out.:
i§ After the rin[ging stops, C3 and C5 will start discharging until C3is
¥ reaches nearly zero volts. «Successive calls that come more than}

about five seconds apart will not have a cumulative timing effect.

e s S0l ol

(7]

i
i

... adry

With Pin 3 (ICl) now stuck high, more battery current will bei
drawn. This might be useful to indicate that at least one personi
called you after your last circuit activation. However, gou can un-
-stick Pin 3 by installing another 7555 (to be called IC3) (or other
timer) to time concurrently with IC1 that will reset ICl thru its:
Pin 4. The collector of Q1 would be wired to Pin 2 of 1C3 to trigger¥{
il it.  On the other hand, a high at Pin 3 of IC]1 can be used to acti- j
vate an answering machine or tape recorder. "

As with other boxes, smart Black Boxers don't push their luck t
making LD calls over 15 minutes. The shorter, the safer.

CF BO?

A Call-Forwarding or "CF" Box is one that permits one to make
LD call thru a LOCAL phone that has a CF Box installed. The loc

hone is called and it answers automatically, without ringing. Ti

D number is then dialed by an automatic dialer hooked up to *!
CF Box and a second phone line. When the LD call is answer=
the two phone lines are connected together. The old-style way
doing this was to use two payphones to call two parties, then tz;
or rubber-band the handsets together in the 69" position so tr:
the two parties could talk to each other while neither being able
trace the other.

CF Boxes have these advantages:

(A) Call origin is almost impossible to trace.

(B) The intermediate phone - not the call originator - is bill
for the LD call. No need for risky Blue or Black Boxes - the L
call is placed like any legal LD call!

inued On P. 1
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. &Bu , 1 OTHER CIRCUITS
v c2 , I (AX: The Hold Circuit allows you to rut a call on hold by switching;
: | SW1 to the hold position. The Hold Lite then blinks with ring;
Phone Line l current.
Groen = .
R3$=10K ohm/1/2 watt _ | B): Music-On-Hold is adapting the Hold Circuit to play music into
o1 500 Mist/a5 weits C2+1 MM, /100 wolts J the line.
=10 Volt Zaner Diode,1 watt SW1=DPDT Bwitch i
#100 chm/1 watt SwWe=Momeatary SPST / (C): The Basic Sno0p Lite consists of a bulb, capacitor and zener
=10 ohm/2 watt SW3«SPST Bwitch . . (D) [ in paralle! with each other; all in series with the phone line. The:

zener prevents disconnection should the bulb burn out. The capaci-!

tor shons out ring current. The bulb draws no current when thel

phone is on-hook. "When the phone is lifted up, the DC current thry,
§ the 100 ohms of phone circuit also goes thru the bulb, and the bulb

lights brightly. z
(D) COMBINED CIRCUIT: Music-On-Hold is combined with thel
Basic Snoop Lite.

T :
‘g;', -, TO PHONE LINE #7
—98 —e: (OUT GUOING)

—> To "MANE CALLER"
g | " DIALING CONTACTS

(E): A better Snoop Lite. Pl is adjusted to about 7.0 volts On
Hook, which drops 1o about 1.1 volts Off-Hook. The output of the
4011 is low during On-Hook and high during Off-Hook. Ql conducts|
. zgxeri its mpué l!‘;' Eh’ Ldé“‘Dm O“-I-loond;:l k1 cal:‘ be adjgit?’i( tgojust
rely turn t uring -Hook to detect Bla xXes

el g i CALL FORWARDING! OME sophisticated bugs. For greater sensitivity, Cl should
! | X reduced to 0.00] uf or less. LED activation will mdlcate a box-

|
i
|
|
|
|
|
|
|
I an
J ' n = ed or bugged call, or fluctuating line voltage. NOTE: This device
. ' :
i
i
i
|
i
|
|
|

will NOT detect all modern bugs.

(F) CALL FORWARDING DEVICE: This nifty device allows you to
place a local or LD call thru an intermediate phone. Call forward-
ing devxces have legal and illegal applications. They are used, for
example, by businessmen so that after-hour calls will be automati-
cally transferred to their home. And they can be used by phreakers
lace LD calls. When one calls in, the ring voltage activates
, and RL1 switches. RL1's "A" contacts switches its activation
to the 110 VAC line. Its "B" contacts activate a timing motor or
electronic timer. This both starts the Name Caller Dialin
Machine (NCDM) or similar, and times RL1's activation. When the
'l:l(gDMdns" ;gtwated, it xlrnmeglately clhals éggd degglrigtnon number.
an are optional, and are only ne should you want to
00 to 200 ahna DC Res. also time the entire call. If you want the call to not be timed,
Mls Tizer Motor, 115 VAC 60 CPS . then jumper these contacts. Tl isolates the DC from Phone #1 to
SWla= First section of timer ayirch, set for aprox 3 ain l Phone #2. A Cheese Box configuration will also work. When Tim-

closed, 10 sec. open ( to circult configuration,
Tiner will self-index to “open® position of this wu:ch). Fc?r‘l’tt:étsure‘t‘d:_‘:sm°‘t‘;'e;h;: rln anvpﬁgt‘.’&ﬁ?' to RL1 is broken, and
SWlbe Second section of timer switch. set for minimum
possible duration "on". Indexed to close after SWla
has come out of detent. This is the critical factor in
choosing the type of timer. “on" duration must be less .
than time required for "nane caller” to finish dialling. -

k3 " {TO "NAME CALLER*™
Nl = TINER HOTOR Swia i START SWITCH
. * Swlb

MATERIALS: °

Cle 1.0afd @ 400 VRC- -~ - ‘PARTS LIST|

RLl=- &4P.DT Relay, 115 vac cbu .
Ti=" mdlultaolulon mformer, ° aprqx 600 ohns lupod.

| This version of a Call Forwardm§ device is not totally satlsfactory
] because it requires two phone lines, and 3regrogrammmg of the!
| auto-dialler. etv‘ler cxrcngxts i\:/e h'a‘;e t btut tl\lot seen) rg—
REGS 1 re only one phone, and, when they are automatically answered,,

mtn;xuu. nf‘ mf:.r::'r’:rusm e dialing macht .' jd T-:e destination phone number can be sent using a Touch-Tone pad.!
o equive Y e ° 8 ne The caller then hangs on, the CF boxed phone dials the destination!

‘ ! | phone, then connects the two in a time-multiplexing scheme when

i | that phone is answered. We were unable to acquire any schematics.

If you have one, please send it to us with functional description;

l nmmedlate for P ture editions. We want to devote far more!

space to CF Boxes, so please send us whatever information you
have on them. !

'NOTE: Over-ride disconnect switch (Tone Sens, Relay?) may be
connected &t point Xx-x.
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(G) REMOTE RINGER: The Remote Ringer uses a Sonalert for
the ringing. Similarly to Secret Extension, the Remote Ringer is,
practically undetectable by Bell. Great for outdoors, garages, sheds,
etc., accessible to phone lines. ;
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1 POKE 62,01POKE 735,0
2 CPEN #1,4,0,°K1"

30 PRINT "ATAR1 BLUE BOX PROGRAM
31 PRINT "0-9 = MF 0-9* :
82 PRINT "K=KEYPULBE"
S3 PRINT "8 = START"
54 PRINT "SPACE BAR = 2600 HI ON/OFF*
53 PRINT “"You must press the space bar twice®
36 PRINT "for the progras to work correctly.*
60 REM .
. 140 DIM N¢(1)
. 144 GET #1,N
143 Ng="" ° i
1456 LET N$=CHR$(N)1? N#$3" *)
130 IF Ns$=" “ THEN ? "2600Hz ";1G0OSUB 290
160 FOR LOOP=1 TO LEN(NS) -
170 IF LEN(N$)=0 THEN B0TD 300
3190 CHAR=AGC (N$ (LOOP,LOOP))-ASC(“0%) s TRAP 2003

RESTORE 3460+CHARS10:80T0 220

200 IF N$(LOOP,LOOP)="K" THEN RESTORE 4401
60T0 220

210 IF N$(LOOP,LOOP)="S* THEN RESTORE 4703
6070 220

215 CLR: 6070 &0

220 READ A,B,C,D

230 POKE 53760,A1POKE 53762,B1POKE 53744,Cs
POKE 53766,D

POKE 537467, 148:1POKE 53763, 1468

FOR A=1 TO 1SINEXT A

POKE 53747, 14601POKE 53763, 160

NEXT LOOP

CLR: GOTO 60 .

SOUND 0,0,0,01POKE 53748, 120 ,

POKE 53760,811POKE 53762, 11POKE 53764,01

POKE 53766,0

POKE 53767,1681POKE 53763,168

BET #1,NslF N<>32 THEN 320 .

POKE 53767,1601POKE 53763, 160

N‘-- -

RETURN

1465,2,80,2

240,4,210,3

240,4,40,3

210,3,40,3

240,4,1585,2

210,3,1465,2

40,3,165,2

240,4,80,2

210.3’ 80.2

40,3,80,2

40,3,8,2

DATA 80,2,8,2

FOR A=1 TO 700:NEXT A

NEXT LOOP

CLR:GOTO &0

REM --- BY: DEVIOUS XEVIOUS ———

COMPUTER PHONE BOXES

There are two basic types of phreakin%‘ using a computer. By far,
the largest is Computer Phreaking - that is, using one's computer
to invade other private and commercial computers for mischief,
mayhem and madness. See our COMPUTER PHREAKING ($15).
Computers are also used for Phone Phreaking.

The newest approaches to phone phréakiné is using one's home com-

puter as a sophisticated ard programmable box. Some phreakers

are also building hand-held Brown Boxes using microcomputer chips.
< bl .

e S e N B S S e S G, N i, Ju

I3

5 Be54272

6 DIM B(7),A(D)

10 FOR LE=S TO S+241POKE LS,O0:sNEXT

20 POKE 8+5,641POKE 8+6,100

25 POKE S+12,641POKE 6+13,100

30 POKE §+24,15

40 FOR T=1 TO 7 ;

50 READ A(T),B(T)

60 NEXT T

70 PRINT "USE 1-0 FOR DIGITS 1-0*

80 PRINT "USE K FOR KP 3 USE 8 FOR ST*

88 PRINT “USE + FOR 11 3 USE - FOR 12"

90 PRINT "USE L FOR KP2"

95 PRINT °PRESS, SPACE BAR FOR 2600 HZI®

100 PRINT "PRESS THE APPROPRIATE KEY AND
THE TONE WILL BE EMITTED FROM THE TV*

110 GET As: IF As="" THEN 110

120 IF A$="5" THEN T=SilU=4

125 IF As="L" THEN T=3:U=6

130 IF Asa"K" THEN T=3iU=é

140 IF AS=“+" THEN T=21U=b

150 IF A$="—-" THEN T=1sU=4

152 IF As="1" THEN T=1l1U=2

154 IF A$="2" THEN Tw=1gU=3 *

156 IF A$="3" THEN T=2:1U=3

158 IF As="4" THEN T=13U=4 -

160 IF A$="3S" THEN Tw=2ile=4

162 IF A$="46" THEN T=3i1U=4

163 IF A$="7" THEN T=1i1U=3

164 IF A$="8" THEN T=2:U=3

166 IF A$="9" THEN T=3Ji1U=J

168 IF A$="0" THEN T=43;U=5

169 IF As=" * THEN T=731U=7

170 POKE 8+1,A(T)i1POKE 8,B(

175 POKE 8+8,A W) sPOKE 8+7,B(W)

180 POKE 8+4,171POKE 8+11,17

190 GET Z%:11IF Zs="" THEN 190

200 POKE S+4,161POKE §+11,16

210 GOTO 110

500 DATA 44,0,57,0,70,0,83,0,94,0,108,
0,166,0

510 REM THE ABOVE DATA STATEMENT MAY
‘HAVE. TO BE ADJUSTED TO GET
. THE EXACT TONE- -

“TI 99/4A

FROM
O:
i
23
31
43

BASIC:

CALL SOUND(100,1300,0, 1300,0)
CALL SOUND(100,700,0,900,0)
CALL SOUND(100,700,0,1100,0)
CALL SOUND(100,900,0,1100,0)
CALL SOUND(100,700,0,1300,0)
CALL SOUND (100,900, 0, 1300,0)
CALL SOUND(100,1100,0,1300,0)
CALL S8OUND(100,700,0,1500,0)
CALL SOUND(100,%00,0, 1500,0)
SOUND (100, 1100,0, 1500,0)
S0UND (100, 1100,0,1700,0)
SOUND (100, 1300,0,1700,0)
SOUND (100, 7060,0, 1700, 0)
SOUND (100, 900, 0, 1700, 0)
SOUND (100, 1500, 0, 1700, 0)

-

12:

ST: CALL

: -1
These Brown Boxes will consist of a Blue Box, a Red Box and a {
White Box at the minimum, and will c,)erhaps; double as calculators.

To date, we have not been able to find a home-built microprocessor- |

based box design. If you know of an 1
future editions.g Y ¥: Please send us a copy for |

As far as computers go, the three most popular have are thel
T1 99/4A, the TlMEx-Sll%C’LAlR computers, arl\;d l:he APPLE comput-: |
ers. The AMIGA computer looks like it has great potential for box- '

ing. The TI and TIMEX computers are popular because they are
small and compact.

e o et Y e e ¥ o ® e i e ¥ e e e e S S S S S W WS
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"R CF Boxes can be secreted anywhere -(excépt payphones), but they'§ In a publication, it

A

“J discovered. - . i
3 B :(C) Normal phone use late at-night'i

' “J 1t shoiild be noted that, with'the incre

J Hz.included. - .-

| 1ee frequency stabiliny, .
“§ YELLOW |

from"a phoene booth.” "Not 53

-

More important, the TI can also plag up-to three pure tones, plus a!
fourth noise tone, simultaneously. Programming the Tl for sound is
not .dlftncult.. Also, its ,udio output are taEen from the rear.
Audio output is the DIN crm located at 9 o'clock; it's ground is right
beneath it. Since it produces sharp square waves, one should round
them off by inserting a 0.1-0.33 uf capacitor across the audio out-:
put, or by feeding it into an active filter buffer stage.

The APPLEs are popular because they can be easily hooked-up to
the APPLE-CAT Modem. This modem is like any otl)\::r modem,Pex-.
cept that it has a few nice features. It can dial numbers and has:
an auto-answer, like most, but, besides dialing in pulses, it can dial’
‘nur_nbets in. TOUCH-TONE, and it can receive T H-TONE data!.
This allows one to use his computer from any phone without a ter-'
‘minal, by simply using TOUCH-TONEs instead of a normal carrier.'
Also, it makes breaking into SPRINT a lot easier. The APPLE-CAT
Modem is expensive, about $250. o

: i
rams for Blue Box- -
2600, donated by a Ford Prefect.

Included herein are three popular. computer pr
g\ng, which we've derived from
joy. -

Continued From P. 12 = - . S

re primarily secreted on multi-line commercial phone circuits (not
snside the actual phones), and are dialed after hours. Commercial,
phone circuits have these advantages: .. i . 5 1
. {A) High phone charges: are less ‘likely to -raise suspicions.l|
Many large corporations are ripped-off for $ Thousands monthly. . i

“(B) Pinpointing suspects is difficult ‘should the .CF Box be!

e ot

) in most cases, is non-exis-|
tent, ‘30 accidental - discovery is'rare. A ‘CF Box. was recently
shown on an episode of MIAMI VICE. S S

eased secarity Bell has 1mple-,
mented against other types of ‘boxing, the CF:Box is becoming the:
box of choice for phreakers. - ;. :." I ! B

it OTHER BOXES i
Other important boxes (I didn't name them Ma'am - just reporting |
thgfac;s!?:o B :
PURPLE BOX: Combines the finct}
: !‘i‘i’rictlon :
Black & Bl

BE.IGE. Box;Anydevnce "that_ -can
puter terminal designed

nof Red and Blue Boxes.

), "of any device that

WHITE ‘BOX: * A Touch-Tone key
imitates 3 Touch-Tone key pad. "~

GREY BOX: Imitates & Touch-Tc with 16 keys or with 1633]

BROWN BOX: Combines as many other boxes as gossible,“but with”
‘Purple and Grey at thé minimum. ‘Because of the Brown Box's com-
plexity, it is usually €ither %eonerated ‘by a computer or a controller-.
type ‘circuit. Most Brown Boxes use crystal oscillators 18 guaran-:

BOX: ﬂ.slmple 2760011z~generator.
Whistle” and the 2600 Perfector.”

Also called the "Capt.”

B TR

MUTE BOX: ‘Any destination devi&that makes conversation possi-
ble while gaking “Bell think that called party never answered.:
The “Black ' Box
GREEN BOX: Used in conjunction with the Red Box, the called par-
1y can usethe Green Box to.reéturn initial coins to the party calling;

afe For.any calls over three minutes, nor y

N -

LD éalls made thru an ESS.

S:E&RBOB)? ; Useil‘s pfim?;iiglytllﬁ C;:“amd'a'v'and ﬂ?]ruout r\g‘a{ h)’;merica,'?
> ‘Clear Box” works .on " "post-] - payphones. hese pay-
R: eaogne s a!t_e'l? thgocohpanect im?mya’:!g. ~Although hepcanv

ar the cal ety party, he can't speak to ‘them until he deposits his;
money. '7This problem is ‘icleared-up” by’ inductively coupling into
the payphone’s clrcuitgy. i L L Ly

T g«.--~-.’f4;;fé.‘*-: G aF { e — o . »:E,- T \.
SILVER ‘BO; ‘Better known as the Remote Observation System!
(REMORS) .or-a Lineman's Handset. Sometimes confused with the:
Beige Box. *The ‘Silver Box permits “authorized” telephone employ-!
ees to dial into private phone lines from anywhere, and then, usingf
an ordinary Touch-Tone phone, tap into a private phone line's:
receive-only circuitry. Since the mouthpiece is not hooked up, the

4

2o g

|
1
{
t
i
|
l

J-around the ‘edges of a quarter. - The quarter is then.immediately

J answered. ~This permits the

J-off the stuck quarter.
--{3) 'He sprays a solv
solve ‘the the gum's adhesive. . .

‘ing LD calls, if t

“Then, with a penknife, the

-ringe’is insulated. -The
‘hell. “Injecting water :into ‘the: coin

"Still another variation is 'usihg‘ wads of

SOLD FOR EDUCATIONAL PURPOSES ONLY
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is ot a le ,'one coul ilyp ay-
one's line.

UK BOX: A Blue Box with United Kingdom tones. -
CHEESE BOX: A home;built conference line, or loop-around.

BUG BOX: Any phone bug.

ORANGE BOX: A device, when hooked-up to the phone, displays or
records automatically the phone number of the originating phone.

g This legendary box is rumored to be copied from a similar device
Jused in a s
Nto verify w

ial SONY answering machine. We have been unable

ther or not such a device actually exists in any off-
the-shelf form - including in SONY equipment. If you have any in-
formation - schematics, etc. - please write us immediately!

.- PHONE SCAMS
B RIPPING~-OFF PAYPHONES

is difficult to explain precisely where and how
much of something to apply, particularly when -variables exists.
Obviously, the more practiced the phreaker is, the more _he can

accomplish. ‘Not every experiment will lead to success, but some
may lead to:success far beyond expectations. .. . -

Phornie boxin

g ‘is not the only way that payphones are ripped-off!

‘Some other methods:

in‘Jayer of well-chewed bubble gum {syrup or honey) is placed

frozen to harden the gum. .Shortly after removal from the-fridge,

jjust as the.gum is becoming tacky again, the guarter-is placed in a |

payphone.” A phone number is dialed that one knows will not be

] ) ﬁum to become more sticky and to ad-
here to-the innards of the, . The phone is then hung up, and
the coin is not returned. Subsequent users of the phone will pe un-
able_ to obtain coin returns because their coins will stack up behind
the ~tﬁ:n'tmed-up ﬁq:arter. Then, the next day, the phreaker returns
to .the phone. uses one or more of these methods to break-up
guarter.jam to receive a slot machine-like return: L %
ﬂs ‘He’slams his fist or some other hard object into the body of “f -
the;hone ‘to shock the quarters loose. - ' e S BN
- ’{2)..He_snakes piano wire into the

phone and maneuvers jt to pop :
et ‘fkf: o o- L
1 the ¢oin 16} to di

1, such as WD-40,

Ditferent techniques have been used. It has beer réported that, dur-"

quarter jams the coin-sensing relay into the ON |
1uarte’t deposits will be indicated, thus relieving -
s!

position, multiple
y ‘Red Box 10 simulate coin deposits.” This is.

one. of -using -a ri

4§ doné by causing the quarter (or slug) to snag onto the ¥ane that acti-"|

vates the relay, then, after substantial credit-has been:given for:
the number-of “quarters,” the jammed quarter is‘made to release as
above if :it-doesn't fall off by itself. This method has been known
.to work just t_:x heavily spitting onto quarters. _Thus, one tould tell
the_operator, 'S0 that our conversation remains yndisturbed, I'm go-

] ing o ‘deposit- this handful of guarters.into the phone. -Please let

meknow whenthey've dll been used up and you needmore.” .- -

A -variation of this method is to place the gum. into the i’o"gn slot.”
reaker works the gum deep inside the

phone and out of 'sight.. Subsequent coin deposits will then pick up

the ‘best known.Mute Box, but there are alsord o Bu 2 do8s BEITe:

Another variation is to use syru? or honey. The syrup or honey con-
tainer is heated in a pot of boiling water to increase its flow. It is
then.sucked-up “into_a syringe heated in the same water. The sy-
) s : zyrup or honey is then.injected into a phone
‘coln slot. ‘TAs ‘it - cools - down and evaporates, it'’becomes sticky as .
t slot will ‘dissolve the syrup or |
“honey and release the stuck coins. : o ‘ .

, D 1 1 r.” A half-inch or larger
square -of stiff paper or index card is folded in half, then witha key'R
or_small screw driver, jammed into the phone (bent end first). It §
may -help to dampen tbut not soak) the paper first, or to coat it:
with syrup, honey, wax or gum. Then, coins deposited are jammed"
bK the paper. ter a while, the phreaker returns and unjams the: §
phone as described above. .1f the paper is too large, not even the ¥

phreaker will be able to unjam it. ..
B * WIRE CROSSING

Another popular method is to cross the green and yellow payphone

lines. This is done by using a sharp screwdriver or a carbide glass

IS



drijl bit to ream a hole into the plastic light cover used in pay-
phones: A darning needle is then inserted to extract the green and
yeldow lines. They are switched with each other. When one lifts
up the jphone and deposits his coin(s), a busy signal is returned. He
then hangs up_and expects his refund. The refund does not result,
but instead, piles up inside the phone. When the phreaker returns,
he re-grosses the green and yellow lines, and all coins are then re-
turped jat once. metimes it takes putting in a dime to trigger
the relay to make the return. Phreakers have been known to rip-off
phanes at $75+ per click.

Bell is on the look-out for this scam. Consequently, most phreakers
take .care to only apr?' it to popular phones on a busy night (ex: Fri-
day,_Saturday or holiday), only for a day or so, and never on the
samg phone twice in a month.

gt MULTIPLE CLICKS

In parts of the country that have NOT gone ESS, this method ap-
pears to work:

2 s a toll-free LD phone number direct. As soon as
he hears a click, he pushes down the hang-up button several times,
ery quickly, for several seconds. A local operator should come on-
.0 the line as this is one method of signaling for operator attention.
The, phreaker states that he was calling a toll-free number, and that
something must have gone wrong because the next thing he knew,
he Was:talking to the operator. At that point, the operator should
ask'‘the phreaker for both his phone number and the destination num-
ber.''The phreaker gives the operator a number -other than his, but
withh' the same prefix (not a payphone number) as the origination’
number. Ysually a known non-operating number or one qwped by |
his=favorit® énémy s provided.™ miﬁera’tdr‘ ‘tHeti - dials the toll-
free number from her station. The phreaker then uses his Blue Box
Uoff" the trunk, and proceed with his normal Blue Box call.
d ‘Bell discover this Blue Box effort, the records will show the™

The phreaker dial

\ BAD CALL CREDITS,
When you make a payphone call and you get the wrong number or
the phone phouls up, you are entitled to either money back from
Bell or credit. Phreakers often tell operators that a payphone at
such-and-such location and so-and-so number cheated them out of
"X" value of coins, and to apply the credit for the current call.|
Although this scam doesn't always work, it works enough that
phréakers still use it. Most operators today will require your name,
address:and home phone number to send you a refund. Consequent-
ly, this scam is not as popular as before.

ah THIRD PARTY BILLING

Y
You can bill a payphone call to your home phone. Phreakers often
take advantage of this by claiming that they are low in cash (just
robbed,| etc.), and can't make a call unless billed to their home.
They'then provide someone elses phone number. Bell operators now
ask for; personal information to verify that you are the person you
claim'td be - like what is your Mother's maiden name.

COLLECT CALLS TO PAYPHONES

Calling!collect to a payphone is an old scam that doesn't usually
work today because payphones are identifiable by their numbers, .
and operators seldomly accept collect calls to payphones.

; PHONE CREDIT CARDS

and, within a short period, they are spread to many people "with

CREDIT CARD SCAMS ($7).
5 MOUTHPIECE STATIC |
quanteriinch, from the edge). He then inserts one end of a 6! piece
mulate coin deposits ang result in free calls. Although this

kS
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PRINTER &

phohy ‘origination number.

‘D':j( drives MUST be periodically clean®d and lubricated,
E repaired as needed. Malfunctions can be devastating in
8 Jost programs, data'and text; loss of business; upset customers;
down time. YOU can maintain, troubleshoot, and m_'r_
drives WITHOUT EXPENSIVE OR DELICATE EQUIP
OR! DIAGNOSTIC SOFTWARE - often in situ and in less
ime than it takes .you to remove, pack, ship, receive, un-
pack, re-install, re-configure, and retest drives sent to drive
tepair- shops!! Shipping drives is risky! 1f you want the job
_g‘enrmhl. on time, and at minimal expense - DO IT YOUR-
v OVER 100 LABELED PHOTOS AND ILLUSTRA- v , 1
US 5.25", 3" AND MICROFLOPPY | without disconnectin,
DRIVES (APPLE, COMMODORE, | allel, RS-232C and

MANUAL describes:
codes of

either.

GERERAL. IIi: OPERATION AD-
Chapter Hi: ERROR MESSAGES (and what
Chapter [V: DIAGNOSTICS .& TROUBLE-

mean).
23T, G, SRR . Vo
ELECTRI

ELECTRONIC
SECRETS,

TYPEWR!
PAPER
Chapter VI (6) BUFFERS, SPOOLE!
¥ HEAD ALIGNMENT (includes hysteresis and eccentri-
s TRONICS & REPAIRS (includes | SW.
ter IX: MISCEL-} FLAT-BED, ROLLER-BED,

{7) Over 100 printer- and

A ANALYSIS SOFTWARE CRI-
o er XIl: DRIVE MODIFICATIONS. i
pioe” - GLOSSARY. ONLY $22. Comprehe:

{DISK DRIVE TUTORIALI B CODIER

The detailed theory and practical facts of floppy drives,
FDCs, “interfac

diskettes,
software. A must for the

formatting, and disk-stored
Soft

tudent, Prog:ﬁnmer. and Com-
-gu!er Shopper (save $555)! Relates to drivi® of every manu-

acture, and used in IBM, APPLE, TANDY, COMMODORE,
KAYPRO, Ti, HP, TH STAR, ATARI, DEC, etc. systems.

new car!

features,

uality, and price.
ices, a

NOR
OF LABELED PHOTOS AND ILLUSTRATI 3 have substantially
“Chapter It GENERAL. Chapter [: DISK DRIVES.

Chapter [ll: DISKETTES.  Chapter 1V: INTERFACING.
¥: FORMATTING.
and protection)

(1) Evaluations of dozens
Chapte: Chapter Vi: SOFTWARE (com-§ 100 popular modern copiers
ter Vii: RECOMMENDA-

§ Sy=f Cios) g{:iﬂi 'C&E;&r?%% gw;&%?’gi%com PER REINKNG METHOD=

i includes evaluations of do

ective, yetl unique d unconventional method 10
‘sélect common stocks! Multiple applications demonstrated
that stocks chosen by STOCK!ERO subsequently increased in
'value by an average of 31% 1o 211% per year!! STOCKPRO
-1l is upgraded with increased analytic powers. Use the shrew-
ed statistical and infuitive approach of STOCKPRO 11 to out-
siart the legions of Wall Street eggheads! Completely des-
cribed and illustrated. Written in straightforward
MICROSOFT BASIC. -
ONLY 515 for all Documentation (includes listing). ONLY
50 for Diskette + all Documentation.

onsumerlronics CO.'ALAMOGORDO. NM 88310
2011 CRESCENT DR.. P. O. DRAWER 537.

evaluation - advantages and
we recommend as the

copier and drum life. Where
you can and cannot recycle.

goxeﬂ Y

$ Thousands. ONLY $15.

Printers and plotters are costly, wit
tween cost, quality and capability! BRIl

(1) The physical specifications, ‘features, and control
popular printers and plotters. 3
(2) Printer and plotter interfacing,
how to correct them. Some are hard to iriterface. Most can
be memory-upgraded to save YOU m
(3) Many cost-saving tips and recol
chase and operation of printers and
(4) Circuit diagrams of X-SWITCHE!
switch one/two printers or plotters o one/two computers

ma Current Loop.
(5) Additional sections devoted to
TTER TYPES, EXPANDING MEMORY, INTERFACING,

ITERS,  RIB
, PATCHING 'SOETWARE, S
RATINGS, BUYING STRATEGY, and res-’zgc PROTOCOLS.
F RS, MEMORY.
TROGRAPHIC, = TRACTOR-FEED, _ DI
ITCHES, DOT-MATRIX, DAISYW

DATAPROCESSING, CAD/CAM,

GRAPHICS TABLET, CALLIGRAPHY,

ADVERTISING, PUBLICATION LAYOUi’S,

including abbreviations, control codes,“and interface terms.
(8 eaning, lubricating, maintaining, &nd repairing prin-

ters and plotters, with actual examples.

nsive and exhaustive - man

- COPIER MANUAL =

The total cost of a modern photocopier can exceed that of a
Yet, copier prices and brand names have little to
do with features and quality!
almost nothing was available for you to campare copiers for

PIER MANUAL describes in detail:

zens of qual{ty factors of many of
these copiers exhaustively tested by us.

(2) Our evaluations of each major copier manufacturer,
which ones we recommend, and their addresses. An indepth

st buy for an office copier.

(3) Dozens of little known facts and tips on copier selec-
tion and operation. How to make substantial savings on pur-
chases, maintenance, remirs and supplies.

{4) The optimum combination of paper and ink color to

R copyrighted publications and classified data
om unauthorized use. How to copyright publications.
Frank, comprehensive and exhaustive.

tions, photographs, and tables.

The’ mdst costly and popular phone rip-off is the phone credit card
scarh. - By hook or by crook, phone credit card numbers are found,
connections." The victim may get an enormous phone bill, in some
cases,: exceeding $100,000! e go into much greater detail in,
1
Thexbh eaker uses a sharpened screwdriver or other sharpened tool
to borel a small, hole into the mouthpiece of the payphone (about a
“of wire into 'this hole, and touches the other end to a grounded
bject (ex: phone body) creating static noises. The static
methodjis very crude, I've heard that it still works!

PLOTTERE COMPUTER PHREAKING H }

“Httle relationship be-

According to the FBI, less than 5% of all VERED com-
R & PLO R

Euter crimes result in conviction! Computer crime, or
Phreaking” costs $ Billions per year, and is clearly one of
the most dangerous - yet most profitable and least risky - of
all crimes! C%MPUIE‘ PHREAKING describes in detail:

(1) Dozens of computer crime methods. Schemes include:
Input Transaction Manipulation, File Alteration & Substitu-

p‘oblem areas and

tife and expense. tion, Unauthorized Software Modification, Code Busting,
lﬁ \eniations in the pur- Wireupring, Electronic Trespass, etc. Many actual exam-
eiter. ples - detailed case history based upon actual court records

Independently § of a major group! Why/how Government, business and finan-
cial institutions are easily victimized by savvy Phreaks!
(2) Numerous countermeasure, protection and security
schemes - passwords to public key encryption methods.
State-of-the-art techniques. Foil even the sharpest Phreaks!
(3) Definitions of lar computer crime terms, includ-
ing PIRACY, TROJAmRSE, LOGIC BOMB, TRAPDOOR,
G&)FATHER. MUTANT, ZOMBIE, BODY SNATCHER,
SILENT ALARM, CHEESEBOX, CANDYMAN, CODE 10, etc.
Learn how to become a computer crime fighter! Compre-
hensive, illustrated, frank. ONLY 5

‘COMPUTER SECURITY W

omputer crIme IS I t and increasing! Annual losses
are 5 Billiors"- plus dcvastatibr‘\é losses in privacy, personal
security, etc.! 'T BE VULNERABLE!

We developed many versatile, simple-to-apply, virtually
possible-to-defeat, comp security technig ese
include, but go far beyond, passwords and ciphers. No hard-
illustrations and § ware or RONFmods. 124 recfa A
P * Included are invulnerable BASIC cipher algorithms (en-
cryption and decryption); BASIC program for computing, test-
ing multikeys; cipher rrogram design techniques; how 10 use
zaps to protect disk liles from unauthorized access; clever
concealment techniques; secure operations procedures; re-

view of security books - more!
WILL AWARD $1,000 TO THE

Schematics pf Centronics Par-
RINTER TYPES,

RE-INKING
PEED

TYPESETTING,

lotter~.reiated terms defined,

TIME-OUT
tC.

$1,000 CO T: WE
FIRST CONTESTANT WHO CORRECTLY DECIPHERS OUR
25,000+ CHARACTER CIPHERTEXT!! Now that we've pol-
ished off the l@htvetghu, it's time for YOU to show us your
stuff! Not a "public key", DES or "one-time pad" cipher.
Included are details, contest rules, and many hints and clues.
Complete descriptions and illustrations. ONLY _$25.

Until COPIER MANUAL,

Modern cppiers are droppin,
increased features and quality.

of features, and prices of over
manufacturéd and-or sold by

ridge ribbons are costly, and ye
may produce less than 5 hours of lity copy! And are an
inconvenience to order - WHEN YOU CAN FIND THEM!
Now, you can re-ink your own cioth ribbons to iast about 10
hours of quality use for about 50 cents and 10 minutes of ef-
{fort per ribbon. Not any ink will do! We developed the right
combination of clay-irce ink and carrier - both commonly
and inexpensively availabie from stores in black and & colors.
Includes complete plans for your own el cheapo motor-
driven re-inker. Completely described and 1llustrated.
STOP WASTING MONEY ON RIBBONS!! ONLY $7.

By John Williams, MSEE, former CS Professor, NMSU We
pay all U.S. shipping! (12%, $3 min. foreign orders). Please
allow 4-6 weeks for d‘i“'?“f‘ orders, else 2-3 weeks:

Dozens of illustra- ial quantity di
ORDER

disadvantages - of the copier

How 1o extend

1o get cheaper supplies - what
Copier myths debunked!

Designed to save YOU tom editions for quantity orders! PLE,
ODAY! FREE CATALOG for all orders ov

QUR SUPER-SURVIVAL CATALOG DESCRIBES ALL OF OUR CONROVERSIAL FOR-UR—EYE
ONLY PUBLICATIONS, PLEASE SEND $1 FOR IT!
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INTRODUCTION

PHONE COLOR BOXES is one of CONSUMERTRONICS most popular
publications. Because of the demand and interest in these and other
phone circuits, we massively improved it with this addendum. THIS
ADDENDUM IS PROVIDED POR EDUCATIONAL PURPOSES ONLY. No
illegal use is recommended or implied. As well as much additional
info. on phone color boxes, we also included plans for dozens of very
useful and legit phone circults. Enjoy.
L ]
Our publications largely depend upon reader contributions. CONSUM-
ERTRONICS {s considered to be THE NATIONAL CLEARINGHOUSE
POR SURVIVAL INFORMATION (since 1871). To contribute color box
other circuits and info., please write me at:

CONSUMERTRONICS

2011 Crescent Dr., P.O. Drawer 5§37
Alamogordo, NM 88310

Please don't call - we are always swamped here. If-you require com-
pensation for your contribution, let us know in advance. We accept
‘anonymous eontributions, and confidentiality is guaranteed.

‘CUSTOMIZED DESIGNS

While reading this manual, you are bound to say, "I sure could use some—
thing just ltke that® We can now build any of these circuits, or any
combination of them, or any other phone-related circuit for you on a
customized basis. Confidentiality is 100% guaranteed. We build all
devices with the clear understanding that buyers are totally responsi-
ble for all of their actual uses, and that no devices are provided for the
intention of any fllegal use whatsoever. The devices we build are in
sturdy boxes, come with documentation, and are very simple tor you to
install and use., Only these steps are :
(1)Urplug the phone line from the back or underside of any home/
business phone, and plug in the device's modular plug. - - .
(2) Plug in the line's modular plug into the device's modmar jack.
(3) Then switch the device ON. If the device requires a battery(s),

e will be ship it with a new alkaline battery(s) installed. K
(4) Some eircuits come With extra eontrols and-or connectors.
'melr uses wm be exphmed in the accompanylng doeumentatlon.

Por us to provfde you a speemc ‘estimater .

(1) Send us a lst of the phone circuits you wish to have made tor
you. A "device" consists of one or more circuits mounted fn the same
box. "You can combine 1-10 circuits into any device as_you wish.

(2) Include a non—refundable research fee of $5 for each circuit you
are interested in, $10 minimum for each device. :

(3) Within four weeks, we will return to you an estimate of what we
will charge you for each device you specify.

(4) We require, in advance, a undable downpayment of at
least 1/3 of the estimated cost for eadh device you ask us to bulld for
you. Upon completicn of your project (which usually takes less than six
weeks), we will ship the device(s) to you, COD, for the 2/3 balance.

CONBUMERTRONICS reaerves a.ll patent rights to its lnventlons.

WHICH BOXES WORK & WHERE? '

Since publishing PHONE COLOR BOXES, we have been frequently ask-
ed, "which boxes work and where do they work (best)?" Without hiring
dozens of employees and sending them all over the U.S. and Canada, we
can seldomly provide an answer to that type of question. Things con-
:z.nnbug - We get w: all over, but compared to the
phone systems, t Is very small, spotty, often vague
or eontndlctory, and can't be substantiated or correlated. . -

It is true that :lnce MOST (but not all) areas have converted to Ess
Switching Systom), Blue and Black Boxes are now practi-

cally unusable, and that all baxing is much less certain or safa. Elec-

COPYRIGHT © 1988, JOHN J. WILLIAMS and FAMILY. ABSOLUTELY ALL RIGHTS RESERVED
By: John J. wuuams, MSEE --- CONSUMERTRONICS co., P.O. Drawer 237, Alamogordo, NM 883!0

t!'otuc lt omces thnt use the OQB (Comnon chnnnel lntenor—
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ﬂee Stgmlilx) ‘eannot be Blue Boxed because. under CCXS. all slgnal-
ing is done using separate data lines that cannot be accessed by the
phreaker. This method Is called out-of-band signalling. The old, in~
band s method sent the control signals along the voice lines and
thus could be Blue Boxed.

Standard Black Boxes cannot be used under ESS because there is no
direct connection made until the receiver is lifted and billing begins.
Thus, Ma Bell has a record it can analyze even if it could be tricked

Into recognizing a pseudo hang-up as a real hang-up without following
it automatically wlt.h a diSconneect.

In fact, under ms. standard infinity bugs are no longer useful because
of this fact, and fact that the ring back you hear is an artificial one
produced by the system and not the one actually being delivered to the
called number, and there are usually significant timing differences.
Weo understand that a more sophisticated infinity bug now exists that
works with ESS. This device works by blocking the phone ring between
the phone line and called phone. The bug then "answers" the phone
(goes off-hook), 8o that ESS will switch the tones generated at the call-
ing end thru. If tones are detected, the infinity bug then switches to
the eavesdropping mode. If not, then it simulates the phone ring until
elther the caller hangs up, or the phone is normally answered (it then
drops out). The design of this box (the Bug Box) will appear in our up-
coning TELEPHONE RECORDER INTERFACES II. We welcome ideas!

Boxing has become much more dangerous because much greater and
faster record keeping and detection methods have been implemented,
and the varjous carriers are increasingly sharing security information.
Even if you Black Boxed a cross-bar system, teleco computers can now
quickly detect the characteristic excessive ring period of Black Boxing
(even {f you {fiter out the ring at the called end). Under ESS, every sin-
gle digit dialed is recarded by computer - even for local, service,
operator and directory assistance calls! Even tones generated in the
middle of phone calls! In fact, newer versions of ESS are designed to
silently alert security when any "foreign" tones are detected - local or
long distance! Under ESS, eall tracing is sophisticated and immediate.

Bedaoxltxhnsois muchleessafetoperform. Mosipayphommw
roquire that the coin physically trips a microswitch inside the pay
phone. This ean be ovarcome by depositing the first required coin,
then baxing the remainder. Also, the coin's pulse shape is now more
critically analyzed, and many systems recognize pure square waves
and sinewaves as boxed tones. The required pulse shape is trapezoidal,
but clipped slne waves are almost always accepted,

Don't ever mme that anytmng you say over the phone is prlvate and
confidential! This 18 why we don't like to receive "sensitive™ phone
calls. Atleast two Government agencies (NSA and DEA) are known to
use supercomputers to routinely monitor phone conversations trans-
mitted via microwave (virtually all long distance calls and many local
calls out of a central office are now microwaved). Each conversation
s te recorded and searched for trigger words, terms and

If they are found, the conversation is permanently recorded,
m:ﬂ:thecanod/ﬂnhgphomnumbers, torlnteranalyslsand

DIVERTERS

A mvmzrxn Is the most common type of Call Forwarding. It's used
particularly by small business people and professionals (ex: doctors,
psychiatrists, dentists, plumbers, real estate agents) to automatically
route office calls to their home after hours. Thm people are almost
always listed in the Yenow Pageu.

Phreaken lpve diverters because they can use them to place tree long
distance calls. Diverters are used for calls that can't be made thru ex-
tenders. These lnclude lntematlonal calls and Alllance 'mleeonterent.-
ing calls. . -

The er calls a local number he suspects uses a dlverter. after 7

Pll. He l!ltem tor multlple cl.lclts BEPORE rlngtng starts, whlch are a




give—away that the call was dlverted (multiple clicks AFTER rlngmg
starts usually mean that more than one extension was lifted). And If
the call {s answered at all by a relevant person (not a service person or
answering service/machine), the subscriber [s working very late, oper—
ates his business from his home (which can usually be ruled out by his
office address), or the call was diverted. When the phone i3 answered,
the phreaker then claims wrong number or some other dumb excuse.
when the subscriber hangs-up there [s often a few seconds of his own
dial tone played out. When that dial tone starts, the phreaker then
quickly dials out the phone number of real Interest to him. The sub-
scriber is later billed for the call.

There are other types of call forwarding. The DOD Fraud Hotline was
one. PBXs (Private Branch Exchanges) are another. Sometimes whena
PBX call is disconnected; It leaves the phreaker with a dial tone
INSIDE the PBX. PBXsare popular with larger companies. After talk-
ing to an employee, the phreaker waits untll he hangs up. Or he calls
the PBX after hours and hopes that he is le(t inside the PBX once the
recording {s over with.
¥

Once the phreaker has the local dial tone, he can then dial to the [irst
local access ports (switches) of one of the common carriers (AT&T, US
Sprint, MCI, Allnet, RCD). When the local port answers, It places a car-
ar (system) dial tone on the line. The phreaker then punches in the
_ccess code, area code and number of the next target port, preferably
located in a large, distant city. When the second port answers with its
dial tor.e, the phreaker punches in the access code, area code and num-
ber of the next target port. This process repeats {tself as many times
as desired to help obliterate the trail back to the phreaker. Finally, the
phreaker dials his destination number.

- COLOR BOX DEFINITIONS

There is confusion about the definitions of the lesser known color
boxes. We don't claim to be an authority on color box definitions. We
published those deflinitions provided to us by others. Color box defini-
tions given in the Spring l988 issue of 2600 MAGAZINE and from other
sources include:

j

SILVER BOX: Able tosimulate the DTMF (Dual Tone, Multi-Freq.) and
bave the avalilability togenerate 1633 Hz. Tones are used on the Auto-
von voice network (military phone system). This definition is the same
as what we call the GREY BOX. [ have been Informed that the Silver
Box has nothing to do with either REMOBS or Lineman's Handsets.

CLEAR BOX: Allows calls to be placed from the new private pay-
phanes that block the phane’s mike until a coin is depcsited. But by
an impedance tap type of device, the speech of the caller can be
lectronically placed In the earpiece and the conversation can proceed
normally. This definition differs from the {mplementation method
than what we stated.

BLOTTO BOX: Combination of Blue, Red and Black B/ox New term.
CHEESE BOX: Allows for a call to be placed to one location and then
transferred lo another on a different line than the original number
called. Used to hide actual location of the caller from traces by separ-
ating and isalating the call from the other line. This definition clari-
fies ours. One source stated that an effective Cheese Box method re-
quires subscription to a Call Forwarding service, Red Box tones and
the number to your Prefix Intercept Operator (PIO). You then use your
CP to forward all phone calls to the PIO. This will set up your phone as
a payphone, and it will wait for the quarter sound, which is produced by
the Red Box.

TRON BOX: Allows ane to reduce the electric company’s meter regiss
tration of his energy usage while he uses the same energy, by placing
capacitors across the 120 VAC power lines. The Tron Box is based upon
the theory that by correcting the power factor load-side you somehow
fool your meter Into either slowing down or reversing. First, to avoid
confusion, any term with the word "Box" In it should be relegated to
phone boxing only. Second, the electrolytic capacitors specified by the
Tron Box design are very expensive, age fast, and have been known to
explode. Third, this stale |dea is circa 1928'! At best, It just makes
your meter run more efflclently while costing you the same (plus the
added power dissipated by the capacitor bank). At worse, it so ad-
versely affects the magnetization current of induction motors, that
you get motor stall and burn—out. CONSUMERTRONICS publishes
some Dyn—O-Mite publications on electric, natural gas, gasoline,
dlesel fuel and water metering. See our SUPER-SURVIVAL CATALOGQ

s .
($2) for more Info Continued on P. 9
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MISCELLANEOUS CIRCUITS

These phone circuits perform a variety of other crucial functions:

BUSY"
N.O.PB

]h‘;L o

E ~
= LED
— 9VDCRELAY -

{™TBUSY" PHONE CIRCUIT: There are certain times that you don't want
.0 or can't answer the phone, while, at the same time, youdon't want to
be bothered by Incessant ringing or give the Impression that you are
out. You could put the phone off-hook, but then you get those Irritat-
ing buzzing sounds and "please hang up" messages, and anyone calling
you may be told that your phone is out-of-order. This simple circuit
makes your phone act like it's busy. You hit the "Busy" PB when you
don't want to be bothered, and the Reset PB when you are again availa-

" ble. Simple! It's also very useful to mislead burglars casing your place,
to discourage harassing and other unpleasant phone calls, to reserve
the phone for you so that when you need it someone else won't be using

. it, and to assure an undisturbed rest.

A U e 43
- . aunooutd PHONE ;
L<enasLs | COLOR 2
itz o 5 NE5900 BOX ;
XTALT O = ENVELOPE f§
TEST PIN == o1 =3 ouT1 ADDENDUM:
e Q2 p=—J30UT2 .
COUNTING !
g Q3 =P OUT3
'CLEAR e
e MyCT

[«
v
s I}ﬁAPHONE 0.1 3
f 60/600
OHM
120 6 § TRANS.
ooos

Lo

Gamaman®
g}
TO PHONE LINES

PHONE LINE INPUT MATCHER: Music sounds so poorly over the
phone because, In most cases, the musie generator is poorly matched
to the phone circuit. Same with that color box you may have been
using (shame on you!). Phone lines are 600 ochm. The required trans—
former (shown) is a 60 ohm/600 ohm one, but any 1:10 audio transform-
er with 40-75 ohm input works well. Also, if the ratio exceeds 1:10,
load the output with a parallel 10K, 20-turn pot. and tune it for the
best sound. The ECGs are CMOS AND gates operated [n their linear
(amplifier) region. Conventional AND, NAND, BUFFER and
INVERTER CMOS gates will also work (TTL doesn't work). This circuit
also helps smooth out harsh square-wave tones produced by the typical
€l cheapo 555 color box, and {t is similar to output circuitry used in
modems. S0, the next time you call your Aunt Mildred in Waco for a
recital she can now truly appreciate how bad your voice really is.

PHOTO=
DARLINGTON
2NSTT7

(A)

PHONE LIGHT MONITOR: This circuit is used to detect if a phone but-
ton (or other) light Is ON and to buzz whenever that occurs. No hard
connection (s made to the phone.

L RO

CALL PROGRESS DETECTOR: This circuit is used in conjunctlon wnh
color boxes, Touchtone keypads, auto—dialers, modems, remote con-
trollers and alarms to determine when the phone is either ringing/busy
or off-hook. When the off-hook condition {s detected, the data/
recorded message i{s then transmitted. This circuit Is connected
directly to the input leads of the phone's earpiece. Note that the 470K
resistor is critical because it's used in the internal bandpass filter.

OUT1 Is high for ringing, OUTZ2 for busy, and OUT3 [or reorder.
OUT1-3 are low for dial tone and high for overflow (excessive noise
level or talking). The Valld Data output is high when the chip detects
the right off-hook conditions for data transfer.

Although the fregs. used for dial tone, ringing, busy and reorder
(depending upon equipment), their ON/OFF durations are uniform.,
Dialtone is a continuous tone pair. Ring is ON for two seconds and OFF
for four. Busy is ON for a 0.5 second and OFF for a 0.5 second. Reorder
(a phone company supervisory function) is ON for 0.2 seconds and OFF
for 0.3 seconds.

This circuit uses a stock color TV crystal (3.58 MHz). To Initiate the
call progress detector, you temporarily ground Clear. Other pins of
importance are the Envelope, Enable, Test, Analog Out and Counting.
The Envelope pin lets you detect and switch on oddball responses (use-
ful for demon and wargames dialers). The Enable pin lets you turn ON/
OFF OUT1-3 and Envelope, and is grounded for ON. The Test pin is
used only for testing only, else ground i{t. The Analog Out pin produces
a filtered analog signal and can be used for remote surveillance. The
Counting pin let's you count the duration of the try for recyling the

Y

PHONE LINES

4AEX 581 or

4E 30-8
VN (I'T'T SEMICON)
=235V RELAY

PHONE ¢1 PHONE 82

SOV IGG O OCOGCOOD OQO‘J DG HGOCTOOOREC GO OGOGLLOOELOOTO

FIRST-PHONE-LIFTED PRIORITY: It's annoying to have six exten-
sions and, every time you get a phone call, every member of your home/ :
business goes thru that same, tired ritual of lifting and replacing phone é
extensions. Or rudely dialing out when your engrossed In a conversa-
tion with your in-laws. With this circuit, once one extension is lifted,
all the other extensions are automatically disconnected. This eircuit
also improves security because bug/extension eavesdroppers are
locked out. This also eliminates the problem of having extension bells #
ding all over the place when any extension dials out. @
The trigger diodes used have a breakdown voltage of 33V. The diodes ¥
on the first extension lifted thus conduct. Upon lifting the recelver, %
the line voltage drops to 5 volts, preventing the diodes on the other ¢&
extensions from conducting until the off-hook extension Is hung up. .
Using this method, a practically unlimited number of extensions can -4
be used with no interference between extensions. In fact, several / b4
extensions can share the same diode interfacing. This allows you to 3
wire your extension to one set of diodes andrall other extensions to ¢
another set 30 you don't have to worry about unknown and subsequent §
connections installed to bypass this security. 5
The circuit part on the left is used in lieu of the internal ringer:
(which are dlsconnected) for a dlstrlbuted rtrger (alarm) sy<'er

PP -~
. - Sl
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612V RELAY
21N3906

%12V 4
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- 10K
12 0.0047 L]
5 l n 138 115 §12 :
4 = il e
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S60K 0.22 6§ 4027 @
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EYBOARD/COMPUTER INTERFACE FOR AUTO DIALING: This cir—
Y 1it uses a calculator (non-matrix type) keypad or computer or con-
woller input to automatically rotary-dial phone numbers. Opening the
NC SPST switch s equivalent to going on-hook, which permits you to
start a new call. The LED Is used to indlicate that the number i3 being
correctly dlaled. For computer use, the PBs can be replaced with
analog switches (ex: 4016, 4066) that are controlled by the computer's
data/address lines.
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HANDS-OFF PHONE CIRCUIT: This is an excellent alternative to a

CHROMERICS
ER-21623 KEYPAD 4.3K g 4 ?qzv
{23 F 24
E =3 2 s55
alsle o [,
F
il 14 @ 5 f‘_ﬂ 100K
(0 ﬂ' 2 q_: S o 100K 712V
T TR 1o 4.3 0.047 2 ; =
3.9K T -;41 -
12v
2.2 5.6K - D BT + 0.05
2 +12v 3 i
24K 5K 555 g

0.047

used by Touchtone phones. Each 555 produces a tone depending upon
which button is pressed on the matrix keypad. The two tones are mixed
* at the 741 inverted Input and amplified. This well-imown circuit is
commonly modified for color box uses. To do that, the resistors in the

1
= 0.01 -
= .
TOUCHTONE ENCODER: This circuit produces the required dual tones
5 ' resistor ladders to both 555s are changed to duplicate color box fregs.

Speakerphone.. It uses stereo earphones and an electret condenser
mike. e e

: 3
: s = ALED
e 15K %
Replaces j—-— RS273-1380
Transformer 1K
when Music OH
_ not needed 8 OHM
: =5 AUDIO IN
_ 8K3638,GE246,
- - 2N5061or LATCH

“T"RS276-1020 SCR

HOLD/MUSIC-ON-HOLD: This circuit uses a music synthesizer mod-
ule (availsble in several tunes), sound-generating chip output, cassette
ar other audio Input to provide music or special-effect sounds to those
you have on hold. If you want the Hold function only, the transformer
can be Teplaced with a 1.5K resistor. Or you can use a selector switch
to select either Hold or Music-On-Hold. R1 should match the SCR

=

B GGS O OO BTG TOG OO BOROODOGOG OO G000 G OGPOCOOE

Ao Y7
S e

B OO RO T OCE

Sl et Do

=
? PHONE SPEAKER CIRCUIT: If you just want to listen, this circuit will
let you do just that. > g

=

MISSED CALL INDICATOR: If you are expecting a call, but can't be
thare tg get it, this simple circuit will tell you that at least someone
tried 10 call you. No hardwired connection Is made to the phone cir-

cuit. You simply tape/glue the magnetic reeg, switch to the phone's
bell coll. When a call arrives, It momentarilly closes the switch, which
activates the S8CR and turns the lamp ON. Can also be used to activate
a recorder or answering service.

2 e L

s
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(MONSANTO) )

RS276-116 PHOTOCELL 4/
PHONE'S PIEZO v

(E) BUZZE
4
PHONE LINES
3 [ R1 ~ LED Rl SK

P 4 ]
Adjust R1 Por Desired Light/Dark Intensities

1}
C34012-X/8 180K .
3 (moToroLA) AL -
3 !
27K O
PIEZOJ411
SOUNDER
)
3 5
3 (B)
4 l -~
L
]
: REMOTE RINGERS
; « <CHONES 5 : ,
4 : - e — The following are circuits that can be used to replace/supplement
1 ‘9 ’ : [ bell or plezo sounder now used as your phone's ringer. Most ph:
r “'T I ringers can be completely turned OFF thru a built-in volume cont:
] PN 1, 8 Else, disconnect the current ringer to replace it.
)} 4 e h
(] 1 K MC34017-X .
] -lﬁ'—‘—lw— . (MOTOROLA) b (A) This plain vanilla remote ringer uses an optical coupler for 1
; HONE LINES'® 6.8K . . isolation, and a 555 to produce the desired ringer tone. A 556 (or °
. ) : §5549) can be used so that one 555 section is used to increase/decre
O ¢ 10K the ring time of the other 555 section, or to produce dual tor
1. ¢ (O PIEZO VOLUME S :
T 1 SOUNDER L . : (B) This circuit produces a warble. There are three versions of
L e . CONTRO! _.-=} MC34012 chip. The MC34012-1 warbles at 800-1000 Hz, the -3 at 1€
$1 ‘ ~. .iaw-.J] 2000 Hz, and the-3 at 400-500 Hz. C1 s, respectively, 10600 PF, 500
3 , and 2000 PF. Phone line polarity is not important because the chip
(H) 8A. 406 WVDC a built-in bridge rectifier. It also features transient protection
TRIAC RS276-1000 direct drive for piezo sounders, and does not require external pov *

You can vary Rl and C1 to produce the warble most pleasing to you
you are a country bumpkin like me, you can produce a turkey cal
o-100 waTT | Using a C1 of 100 PF and a R1 of 68K. Then, you can get your ph
calls at the barn even when the (rost is on the pumpkin.

3
L4
Kl
.
4
H

. A LA DI ~{ (C) This circuit uses another, similar Motorola device, to provide

external warbler ringer. The three versions of the MC34017 use
same C1 values for the same freq. ranges. For more informatior
the MC34012 and MC34017, ask Motorola (Phoenix, AZ) for Appl
tion Notes AN933 and AN937, and the May 1938 {ssue of MODE
ELECTRONICS, which Includes plans for a theremin ringer.

(D) This clrcuit Is designed specifically for Mallory Sonalerts. Le
going to the internal unit are clipped off and reconnected to
replacement Mallory Sonalert:

(1) 8C-18, 3500 Hz, 70 DB, Soft.

(2) 8C-628, 2800 Hz, 80 DB, Medium.

(3) 8C-616N, 2900 Hz, 95 DB, Loud.

(E) This circuit automatically cuts OFF the phone ringer during

night. A photocell {3 wired in series with the ringer. When light

the photocell, it conducts, and the ringer can ring. When darkened
doesn't conduct and the ringer can't ring, instead an LED is used
Indicate ringing. To install, a lead to the ringer is cut and the photo:
(with 8" leads) {s wired to both sides of the cut lead. A 1\2" hol
carefully drilled into the phone's upper case Mif, and the photoce:
Inserted and glued into place using sflicon rubber cement. The phor:
then placed under your night reading lamp or near a lighted windo»

' skylight.
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o 2555000,

with an LED.

)
> (H) This simple circuit uses an opto-isolator and a triac to delfver the
~.Ce

PO PN 2.0

} (D This circuit is a more complex but more refinable version of (H)

(F) This simple circuit is used to replace/supplement the phone ringer

(@) This circuit is similar to (F) except that the new ringer Is a piezo
4 sounder. For combined resuts, combine both circuits in the same box.

. ring to a 20-100 watt lamp or other load. Ring detectors of this type
- applicable to phone—controlled animal feeders, security checkers,

(J) This is the el deluxo version of (D. Can be used to control low-
power and high-power loads. As long as the phone keeps ringing or the
recelver is off-hook, the light will light steadily. It also remains lita
few seconds after ringing stops or you hang-up. It's ideal as a phone-
controlled nightlight, and as a remote phone controller.

(K) This Is another simple ring-activated circuit that usesa CMOS and
relay.

(L) This circuitlsa simple ringer replacer that is wired inside the desk
phone's body and Installed similar to the photocell described above.

il
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PHONE TESTERS

These circuits are used to test and repair phone circuits:

TRICOLOR

LED MODULAR PLUG
e
(A) BLK RED GRN YEL
*R1 Depends Upon LED Used

¥ infinity bug on the line, or something else has loaded the line down. In
% fact, this simple device is an ideal continuous monitor for both
: derecuve phone conditions and Infinity bugs.

3 To test to see if your phone's off-hook functions, lift the handset.
! The light should extinguish.

§ To test for ring, dial your own phone number, then hangup just as the

rings start. Your phone then should start ringing. If not, have a

2D ODDDD DD

phriend call you up. When your phone is ringing, the LED should pulse
and be yellowish (due to AC component).

Conversation produces a varying, yellowish LED output.

A good source for modular plugs and other phone circuitry hardware
is RADIO SHACK. We prefer MARLIN P. JONES & ASSOC., P.O. Box
12685, Lake Park, FL 33403 - they are often less than half price.

PHONE LINES PHONE LINES

(B) This circuit uses a simple center-scale 50 A (analog - not digital)
meter to monitor the phone line. On—hook will show a high reading,
off-hook a low reading, ring a pulsing reading, and conversation a vary-
ing reading. Can be used just like the LED tester, and, in fact, we
suggest wiring both testers together.

(C) This eclrcult uses an ordinary 8 ohm tweeter speaker and a push-
button switch to test for dial tone. When the switch is pushed the
speaker's low Impedance loads the line to simulate the off-hook condi-
tion, and dial tone results. The PB function can be automated using a
555 chip and relay to pericdically test the line, say during storms when
the phone lines are down and you need help but you can't pick up the
nhona avary minute ta determine If the lines ara flvad



SECURITY

These nifty phone circuits are used for surveillance and eavesdropping

and thelr countermeasures, For much more (nfo. and cir~
cuits on phone bugging/tapplng, see our TELEPHONE RECORDER
INTERFACE ($8) and SECBRET & SURVIVAL RADIO ($20) manuals. For
much more Info. on computer survelllance, see ocur COMPUTER
PHREAKING, AUTOMATIC TELLER MACHINE, ATM ADDENDUM,
and BEYOND VAN ECK PHREAKING manuals ($20 each).

8V
BA’I‘I’E’RY

“’ PHONE SPIED

HANDS
5T RED, GREEN

an Inductance pick-up coil to monitor phone conversations and data.

The coil can be a Lafayette 99E10340 pick-up coll, or it can consist of
about 200 turns of fine enamel wire around an iron core. An old relay
coil of about that size also works well. It is placed near the phone re~
celver for best results. The first 3900 stage s a high galn amp. The
second stage s a unity-gain buffer amp, which output can also be used
to monitor computer data.

+12V] 1oM

INDUCTA.NCE PICK-UP: This slmple surveillance devlce Is used wlth

3
1)

.

SIMPLE PHONE EAVESDROPPER: Most phones use only two of the
four lines going to it (Green and Red). In this circuit, the spare Black
and Yellow lines are jumpered across the phone's speaker lines, with a
9V battery and 10 uF capacitor in series, and wired to the speakerocna
] remote handset. The circuit will work without the battery and capaci-
\.tor, but the extra loading may cause suspicions. See also the NES800
circuit described herein. A variation of this technique is to connect
the speaker of a speakerphone to.a spare pair, and then wire it.at the
monitoring end to a low-tmpedance mike preamp, recorder, ete.

CONSUMERTRONICS

2011 Crescent Dr., P.0. Drawer 537
Alamogordo, NM 88310

SOLD FOR EDUCATIONAL
PURPOSES ONLY
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BUGS/TRANSMITTERS: (A) is a radio bug/transmitter that Is normal~- 2NS5178 =

ly tuned between 108 MKz and 110 MHz (upper FM, lower alrcraft).
Use with care and don't violate PCC rules. (B} is a line-of-gight infra-
red bug/transmitter. For maximum range, use a large LED or LED
cluster and a lens for the transmitter; and a cluster of sensors, lens and
IR fliter for the receiver. Will transmit thru glass.

PHONE RECORDER SURVEILLANCE: (A) and (B) are fairly equal to
each other and the $29 Archer (Radio Shack) TELEPHONE RECORD-
ING CONTBROL. They are adequate, but detectable and destroyable
phone recorder interfaces.

1 a) =

de.\ls PHONE LINES
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RECORDER ﬂ a10x 7
) MIKE INPUT 3 L ¥
15V ZENER 0.47, 200V ] 74123 ’
‘ 7
. s ¥
2N2222 TT1)r= o

TT2 Yy g
e TT3> 0 .
— 'l'u‘ '.
A
8 TOUCHTONE NUMBER DB'I'BCTOR: This neat circuit detects wheth- ';4
er a certain phone number was dlaled. TT1, TT2, TT3, TT4 connects to ¥
PHONE COLOR BOX the sequance decoder inputs inside most ’mgtc:’ne lE?wnes. Great for E

checking up on a suspected family member, business associate or

ADDENDU M employee! The cutputs can be recorded for pen register~type uses, or

to activate an alarm, remote indicator or recorder. -




—

[ sK3638, GE246,
2N5061 or
RS276-1020 SCR

R~

LED

"(B) 1

BUG/EXTENSION DETECTORS: (A) uses a T41 as a comparator, while
(B) uses the trigger circuit of an SCR for signal change detection.
Another difference is that (A) actlivates only while the bug/extenston
is connected, while (B) can be made to stay ON even if the bug/exten-
sfon i3 later disconnected (it also serves as a missed—call indicator).
Bugs (some) and extensions tend to load the line. When they do, the
properly set detector will immediately detect this loading and
activate. Either can be used to detect on-hook or off-hook loading.

To set (AYs cut-off, adjust R1 to just cut-off the LED. To set (B),
set R1 all the way positive, then adfust B2 to turn the LED ON. Then
adjust R1 more negative to turn the LED OFF.

JONE COLOR BOX
ADDENDUM

ontin m P.2

ORANGE BOXES

One color box that has gotten a lot of attention i3 the Orange Box (also §
known as the Killer Box). There have been many rumors about its exis—
tence. We long ago lost count of the number of promises from phreak- }
ers about Orange Boxes. One more prom!se and I'll scream louder than H
a nudist In a velcro jock strap!! We have yet to see one or verify that §
even one exists. Not even plans! i

It is well known that, {in New Jersey, Ma Bell tested a feature of Call [
Walting that displays the calling number so that the subscriber cande- §
termine whether he should discontinue his current call to answer the §
waiting call. This feature resulted in outrage and legal challenges
from the ACLU, unlisted subscribers, and others who love privacy.

It i3 known that this ANI (Automatic Number Identification) Ceature is
NOT available anywhere without first subscribing to the Call Waiting:
service, and It {s NOT available everywhere that Call Waiting {savails §
ble. The implication s that only after subseribing to Call Waiting i~ §
the Ma Bell computer enabled for this ANI (eature. We know (rom ex-
perience that no set of tones or digital signals sent down the line, eith- &
er during ring or on-line conditions, produces a response from the Ma 3
Bell computer that can be interpreted as a phone number. Enoughsaid!

If you have an actual, proven Orange Box or the plans to one, or of an §
actual, proven REMOBS number, send it to us Insured or certified (we &
don't accept unknown CODs). Otherwise, don't waste both of our time [
with bulls*st promises and fairy tales!

llegal calling
detected

tense Wednesday that local
subscribers were having to
make many attempts to com-

SMART USE OF AUTO REDJAL: A neat trick is to use the Auto Redial
fegture cn most modern phones. Simply by pressing the Redlal button,
you can discover who was called last. If your home or business is

, if the criminal made a phone call while there, his ID can
be revealad. This happens often because criminals use a viettm's phone
to call friends, accomplices, fences, or to make free long distance
calls. (All long distance calls and those local calls made on a line with
measured service are also competely traceable from the phone bill.)
Simply hook up a tape recorder with a Radto Shack or phone recorder
t shown here ov in our TELEPHONE RECORDER INTERFACE
nual, turn the recorder ON, hit Redial and record the tones or rotary
»-2p8 used in the last phona call (as well as the conversation you have
with the called party). The number dialed can then be easily recon-
structed. Or ask the police to do that for you.
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Mountain Bell today an-
nounced that it has detected
massive fraudulent use of in-
terstate long distance calling
that is causing disruption of
telephone service in the
Alamogordo area.

Area Manager Gene
Whitehead said the sporadic

disruption in service the past-

few days has been caused by
the use of the Alamogordo
switching facilities by people
on the east coast calling Puer-
to Rico. .

He said the use of the swit-
ching facilities became so in-

Phone companies fight fraud

Students, ;pi'ofessionals and convicts cost firms hundreds of millions

WASHINGTON (AP) — Tele-
phone companies are using com-
puters, amnesty programs and
the law to recoup their losses
from a half billion dollars in
unpaid eall:ta eat;'

llege - computer-
literato professionals and even
enterprising’ prisoners are

among the offenders who get
into hone network illegaﬁly
with stolen a ization codes,

electronic devices or other
means. .

“Every time you find an an-
s\::gl for one-: nrfa. another
problem crops up. It’s a contin-
ual battle,” sqid?'Neal Norman,
dmtm_:t rity: manager for
American Telephona & Tele-
grah Co. : .

mpanies are changing the
software as well as the gard
ware in their networks to try to

block the calls, and they are
offering amnesty programs on
college campuses for students to
'fess up and pay up. :
They also are working with
federal authorities to prosecute
call-sell operators who are usin
stolen authorization codes an
electronic “blue boxes” to break
into the network and sell cails
to all parts of the world at
drastically discounted prices.
“The whole telecommunica-
tions industry is very aggressi-
vely pursuing the people who

" gare committing fraud. They're

going for restitution and jail
sentences,” said Rami Abuham-
deh, executive director of the
industry-sponsored Communi.
cations Fraud Control Associa-

tion.
Abuhamdeh estimated that
the industry loses about 1

percent, or about $5C0 million,
to fraud annually, but he said,
“It's tough to assess losses
because it's a touchy topic with
companies.”

College students are believed
to be among the biigest offend-
ers. Many know how to use
computers to search phone com-
pany systems for active authori-
zation codes, and their cam-
puses are hotbeds for large-scale
theft because the es are
passed around so easily.

Other computer hackers in-
clude doctors, lawyers and
homemakers, but Abuhamdeh
said the heaviest damage is in
selling the codes or posting
them on “electronic billboards.
The hackers themselves usually
don’t make as many calls as
other groups, including prison-
ers, he sai

g‘l;;e their long distance calls.
e subscribers could not
rr;aaklf any long distance calls
al

_Whitehead noted that long
distance calls into the area
also were being blocked by the
east coast traffic that was be-
ing routed to Puerto Rico il-
legally through the Alamogor-
do switch.

He said that the use of
remote switching offices, such
as thtl! eg!ethm ogo&d«;, to
comp ese ong
distance calls IE? causes
disruption of local service.

For example, he explained,

local telephone numbers are
dialed as part of the total dial-
mibsequence to complete such
calls and this causes local
telephones to ring. But when
the telephones are answered,
there i3 no one on the line.
. Whitehead said every effort
is being made to minimize the
impact on local subscribers
through electronic means, as
the investigation continues in
an attempt to remove the
problemn.

He said that this particular
problem occurred in
Alamogordo two years ago,
and has appeared in_ other
areas of the country. He said
the perpetrators were using
switching facilites in Montana,
but were blocked there; they
then tied into the Alamogordo
exchange.

_ Other communities affected
include €arrizozo, Tularosa
and Cloudcroft.

Friday, October 31, 1986

Alamogoardo, Naw Mexic™
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RE MOBS

REMOBS (REMote OBServation) is apparently another phreaker myth.
Carriers are reported to have secret phone numbers that the phreaker
dials using a Touchtone phone. He then punches in two access codes
and the phone number he wishes to tap, which can be anywhere in the
U.S. No operator comes on line. The tapping is done immediately,
automatically, quietly (no telltale clicks, hums or beeps), and as long as
he wishes.

Again, we have been promised REMOBS numbers without a single one
ever being produced that can be shown to work. Neither we nor 2600
MAGAZINE (Spring 1988 issue, P. 27) believe that they exist (at least
to the claimed power and extent). [t's probable that each exchange has
a REMOBS set-up for Ma Bell for line test purposes, and (or law en—
forcement and other personnel for numbers (n that exchange. And It's
probable that once all the phone systems become completely Integrat-
Led, a nationally-based REMOBS will be installed.

2hreakers have accessed certain Ma Bell {unctions in their exchanges
by dlaling DA (Directory Assistance) using a Silver Box. The "D" but-
ton is then held down. This bypasses the DA operator. A pulsed dial
tone results. Access codes and phone numbers are then punched in the
Touchtone pad. One of these test functions allows a quality check of a
subscriber's line during actual use - thus eavesdropping.

* The only known REMOBS-like system is the Teledyne Forteld System.
It's limited to its exchange, and it requires passwords to access its var—
lous test functions.

LINEMAN'S TEST SET

The Lineman's Test Set (LTS), also known as the "butt set," can be
bought commercially for $100+. For a lot less, you can make one from
a modified one—piece phone:

(1) Use a line cord terminated with alligator clips. See (A).

(2) Install a DPDT toggle switch and capacitors. See(A). When
switched in, the capacitors block the line's DC, but permit the ring and
conversation AC to be monitored.

(3) Another hook-up method is to staple~connect bare ends of LTS
leads to the phone lines. See (B). Another method is to poke the phone
lnes with small safety pins, then hook the alligator clips to them.
Another method is to use a ribbon cable press-on connector. Then wire
the LTS to the mating connector. Used where discovery is not likely,
more than one phone line is monitored, and where the lines are re-
peatedly accessed over time.

(4) The safest known way to use an LTS to phreak phone calls is to
find a junction box serving public payphones and a cordless phone mod-
ified for LTS use. Evenif the LTS isdiscovered, since the phreaker can
be hundreds of yards away, he would be difficult to cateh and conviet.

PHONE LINE

MISCELLANEOUS
MORE ON COMPUTER BOX EMULATIONS:

Computers can be interfaced to phone lines to emulate color boxes in
several ways. One method entails using a modem that can be pro-
grammed to generate multi-tones. Another is to couple your computer
to the phone lne using a speaker. This only works directly with com-
puters that can generate multi-tones, such as the Amlga. [BM-PC/XT/
AT and P8/2 systems can't generate multi-tones without the use of a
special card. Else, a D/A conversion must be made that will produce
these tones. A third, more practical way is to use a music synthesizer
or MIDI to perform this task.

:

RIPPING-OFF PAYPHONES Cont'd:

Additional methods (P. 15-16) used to rip—off payphones include:
(1) Using double-stlck tape, Elmer's Glue or STP to gum-up coins.
(2) Seal all leaks In the phone (money changer, ATM, etc.) with

putty on a very cold, dark night. Fill the phone with water thru the

coln slots. When the water {reezes and expands, the phone bursts open.

A B C D DUAL-TONES:
The Tuuch-Tone table on P. 9 should be added to for the military (Auto
von) phone system A, B, C and D keys. A =687 + 1633. B =770 + 1633.
C =852 + 1633. D = 941 + 1633. The result is a Silver or Grey Box.
These extra keys are used to program in call priority.

SHRIEK MODULE:
CONSUMERTRONICS [nvented and sells a device called the SHRIEK
MODULE (see our TELEPHONE RECORDER INTERFACE ($8) manuai
for complete description). It works by sending an extremely loud

MODULE {3 an excellent countermeasure against phone buggers,
rapists, perverts, harassers, bill collectors, enemies, ete. [t's quickly
connected/disconnected with its modular phone plug and "Y" connec—
tor, both supplied with it. Our testing proves thut the SHRIEK
MODU LLE is easily loud enough to damage hearing. Some have scoffed
at that claim, stating that it is impossible to build any device that can
produce a loud enough sound over the phone todamage hearing. To set-
tle this issue once and for all, below is part of an article photocopied
from the ELECTRONICS DESIGNER'S CASEBOOK NUMBER 4, P. 5
(published by ELECTRONICS; emphasis is mine):

Acoustic protector damps
telephone-line transients

by Gil Marosi
Intech Function Mocuies inc., Santa Clara, Cadl.

By limiting the transients on telephone lines, this acous-
tic shock protector prevents those sudden high sound
levels that can damage the ear badly enough to cause
lgss_of hearing. It holds the maximum peak-lo-peak
voltage at the receiver of a tclephone headset to 50
millivolts.

Enough said! The SHRIEK MODULE sells for $75 each (20% OFF on
orders of 5-9 units,

MOBILE & CORDLESS PHONES:
The old style mobile phones were limited in range and number of chan-
nels. The user dialed the operator on a free channel and placed the
call. The new mobile phones are called, "cellular” phones. They have
many more channels and unlimited range because repeaters relay calls
all over the U.S. and some parts of Canada, and no operator assistance
is required. Cellular phones operate in the 870-890 MHz bandwidth,
with channels spaced 30 KHz apart (from: SECRET & SURVIVAL
RADIO (320)).

Cordless phones are mobile phones with a range of about 300 meters (a

better antenna and receiver extends this range for miles). Older cord-
less phones could be accessed by anyone using their own cordless hand-

shriek down the phone line at the push of a button. The SHRIEK |
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VITAL INGREDIENTS

SWITCHING CENTERS AND OPERATORS

fvery switching office in North Amcrica (the NPA system) is § operator came on and said, “What number are you calling from™ Out
assigned an office name and class. There are five classes of offices § of curicsity, | gave her the number 1o my CO, she thanked me. and then
numbered 1 through 5. Your CO is most likely a class $ or end office. § 1 was co d 108 ¢ ion that appcared to he hetween a
Al ang-Ihstance (Toll)calls are switched by a toll affice whichcanbe § frameman and his wife. Then ot started ringing the panty | oryainally
sclannd. V.2, 0r | office, There isalsoa 4X office calied an intermediate §-wanted 'to call and everyone phrcaked out (excuse the pun) |
point. The 4X office is a digital one that can have an unattended § immediately dropped this dual line conterence!)
exchange attached to it (known as a Remote Switching Unit - RSU). 1”2 You shouldn mess with the TSPS aperator since she Anows where

The following chan will list the office rumber, name. and haw many--§.
o thine offices existed in North America in 1981,

re cafling from. Your number will show up on a W<yt LED
1 {AN] board). She alwo knows whether or not you are at a

Class Name . Abb. # Exbsting “Riotress fone and she can trace calls quite readhily. Out of afl of the
leeoos-ReglonatCenter.oovveoeae o RC oeteevneevees 12:-B-vpenators, she is 0nc of the most dongerens!

2.inr..Sectional Comter «ouueeneeee8SC ciuennnesonss ST HTINWARD Operstor. This operator assssts your local 1SPS ("0
Moo PrimaryCenter ..ooveeee. . .PCLiliiaee. oPRTalor in connecting culls She will never question a cill as long as
4..... TolCenter v oocveneceeees TC ciinnnnne the call is within her service area. She can only be reached via other
AP, TolPolnt . .cvvevcaceeese . TP (Ll eouse opcratars ar by a Blue Hox. From a BH. you would dul
4X.....Intermediste Point. ... ... WP Lol cerens ' KPANPAI2168T for the INWARD apesatin that will help you
& .....FndOffice.ccoverencacaas s BO coieoil il <Qunmcct-any calls' within that NPA only

R.....RSU. . eeiveinnnnas vere oo RSU (o heds o350

When connecting a call from ane party to another, the switching
equpment usually trics to find the shortest route hetween the Class?
end office of the caller and the Class $ end office of the called pany. 1~
no wter-office trunks exist between the two parties, it will then move
up to the neat highest offiae for servicing (Class 4). I the Class 4 office
;Au hand!e the call by sending it toanother Ciass 4 or S office. it will

a1 tothe neat office in the hierarchy (3). The switching equipment -
tirst uses the high-usage interaffice trunk groups. If they are busy.it
poes 1o the final trunk groups on the next highest level. if thie calt
cannot be connecied then, you will probably get a reorder [120 1M

(Interruptions Per Minute) signal  also known as a fast bqsy]. At this.

timie, the guys at Network 5p:ﬂlions arc probably going berserk -

trying 10 avoud the dreaded Network Dreadlock (as seen on TVY). -~

-1t 1y also interesting to note thai 9 conncctions in tandem is &
nnp-araund-the-rosy and it has never occurred in telephone histofy.
1 his would cause an endiess loop ion (an i g way to
really screw up the Network). .

‘I he 10 regional centers in the United States and the 2in Canada are
all intercannected. They form the foundation of the entire telephone . X
network. Since there are only 12 of them. they are histad below: _ . - Rt own DA by dialioge KPeNPA+13+ST (MF),

Class § Regional Office Location NPA S .‘::T;-e TTY directory assistance, by the way, is sull a tree call, uahhe

Dallas €ESS covcvevvroncacncscsscsansaansossssssediéd P uomal DA, Oncmight beable toavaid being charged for DA calls by

Wayne,PA ovveeercotennnnncnes tececnsasscsssacedlS B usingacomputer and modem at 45.5 haud.

DenverdT . .vevivinennroceastoncssasacens sesseses 303 Be CN/AOp . CN; A of do cxactly the opposite of what

Regina No. 2 SP1-4W [Canada) .. eeess 306 J direcioryassistance operators are for. You give them the number, they

St louisdT....... +++ 314 J give you the name and address (Customer Name; Address). In my

Rockdale. GA ..... + « 404 1 experiences, these operators know more than the DA operators doand

PHtsburgh 4E . .. oueeveestevseccnncccnncanss 412§ they are more susceptible to “social engineering.” It is possible 10

Montreal No. 1 4AETS[Canada) ...cvceceeennces .+ 504 § bulishita CN/sA operator for the NON-PUB DA (i.e.. you give them

NOrWIh,NY v1eieoerecnencacccssesssncacssnssssss 807 thenameand they give you the unlisted number). This is duc 10 the fact

San Bernarding,CA cecovevecccccccsaarssoasasssssss 148 that theyassume you are a fellow y employee. The divesti

NOwBY Il «eeerreoocesansocsasacsocssnssssssesss SIS §though has resulied inthe break-up of a few NON-PUB# S and policy

White Plains 4T, NY . o eininancicncscaresessnssesss 4P chuanges inCN/A.
1n the Network, there are three major types of switching equipment. § ® INTERCEPT Op Thei Pt Of is the one that you

They are known as: Step, Crossbar, andygﬁ. Check past and {uture § arcconnected to when thereare not gh rding ilahlc orthe

nsucs of 2600 for complete details on how these sysiems work. .- ) area s aol se1 up 10 tell you that the aumber has hoen disconnected or

. tors T changed. They usually ssy. “What aumber did you dial™ This i
vital ingredi , is the teleph peral considered 1o be the lowest operator Wfeform since they have no power
are many different kinds. What follows is a discussion of some of - § whatsocver and usually know very littke.,

‘ NOTE COMMOn ONes, <R @ OTHER Operators. And then there are the: Mobile. Ship-to-Shore.
¢ §'SPS Operstor, The TSPS [Traffic Service Position Systemn {as-§ Toénlerence, Marine, Verify, “Leave Word and Call Back.” Route and
opposed to This Shitty Phone Service)) Operator is probably the bitch "R Rate (KP+800+ 141+1212+ST—new number as a result of the break-
(or hastard for the phemale liberati ) that most of us are used 10 | up). and other special operators who have one purpose or another in

“DIRECTORY ASSISTANCE Operator. | his s the opetator that
b ¢ tonnecied to when you dul 411 or NIPA-S3S-1212 She dues
ORTERIAY know whete you are calling lrom: Slie does not have scoess
tountisted numbers, but she does know it an unhisted number exists ot
a certain laung. .

. There is alsvo a directory assntance for deal people who use
Teletypewniters (TTY ). I your modem can transter RATDOL (45 S
haud ahe Apple Cat can), then you can call hum her up aod have an
niegesting convénation. The pumber is KXDKSS-11S5. They use the
standard Felex abbreviations such as GA lor Go Abead. They tend to
bexeerand will falk longer than your regular aperatoss. Al they are
more fikely to be persuaded to give more information thiough the
%my_s{ “social engincering”.

unately, they don have access to much. | once hullshitted
o Ul these operatons and | found out that there are twosuch DA
offikés that handlc TTY. One is 1n Philadeiphia and the other 1s in
California. They have approximately seven of » cach. Mot of
the TTY operators scem 10 think theit job is baring. They also feel they
are underpaid. They lly call up a regular DA & 10 process vour
request- no fancy computers here! (Other operators have access to

A 'y N, L

having 10 deal with. the Network.
Here are her responsibilities: : Problems with an Operator? Ash to speak to their supervisor..or .
1) Obtaining billing inf ion for Calling Card or 3rd number § better yet. the Group Chiel (who is the highest ranking official in any
all. office). the cyuivakent of the Madame in a whorchouse (if you wiil
2) Wdentifying catled onp p calls. excuse the analogy).
3) Obuaining scceptance of charges on collect calls. co CO', by the way, have bugs in them that allow you tousea |
4) Identifying calling numbers. This only happens when the calling | or a 0 as the 41h digit when dialing (This tends to happen mostly in
her is Dot ically ded by &MA (Centralired J crinsbars and it doesn work consistently.) hisershlesa caller tocall
A ic Message Ac ing) and forwarded [rom the local office. § special operaton and other internal telco numbers without haning
This cuuld be caused by equipment fail (ANIF A w § usc 3 blue hox. For example. 415-121-3111 wouk! get you a Sun

Number |dentifiation Failure) or if the office is not eyuipped for § Francisco-Oakland INWARD Operator.
CAMA(ONI Op Number identification) . : .
1§ once had an failure happen to me and nx{lgP.S

h datd ]

set, at the cost of the subscriber. Newer models use different freqs.
and access codes to prevent this lucrative form f phreaking. -
Channel 1-10 Base and Handset freqs. (In MHZ) are, respectively:

1-46.61/49.67 2-46.63/49.845 3-46.67/49.86

4-46.71/49.717 5-46.73/49.875 6-46.77/49.83

7-46.83/49.89 B8-46.87/49.93 9-46.93/49.99

10 - 46.97/49.97

SUGGESTED READING:
The following selections are suggested: :

(1) 2600 MAGAZINE - an excellent quarterly on phone and computer

. P.O. Box 752, Middle Island, NY 11853. Subsecriptions are

The Spring 1888 Issue has a lengthy article calle, "MONTTORING
HONE CALLS WITH A TVRO." We reproduced this article in our new,

0008000000000 0000000000000600000000000 0000000000000 000000000c00RBRBOOITCTS
- e L N T e PSR I TS T e o : . ..

11

PHONE COLOR
BOX ADDENDUM
rrom: 2600 MAGAZINE ;

P.O. BOX 752, MIDDLE ISLAND, NY 11953 ¢

SUBSCRIPTIONS: $15/yr Individuals,
$40/yr Corporations

BACK ISSUES: $25/yr, since 1984

2600 is a highty recom mended ph-onc and
computer phreaking quarterly

[YY XX XXXERENYX)

PHONE
LINES

(A)
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SIMPLE PHONE CIRCUITS: (A) is another Off-Hook indieator. Cir-
cult isolation and input impedance are very high. (B) is a phone lock.
Once you have the circuit wired, then seal your box with epoxy to con-
ceal the combination. Prevents unauthorized people from using your
phones. Any number or type of selector switches can be used. (C)isa
simple ringer sllencer that does not require disassembly of the phone.
The line connecting the yellow and green leads is cut and the cut ends
wired to a SPST switch. (D) is a simple conference caller. To use this
circult, each phone shown must have its own number. Use one phone to
call Person A, and another phone to call Person B. Then throw the
switch that connects the two phones together thru their 1 ¥F caps.
Bingo! You're In conference! ’
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ALARM DIALER: This invaluable circuit will detect the activation of
one to many normally-closed (NC) or normally-opened (NO) switches
common to alarm systems, then automatically dial the phone using
Touchtones, and then play a message into the phone. The number dial-
ed can be 811 or some phone number you, or someone you trust, can be
reached at. Alarms include those for intrusion, fire, smoke, water, ice,
wind, pet, ete. Additional eircuitry (using the NE5800 iC described
berein) could be added to detect a busy signal or non-answer, and to
dial a another number If either occurs.

To use this eircuit, first record the tones used to dial the number. This
ean be done by using any phone recorder interface hooked up to your
recorder while you dial that phone number. Leave 2-5 seconds of lead
tape before dialing so that enough time is given for the dialtone to
] eome on. Then leave 3-6 seconds of blank tape. Then follow that with
R o short, clesr, emergency-type message that includes your name and
B address. Follow the message with another 3-6 seconds of blank tape.
Repeat this message and 3-6 seconds of blank tape at least 10 times or
§ until about 8.5 minutes of tape time is used up. Then rewind the tape,
and hook the eircuit to it. Once completed, test the device by simulut~

.........................
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PHONE CALL LIMITER: This neat device limits the duration of a
phone call. Great if you have talkative teenagers or employees. The
amount of time permitted is about 10 minutes. After about 8 minutes
(set by the UJT circuit), several warning beeps are emitted on the
phone line. (This duration can be changed by changing the 4M ohm
resistor and-or 250 uF capacitor. Using a 1.2M ohm resistor keeps the
calls under 3 minutes for long distance calls,) From about 1-3 minutes
later (set by the 555, 470K, 1M and 100 uF), a constant ringing across

f ing an alarm activation. Then rewind your tape again.

the line results that can only be stopped by hanging up the phone. This
circuit is automatically activated every time the receiver is picked up

and reset upon hanging up, but can be defeated by opening up Sl.

PRV

(2) "TELEPHONE ADD-ON, NO MORE WRONG NUMBERS," Gary
McClellan, RADIO ELECTRONICS, March 1984, P. 59. This fairly
complex device ends you the misery of wrong-number dialers, phone
sslesmen, harassers, etc. .

(3) "THE BLUE BOX AND MA BELL," Herb Friedman, RADIO
ELECTRONICS, P. 48. 'Fascinating article on early phone phreaking
tut does have some major errors (ex: misidentifying the Black Box as
the Red Box).

(4) PHREAKXR BBSs. Error rates are high, much of the material is
pure fantasy and nonsense, the schematies are virtually unreadable
{ &nd no photos, BBSs can be expensive to access, some use plagiarized
by material, and phreaker BBS deny most users important accesses and
their numbers change so frequently that its hard to keep track of them.
Occasionally you can pick up some useful info. We use BBSs but mostly
4 to downloed PD software, for E~-Mail, and for exchanging opinions.

. - "PHRACKING":;
| The correct term for describing color boxing is "Phreaking." The term,
*"Hacking,” can be defined as using computers and the phone system to
{ psnetrate otber computer/phone systems. "Phreaking” has also been
B dafined this way. "Hacking™ can also simply be defined as computer
g pogramming. It's time that a new term be devised which is defined as
{ a3y kind of phreaking/hacking activity that involves a computer and
$ e phone system. 1propose that my new term, "PHRACKING" be used
2 end relegate "Phreaking® to color boxing only and "Hacking" to pro-
d gramming only. The term, "PHRACKING" not only combines "Phreak-
} tag" and "Hacking," but also sounds like "Cracking," "Fragging" and
H “Fracas," all relevant terms. If you agree/dissgree, please write me
i ¢iease don't phone until science develops a way to elone about three
R more of me).

¥ SECURITY VOICE SCRAMBLER/DESCRAMBLER: This elrcuit lets
you use an ordinary phone to scramble and transmit a voice message
R and receive a scrambled message and descramble it. It is a frequency
inverter scrambler. This means that low tones are inverted to high
tones and vice-versa. To an eavesdropper, the resulting message is
garbled or like a foreign language. Each phone involved in a scrambled
g call must have one of these devices for it to properly work.

3 This circuit requires the mechanical construetion of a receiver mount

R that allows the small pickup coil, L1, to be placed near the house
N phone's earphone, and a small speaker near its mike. This mount should
also include the rest of the circuitry.

Ll is a telephone induction coil pick-up, such as the Lafayette
89E10340 or equivalent (iron coil form). Some relay colls also work
well. T1-T4 are all 1:1 isolation transformers with 500 ohm windings,
such as the Triad T34-X. 300~600 chm windings will also work. The
carrier input can be any sinewave generator tunable in the 3-3.05 KHz
range. For any set-up all carrier fregs. used must be identical.
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TELEPHONE RECOROER INTERFACE

COPYRIGHT 1985, JOHN J. WILLIAMS &
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By: John J. Williams, MSEE, CONSUMERTRONICS CO., P.O. Drawer 537, Alamogordo, NM 88310Q!

FAMILY. ALL RIGHTS RESERVED

How often have you needed to record a telephone conversa-|
-tion without the fear that Ma Bell or some goon can detect!
that you have a recorder hooked-up to your lines? Ultra-high|
impedance telephane interfaces, such as the TELECORDER/
(described here) were difficult to obtain by the unwashed gen-'
eral public. Ma Bell, police agencies, spy outfits and organiz-,
ed crime families had them. (Sidetone inductive taps have,
been available, but require the disassembly of the phone).

A telephone recorder interface should have the following,
features: i
. (1) It must provide a clear and clean reproduction of the
conversation.

(2) It must be guiddy and easily connected and discon-
nected. With the advent of the modern Ehone connector, one
no longer needs a screwdriver to make a phone connection.

iBf It must be easy to operate, and of small size.

4) It must have ultra-high input impedance; it must not,
load the lines or interfere with telephone conversations; and|
it must not be electronically detectable. The old-fashion inter-
face consisting of a capacitor(s) and a transformer (see figure)|
to connect a recorder to the phone lines is easily detectable.
Sophisticated electronic techniques can be used to even ferret
out taps/bugs with input impedances of up-to about 10 Meg.
ohms. The lines are thoroughly tested when they are known|
to be clean, and then periodically retested for taps/bugs.
Any changes in line impedances, which indicate a tap/bug,
can then be observed. Even minute changes will alert the test-!
er to make a physical search. i

(5) It must be rugged and dependable. Regardless of the|
noise and interference on the lines, the recorder interface!
must survive and function as designed. It must also survive'
high-voltage tap/bug destruction techniques. To destroy bu s/
taps, a technician disconnects the lines from all legitimate de-
vices and the Central Office. He then hooks-up an AC gener-:
ator to supply 1,000+ volts to the lines. Any tap or bug on
the lines not of very high i:\credance and surge-protected as
the TELECORDER is, is immediately destroyed.

(6) It must have on-line monitoring capabilities. In other
words, simply by observinF an LED or meter, one can tell if]
there is activity on the lines without liitin§ the handpiece.|
On-line monitoring is extremely important for two reasons.|
First, it inmediately detects any tap/ uq in which the monitor-
ed conversation is sent down the phone lines, such as an infini-
ty bug. A tap/bug is obvious when, as in any recording, you
notice the sound-level LED/meter activations are in sync. to!
the sound levels in the room. Second, it immediately detects
when an extension phone is being used. In this case, the
sound-level LED/meter activations will indicate a conversa-
tion is takinﬁ place, but since the sound activations are not in
sync. with the room sounds, the sound is coming from an ex-
tension. ,

(7) A nice feature is an option to have the recorder ac-
tivate from an off-hook or voice-activated switch. We imple-
mented an electronic off-hook activation switch. When it
comes to phone conversations, off-hook switching is pre-
ferred over voice-activated switching.

(8) Another nice feature is to have a "Shriek" option.’
The "Shriek" is designed to send an ear-piercing shriek down
the phone lines to protest against dirtbags that make obscene
or heavy-breathing phone ca l? and against infinity bug eaves-

droppers. We also implemented this feature.

TERMINOLOGY |

The term "phone" means "telephone." The term 'recorder™
means '"cassette ta recorder.” The 'term "mike" means!
microphone. The abbreviations, "RF" and "FM" mean "radio!
frequency" and "frequency modulated," respectively.

The term "phone tap" or "tap" is used for "telephone wiretap."
A phone wiretap occurs when an electrical connection is
made to the phone lines forgthe purpose of monitoring the sig-
nal on the lines. For example, if one uses alligator clips %o,
jumper a headset across the phone lines, that is wiretapping.!
The TELECORDER is a form ‘of wiretapping. Wiretaps are
E:nerally most easily placed without entering the premises to
tapped. Phone taps are used to monitor phone conversa-
tions only. !
1

|

The term "phone bug" or "bug" means "telephone bug," and des-
cribes any device, other than a tap, which is installed in a
phone or connected to one, and is used to monitor a conversa-
tion. Although the terms "tap" and "bug" are frequently and!
mc_:orrectl¥ used interchangeably when phone devices are des-
cribed, a "bug" is generally a device that uses its own micro-|
phone and transmits wirelessly. However, a bug may be con-
nected to the phone lines to obtain operating power, to pro-!
vide switching, and-or to transmit on a wired basis. Tele-
phone bugs are frequently placed to not only monitor phone
conversations, but all conversations taking place in the room.!
A "bug" almost always requires entering the premises to be,
bugged. The objective of bugs and taps are the same - to com-,
promise conversation.

INFINITY BUG

One of the most popular phone bugs is known as the "infinity!
bug," "infinity transmitter" and "harmonica bug." This fascin-
ating device is secreted inside the phone and connected direct-'
ly to it for switching and transmitting purposes. It usually al-!
so derives its power from the phone lines. Once implanted in-,
side the phone, the eavesdropper can call the phone from any
place in the world. Before the phone rings, he uses a harmon-
1ca (or other tone signal device) to inject a certain frequency |
into the lines. The Infinity bug detects this frequency and im-
mediately switches off the ringer and then bypasses the hook-'
switch switches to make the phone act as if the handpiece
had been lifted. The siEnal from the now active handpiece mi-!
ke (or from another mike hidden in the phone or in the room)!
is highly amplified by the infinity bug and transmitted down|
the lines to the eavesdropper. The infinity bug immediately!|
becomes deactivated when either the handpiece is physically!
raised or when the eavesdropper injects another turn-OFF
tone into his phone.

HOW THE CIRCUITS WORK

The TELECORDER circuits shown here are (refer to figures):
1) The TELECORDER, Shriek Circuit, and Power Supply. 2),
The Automatic (Auto.) Feature. 3) The add-on RF Transmit-,
ter Circuit. i

Most commercial telephone recorder interfaces have a bridge"
rectifier input so that they function regardless of which leads'

{
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TELECORDER WITH SHRIEK

" guall 100 K - 500 K ohms.

are connected to the red and green lines. We do not recom-
imend bridge rectifier inputs because they are vulnerable to
high voltage line-clearing pulse technigues. Therefore, proper
connection is required- for the TELECORDER to function.

The red line should be positive with respect to the green line.

| The'2N43383 input pre-amp. is biased-up with Rl to permit an
ultra-high input impedance. Optimum results occur when R1
is tuned so that Vs = 0.65%Vdd. The input zenetr protects the
circuit from high voltage or reverse ir:g:ts. The output of
the pre-amp. goes to the Aux. Input of recorder. e in-
t impedance of the Aux. Input of cassette recorders are typi-
‘Fﬁe Mike Input is not used because
its Input impedance is too low - typica T r
vide a stronger signal to the recorder, use the audio amplifier
stages of the RF sl‘ransrﬂitter (see figure) to boost the output
of the FET. This output is then connected to the Mike Input
of the recorder.

.The Shriek Circuit simply consists of a NE555 Timer IC
coupled to the phone lian with a standard 500:8 ohm minia-
ture speaker transformer. The capacitors in series with its

rimary and secondary block the DC. When the ganged push-
gutton switch is closed, two things happen - power is fed to
the timer to activate it, and the transformer secondary is con-
nected to the phone lines. The second feature is very impor-
_tant because, without it, the Shriek Circuit would have to be
permanently connected to the phone lines, and thus would be
detectable by Ma Bell and other snoopers. R2 is tuned so that
the resultant output is as sharp as possible for optimum effec-
tiveness.

The Power Supply Circuit is basically a plain vanilla design,
except that an AC outlet for the recorder AC is provided.
SW1 may/may not be included for switching the Auto. Fea-
ture into the circuit, and for independent recorder operation.
We designed our power supply for 15 VDC (7815 voltage regu-
fator IC}, but you can select a different voltage. You can al-
{ways use batteries if 120 VAC is not desired or available.

"AUTOMATIC FEATURE

The Auto. Feature Circuit is an option that permits you to’

automatically turn-ON the recorder whenever the phone is in
the off-hook state. Note that the Auto. Feature is NOT a
voice-activated switch. With this option, even the dial pulses/
‘tones are recorded, and infinity bu§s automatically activate
‘the recorder. The purpose of the Off-Hook Detection Circuit
is to provide a +15 VDC at the collector of the 2N2222A tran-
sistor whenever the input voltage drops from the 48 volt on-
hook phone line voltage to the 5 - 6 volt off-hook line voltage.
The ;urpose of the Delay Circuit is keep the recorder ON for
1 - 25 seconds (determined by 1 M, 15-turn pot.) after the last
off-hook situation. This saves wear and tear on the recorder
.s0 that it doesn't keep turning ON and OFF whenever the
phone rings. .

“The 13 volt input zener is provided to protect the circuit from
line noise and surges. Input impedance is an ln:gressive 30M
.ohms. The 5 volt source zener is used to drop the output vol-
‘tage at the 2N2222A input for proper switching. It, as well as
- the 15 volt zener, must be changed if a cpower supply voltage
| other than 15 volts is used. SW1 on the CD4047 output selects
either the Auto. Feature circuit to control the reed relay (thus
érecorder), or to bypass the Auto. Feature altogether.

RF TRANSMITTER .

In case you want to transmit the monitored phone conversa-
!tions, an RF transmitter circuit is c;:roviq:led. e input is con~
.nected to point (A) on the TELECORDER FET source output.
‘The first two stages amplify the input signal, and provide
.high stability and sensitivity. The last two stages mix the sig-
nal with the carrier and transmit it as a FM signal. Maximum
practical rang: is about 10 miles. Any quality FM receiver
.will receive the signal

'CIRCUIT TESTING

The TELECORDER is not difficult to test. You do not need
anyone to call you for the preliminary tests. You can dial
yourself using your own phone. Dial your number. When ring-
Jng commences, hang-up. Your phone should ring as if you
were called by someone else. The Central Office doesn't
know the difference. By picking up the handpiece, you can
talk to a.nyi phone extension. Because the TELECORDER is
n

ultra-high Eu; impedance, you can test and use it without,
any flear of being electronically detected by Ma Bell or any-.
one else. :

Test the Shriek Circuit to the bare minimum. Just enough to
tune it for optimum output. '

Once testing is completed, you are ready to put r E-
'CORDER togwork forpyou. 'Y d put your TEL

TELEPHONE RECORDER INTERFACE  p, 2

CIRCUIT

y 10 K ohms. To pro-.

TIPS AND SUGGESTIONS ___ _

1) Depending upon how you wish to use the TELECORDER
will dictate its size, shape, arrangement of controls, AC pow=
er vs. batterg operation, and so forth., We useda 6" X9 " X 2¢
aluminum hobbyist box {see figure) so that we could place the
_recorder over it, and the phone on top of the recorder.

.2) We purposely designed the TELECORDER to provide all
j the desired features with the greatest simplicity of design.
' Commonly available components were selected. Substitutions
,of equivalent devices can be made. Components should be
-readily available from Radio Shack, other retail electronic
stores, and ads in the various electronics/computer maga-
‘zines. Although we prefer to wire prototype circuits using
. point-to-point wiring on {lea clips and perf. board because wir-
.Ing changes are much more easily made, you might want to
finalize your design on a PC board for greater compactness
and less noise. )

[ - .

3) Component quality is important - particulary when it
i comes tgonoise gxgure. All input resistors should breymetal Ox=
jide types - never carbon! Capacitors should be quality tanta~
ilum or mylar (except for the 1,500 uf electrolytic Rpower sup-
ply. filter capacitor). Either operate the TELECORDER from
ia battery, or provide at least 1,500 uf of filter capacitance.
The best quality CMOS components are RCA.

4) Since the FET inputs are ultra-high impedance, be careful
to keep great distance between input leads and AC power
(either internal- or external) and oscillator and output sec-

. tions. Input leads should be of the shortest lengths possible.
The input FETs should also be separately shielded within the
circuit box, and liberally use ground planes. Use sound wirix:E
techniques. All external signal leads should either be shiel
ed (preterred) or twisted pair.

.5) The choice of recorder and cassette tape are also critical.
. The Realistic (Radio Shack) CTR-40 recorder chosen was of a
:handy size, but did not impress us as high quality. Be sure
{that "your recorder has an Aux. Input, a Remote Input, and
‘either a sound-level LED or meter (preferred). Keep the ta
heads cleaned. The cassette tape should be of the best qual,i‘E
ty you can buy.

6) By using sound wiring practices, and quality electronic
components, recorder and tape, and by keeping input leads
away from stray AC sources, you can make excellent record-
lings. If not, noise level can be so high that the resultant quali-
. ty is very poor. In fact, quality can become so poor that you
,may not be able to pick up soit voices. Remember that the
isxgnal has to be picked oft of the usually noisy phone lines,
tand then processed by the TELECORDER -circuitry, the re-
.corder circuitry and tape heads.

IPREVENT PHONE EAVESDROPPING

Although there are many ways to tap/bug a phone, there are
only three methods of obtaining the purloined conversations:
1) Over the phone lines. 2) Using an RF transmitter/receiv-
er. 3) A hard-wired recorder or headset.

To ferret out all taps and bugs on a regular basis is an expen-
sive, time-consuming and uncertain proposition. Circuits us-
ins the type of ultra-high impedance input used by the TELE-
CORDER and non-electrical taps (ex: inductive) can only be
revealed by physical discovery. We feel that a better ap-
proach is to prevent the transmission of the stolen informa-
tion. The steps “describéd below will stop most phone léaks,
but can be circumvented by Ma Bell, police agencies and top~
of-the-line detectives:

1) Use the TELECORDER to monitor the lines so that
zou can immediately detect the presence of an active infinity

ug or other tap/bug that uses the phone lines for transmis-
sion.

2) Place the telephone inside of a fine mesh hardware
cloth booth securely grounded to a coldwater pipe. For cos-
metic purposes, the booth can be surrounded by plastic, fiber-
glass or wood. This eliminates RF transmissions from bugsl
taps located inside the phone. Other methads include locking
the phone up in a safe when not in use, and: epoxing the chas-
sis screws and screw caps after thoroughly inspecting the
phone's innards. A fifty dollar phone is a small price to pay
to protect millions of dollars of information.

3) Rewire the phone so that it runs in visible metal con-
duit as far as you can, and frequently inspect these runs for
physical invasions. Eliminate all extensions.

Consumertronics Co.
2011 CRESCENT DR., P. O. DRIVE 537,
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P. 3 LEGALITIES

Every reasonable attempt is made
1o provide complete and accurate in-
formation; CONSUMERTRONICS
CO. is not liable for any errors or
omissions found herein. 1f you find
any errors or omissions, please
write us. I substantial, or you pro-
vide us substantial new information
;we publish in the future, we will pay
{you cash and-or provide you a byline
in the next edition. Sorry, we do not
‘have sufficient staff to provide indi-
1vidual advice.

1/2 Connector Block

) 4
- RED 48 ~ 60 YDC
(On Hook)

&*g}‘ VDC (Off Hook)

T - :
j ‘TELEPHONE RECORDER INTER-
TG, S TR BTN,
127 Min. . ad . - e ity
1 L — : , iof using the TELECORDER isesques-
. ,tionable to the best of our layman's
iknowled eb E&s long as ydou usehthe
to record a phone
1"3"PHONF. :conversaiti?n in :ah‘i’?h ylou darg one
‘part t's even
CONNEC~_{_ %\ou)gh the. law scems to :gquire one
MNTOR 1o to send a beep down the lines every

15 seconds to notify all other parties
lthat their conversation is being re-
‘corded. However, unless you have a
court order or work for Ma Bell, you
cannot legally record phone conver-
sations to which you are not a party
« even if you own the phone and one

~NDARD ‘
ONE PLUG !

* 2N3391 Or Equivalent N-Channel FET. Rl Must Be Ad
* 13X - 250 K 15-Turn Pot. Tuned So That Vs = o._ssev’d"htef"
5,

=~ 300 K Potentiometer Turned Until Is’ Sharpest’ ) of the other ties Is your minor
“ ohm-3-ohm Audio (Speaker) Tram!ormerl. 30 mA(Min) 7 - 0.0l MINE PHO—N.E child or spouse! This provision seems
2 120 VAC Step-Down Power Transformer, 300 mA (Min.) o PLUG to be satisfied by simply informing
Secondary Voltage According to Sclected 78XX. ) TO RECORDER ]| those who use your phones that their,
. _ { AUX. INPUT g:one conversations are subject to
: h e SNEE ing recorded by you whenever you
W == SHRIEK - ol ut feel required to do so.
T i @ : Recorder . AC GENER_&IQR — Although the Carterphone Supreme
18wW1 Power Connector - . Court decision indicates that you
t - can legally attach anything you want
1.0 Amp . ‘10 your own phone lines as Jong as it
,._ - INaooL XX = 06 ~ 13 ‘does not interfere with communica-

"tions or the operation of the phone
com’pany, for years, Ma Bell regxlr—
‘ed folks to pay for special interfac-
"ing equipment to do so (even though
:they didn't use this same interfac-
ing equipment on their same-design-
jed equipment).

| The Shriek option is probably illegal.
ilt is YOUR %te‘co?slonpwhmhyt toesufe

=it. We would use it
only as a last resort

ON/OFF Switch +Vdd

100 K §

*
120 vAC Neon () " i 1500 uf (Min.
e+ T2  1nsooy- . I .-L- ) !

SW1 = Auto Feature Select. . = = =
(1) - Auto. Feature ON. (2) Auto. Feature Bypassed. POWER SUPPLY

Figure 2: Basic TELECORDER with Shriek Circuit and Power Supply.
w

Figure 3: Automatic (Auto.) Feature
(Off-Hook Detector and Recorder Switcher).

lice and Ma
.can't or won't stop
‘the offensive calls
‘after we've repeat-
‘edly complained to
{them - or_to punish
an  Intruder using
an infinity .
;The Shriek olgtlon
‘clearly has illegal
lapplicz:tlms. For
e, some
'mm has been
hassling you at your
work, or a biil col-
lector, or an ex-
;something or anoth-
er. One could call
him/her up about
3:00 AM, Then
mumble something
over the phone -10
get  him/her to
press the recelver
tightly ta the ear.
1 Activation of the
: Shriek Circuit
ishould then pro-
iduce a sharp, stab-
'bing ‘pafn in the ear.

+15'vDC

A . . -
;ed oy 10 TEE ot D 15 K
i ( .

2M 28891

| s a2
7o Phoce 'z = 3 Volt a G vz = $ Vol C

Lines T E ;
e . 12X

vie 13 Voir? 12k P\ Y

2 o

NS ’ L L L i
1/2 Connector @ « - .

Block S 2N391 @

2N2222A

Green

' OFF-HOOK DETECTI®N CIRCUIT

Figure 4: RF Transmitter with Audio Amplifier Stages.

iFigure 5: Typical Crude
Commercially Available
Telephone Recorder Interface.
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. 2 : < Figure 1 is a schematicofa T 500 Telephone - one of the most common

.Figure 6: Physical _Layout tcPephone in use, and comes in !rgﬁous conf?guratlons. Sound is picked-up by
- : the microphone ltransmitter) In the handpiece. A small amount of this sound .
is fed back Into the earphone (receiver) to provide the live sound of the phone. !
The rest of -the sound-energy is-sentdown-the phone-linesto-the-party you are
fhmlng. This sound is amplitied on the way at the phone company Central Of-,
ice and by line repeaters. No amplification occurs in the phone itself. :

RV} (varistor) is used to suppress dial pulse clicks so they are not fed into the .
receiver. RV2, C2, C3, R2 and the windings of the induction coll form a hy- |
brid arrangement that ‘grovlds simultaneous two-way operation over a two-.
wire circuit. Cl and Rl compose the dial pulse filter to suppress high-fre-.
quency interference to nearby radios and TVs. R, RV2 and RV3 also serve |
tor the efficiency of the transmitter on short ioss from the central of-!
fice to provide -satisfactory transmission volume. | components marked
with an asterisk (#) are located within the Telco network block located inside |
ITT, Western Electric and other phones (in still other phones, these compo- -
nents are on a PC board).

Most phones require three wires - re een and yellow. In some phones, the
green and eﬁgw fines are jurnpere% gr ether. y'l'l'ne red and yellow wires

make the phone ring. A 60 - 90 volt 20 Hz signal Is applied to the reh?er (two

coils in series with a capacitor C8); C& and these coils are designed so that.
once the phone starts to ring, it continues to ring while drawing very little cur-

rent.

~any years ago, one could easily detect a phone tap/bug by listening |

to strange clicks. Some phone taps/bugs were even 50 crude that;
they tripped the 40 ma relay at the Central Office, causing Ma Bell;

~ service personnel to rush to the incriminating site. Others required
that the tﬁaflb had to be constantly personally monitored. Except
in TV thrillers, B movies, comic books and with some cheap detec-
tives, these crude types of taps/bugs no longer exist. Today's taps!
and ‘bugs cannot even be detected using sophisticated electronic
techniques, not to mention audio observation.

The following are effective 1prm:ec.!ures for ferreting out almost all’
taps and bugs. It is best to iirst run these tests on the system after’
careful and detailed physical inspection is made to assure that the
system is free of taps and bugs. Then, periodically retest the phone!
system. Even minor changes can detect the presence of tapsfbugs.
Alwaizs rec91[§ all test result‘i_sl_lE PHONE LI i
TESTS DONE WITH HONE LINES DISCO!

THE SURGE PROTECTOR . NNECTED AT{
. {A) OPEN-CIRCUIT: .An ohm_ meter Is placed across the
open-circuited red and green lines. -Resistance should measure at:
feast 1 Meg. ohm. If resistance is less n | Meg. ohm, or the me-:
ter's needle bounces around or drifts-slowly upward (capacitative!
charge-ug characteristic), a parallel tapf/bug is indicated. ;

(B) SHORT-CIRCUIT: Place a temporary jumper across the

phone lines at the surg:‘rrotector disconnect site. Measure the resis-i

- tance across the red and green lines at the most distant phone. The
resistance should be 1 - 2'ohms. If resistance is higher, a series'
,eqap/bui or drop-out relay is indicated. .
- C) AUDIO GENERATOR: This test is done with the phone
lines open-circuited. An audio frequency generator is connected to
the lines tlwov.:ﬂ: a series 22 K ohm resistor. A dual-trace oscillo-
scope is hooked-up with one input across the phone lines, and its oth-!

er input across the audio generator. One trace on the CRT is placed
over the other. The audio generator is then slowly swept between
about 10 Hz and 50 KHz. If any notching or peaking effect different
than your original clean test of ‘the circuit js noticed - even a minor
g o P IR IO inc |

; i UITS NORMALLY
HOOKED-UP: ‘

(A) Place a high-impedance voltmeter across the red and !
gll'leer} liitnes'x-te K the. voltage-drops te ?n; 6i-voll:s while ‘the phone-and |
all of its extensions are hung-up, an infinit or similar type de-
vice is indicated. &P n yoUe ype :

(B) If the phones are hung-up and the voltage is less than the -
48 volts or so expected for your area, a paraliel tap, is indicated. |

(C) H a phone is ofi-hook, and the voltage is ﬁlgher than the |
expected 5 - € volts, a series tap/bug is indicated. )

Although the ringer is connected to the phone lines at all-times, the rest of
the phone is only connected when the handpiece Is lifted off of the hook-
switch. Ma Bell can determine how many phones you have on-line by either
silently measuring the capacitance of lines or the amount of current
drawn during ringing. The specific impedance value of each ringer depends
upon the phone used, but it is in the 1| Meg ohm range at 20 Hz resonance :
(measured at the Central Office). :

If one were to tap the phone lines using a typical, commercially-available re-
corder Interface or other tapfbug, Ma Bell (and thus the polics) could easily |
n
I

electronically detect the forei vice attached to the lines by the substanti-
ally increased line loading. , 1f you want to keep your business private,
you require a device like the TELECORDER with an ultra-high input imped-
ance (infinite DC resistance, 30+ Meg chm AC). The TELECORDER is virtual-
ly undetectable electronically even if the lines are rung out with all of the -
phones and Central Office cted, using the most sophisticated equip-
ment available! Its impedance is so extremely high that it is In the range of
normal line leakage, The TELECORDER is also virtually indestructable if
some neanderthal tries to clear the lines with power pulses.

When the handpiece is lifted off of the hookswitch, switches S1 and S2 close
while §3 opens. Closing S1 and S2 J:laoes the remainder of the phone into the
circuit. It's impedance is 600 - 960 ohms. The 48 - 60 volts across the lines
immediately drops to 5 = 6 volts.

To dial a Jhone number -using 8 rotary dial, the lines must be interrupted
(opened and closed) at a r tion rate of 10 pulses/sec. DI is located in the '
back of the phone dial, and is used to produce these pulses. If the number &4 is ; &
dialed, D} will open and close four times. During this entire interval, D2 re- !
mains closed so that the dial clicks are not fed back into the receiver. In | i&
fact, D2 remains closed during any duration that the rotary dial is away from ! is
its home position. For tone phones, the dial tones (two for each button) are '
sent down the lines, and detected at the Central Office. Tone phones have a
drop-in block consisting of the pushbuttons and the contacts that are closed
when they are pushed. ’ .

. D) Phone your test phone sometime when you know no one | REFERENCES
will be there to answer it (or tell them not to answer it). Use ani ]| 1) YELEPHONE ACCESSORIES YOU CAND BUILD, and MORE YELEPHONE ACCESSORIES YOU CAN
audio generator with an automatic sweep from about 20 Hz to 20| || BUILO: dles Gildcr, Kaydeny 1576 and 1330, Highly recommended. Many excellent clrots and lscas.

KHz. Acoustically couple your audio generator to the phone you use} | 2 TAP NEWSLETYER, Technical Action Party, 1971 - 1388, No targer avallable, published oc Ip, busl-
to place the call. If the ringing of your feséphOne Inexplicablyeo stops | | Bhecak and via Boil In's Choep Moters Detalicd informatioy oo Red, Blus, nmg::eé.'&".:'\e boxes.
at any frequency, an infinity bug is'indicated. Most modern infinity | | Ayslsie cohr from CONSUMEITROMCS €O, P. O Drawer 337, Alsmogordo, NIk 81310, 52 per back
bugs are dual-frequency turn-ON and single- or dual-frequency turn- '

. Dual-frequency bugs can't be detected with this test. Stilli § 2 RTRONICS OO0 P O, Draver 337, Aamagarde, N B L T AT VAL CATALOS )
Gone sophisticated infinity bugs require an encoded signal for activa- i o T acticaty whcs Tall hardaitting - St " SherEy, phones TTONE DEAF, compater, elec-| :
3) MICROPHONE TEST: Remove.the mike from the phone. In-i || & SUTICHNG PO TELEFHONE FeaTLas Devi iy, Hagiens 1965, 1977, 975 Eacehim proners. |
spect it. If it appears to be unduly thick or heavy, is sgldered, or; memhﬂm#hwmtkuh&ng‘ -~ ot primens. 8

does not make a sound when you shake it {(carbon granules), it is pro- 5) Many fine howsto-do books sre avallable on electronic survelilance from MENTOR PUBLICATIONS,

2?;{!‘“?:5 of glhe Ptomtﬂ% drokin mike !iugs that has a bt’:ilt-lnpRF iy ‘“ﬂ;&ﬁh “X:i“-.g.u" hpy %‘Q:W‘““’,’:“.‘S UNLIMITED, P. O. Box 1132, Port
er. No i ing: THE OTHER t

down on the hookswitch. :Tnye terminals in the handpiece, pressing &) EESmone sevine  PORTFOLIO OF SCHEMATIC DIAGRAMS FOR

N and

o swi y voltage indicates some sort of hook-| suuvm.mc%_%?'mm%

witch bypass device in operation. L e G A B O R L AT Juations! Commigsion For The Review of
» {D) BUGS & ELECTRONIC DESERT PUBLICATIONS, 1976.

 TELEPHNNE PECNDNED INTEDERTE. b o | . 5 Ees e aimoscalme aui s R S Tomsall e v

. nvestigztors Information Service, 1972.
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THE YOICE DISGUISER  soOLD FOR EDUCATIONAL PURPOSES ONLY P.3
“iwith a call and the electronic voice disguiser does not have random, unpredicatable and unrepeatable
salities, the expert can reconstruct the voiceprint by performing the inverse of the transfer function

f the voice dingSer. ‘Actually, phone circuits. some extent, electronic
h 50 13t rand ess. / :
- i
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THE VOKE

i wkipe
ISGUISER SOLD FOR EDUCATIONAL PURPOSES ONLY S P, et
C. THE DELAY LINE CONCEPT
\ This method uses the Reticon Dual Analog Delay Line (SAD-1024A) to produce an adjustable phasezx
- or flanger (variable comb filter}. This very exciting approach is also very sophisticated and maybe .
00 complekiq:_’:j many experimenters. SAD-1024As can be obtaiped irom Radio Shack for about $
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THE VOICE DISGUISER
the proceedings. ' e 8. Wiretapping and bugging by government .entities need not

¢ 5. A witness may identify 2 suspectis va *in several tape. . necessarily require a court order :and may be admissable as ev-. .
recordings in court without ever having perss; ally met the sus— © “idence even when it violates the agency's rules and repulations.. i
Poety aviiong as thatifact de bapught dRig s e e . 9. Obscene, threatering or herassing phone calls can bring.
4/ 63 Before = tape recorded conversation canbe o jeax i *smaﬁﬂlgg,gu p to $1,0004n fines for the firs
B0 svideads, ‘generally, the following reqti ent offenises inflate ) : ;
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